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baltya

NMPABWIIA NMPEOOCTABJIEHMA YCNIYT

1 NMPABWUIIA NPEOOCTABJIEHUA YCNYT KONOKALWUU UT OBOPYIOBAHUA
1.1 OMNCAHWE YCNYT KONOKALIMU NT OBOPYOOBAHUA

Ycnyra konokauun WT-obopynoBaHus BkntodaeT B cebs pasmelleHve WT-obopynoBaHus 3akasuvka (CepBepoB, CETEBbIX KOMMYTaTOPOB,
MapLupyTusaTopoB 1 T.4.) B LleHTpe 06paboTtku aaHHbIX Baltneta (ganee - LUOL), npegoctaBneHve goctyna B ceTb VIHTEpHeT u obecnedeHne ero
OXNaXkAeHWst U 3NeKTponMTaHus. Ycnyra Korokaumuum MOXeT BKIoYaTb B ce6sl Kak BblAEMNEHHYIO CTOWKY, T.€. CEPBEPHYIO CTOWKY, apeHOyemyi 1
ncnonb3yemyto oaHUM 3aka3uvkoM, Tak U OOLLyl CTOMKy, T.e. CEPBEPHYI0 CTOMKY, apeHOyeMmylo M WUCTOMb3yemylo MO YacTsiM HECKOIbKUMM

3akasymkamu.
1.2 OOCTYN K LLEHTPY OBPABOTKM OAHHbLIX M OTBETCTBEHHOCTbL 3AKA3YUMKA

1.2.1  YnonHoMoYeHHble npeacTaButeny 3akasyuka:

e [locTyn K pasMeLleHHOMy 0GOpy[oBaHUIO 3akasuuka MMEelT TOMbKO YMONHOMOYEHHble mpefcTaBuTeny 3akasuuka, KoTopble
NPOMHOPMUPOBaHbI O NpoLiedypax, U3MOXEHHbIX B HACTOSILLEM [OKYMEHTE, U 00s13yoTcs COGMofaTe MX BO BPEMSI MOCELLEHUS
Lona.

Ecnu 3akasuvk pactopraet Tpy4osoit [orosop unu nobyto Apyryto popMy COTPYAHUYECTBA C OTBETCTBEHHLIM NULIOM, 3aKasumk

0653yeTcs kKak MOXHO ckopee coobwmTb 06 aToMm Baltneta. B npoTtvBHOM cnyyae Baltneta He HeceT oTBETCTBEHHOCTH 3a YObITKH,

NoHeceHHble 3aka3ynkoMm, CBA3aHHblE C OTBETCTBEHHBIM MULIOM.

Ecnu npu nocewwennmn LIO[ oTBeTCTBEHHbIX NL, CONPOBOXAAET TpeTbe NuU0o, 3aka3unk NprHUMaeT Ha cebs BClO OTBETCTBEHHOCTb

3a BO3MOXHble AeCTBUSA TPETbEro nuua 1 ux NocneacTsus.

1.2.2  Pervctpauus:

BapeructpupoBarbcs Ans nonyyenus goctyna k LIO[ moxHo: a) oTnpaBuB NUcbMo no agpecy patekimas@balt.net; 6) nossoHus
no TenegoHy +370 700 800 88; B) 3anonHuB pernctpaumnoHHyto dopmy Ha MopTane camoobenyxmBaHus.

3anBku Ha perncTpauuio NPUHUMaOTCA TONbKO C KOHTAKTOB, NPeAoCTaBIEHHbIX YNONHOMOYEHHbIMW NpeacTaBUTenaMmm 3akasuuka.

Peructpauus gomkHa 6biTb NponsBeaeHa He MeHee YeM 3a 24 Yaca [0 3annaHMpPOBaHHOTO MNOCELLEHUSI.

Llenb Bu3uTa (Hanpumep, ycTaHoBKa HOBOro 060pyAoBaHUs, 3aMeHa AeTanei, AeMOHTaX 060pyAoBaHUsA v T.4.) yKasbiBaeTcs npu

pervcTpauuy.

1.2.3  CpouHbin goctyn. B cny4yae Bbixoga u3 ctposi UT-o6opynoBaHuns 3akasunka npegoCcTaBrnsieTcs CPoYHbIn goctyn. B atom cnyyae
3aperncTpupoBaTbcsi MOXHO no TenedoHy +370 700 800 88. AsapwuiiHbii goctyn k LIO[, HeBO3MOXeH BO BpeMsi CTpouTenbcTBa

WUNn gemMoHTaxa HoBoro obopyaoBaHus.

1.2.4  Tlo npubbiTum B 30Hy LIO[ Ans cBA3W C NyHKTOM KOHTporns Aoctyna B LLO[ 4omkHO MCnonb30oBaThCA ANCTAHLMOHHOE NeperoBopHoe
ycTpoiictBo. OTBETUBLLUEMY COTPYAHMKY coobluaeTcs Lenb npubbiTus, a Takke, kakue nuua v 13 kakoi KoMnaHuy OHW NpuGkINK.
Ecnu coTtpyaHvkn nocta LIO[ He pacnonaratoT uHpopmauueid o nnaHMpyeMomM Bu3nTe, BOpoTa He oTkpbiBatoTcst. [py Bbesae Ha

TeppuTOpUi0 aBTOMOBWIM OCTaBMSIOTCS HA FOCTEBOW NapkoBke. [onbITKU NPOHUKHOBEHWSI B APYrMe 30HbI 3anpeLleHbl.

1.2.5 [JOKyMeHTbl, KOTOpble HeobxoaMMo npeaocTaBUTb MO MpubbITUKW. o NpubbITUM HEOBXOAMMO NpPeabsBUTE OEACTBUTENbHOE
yOOCTOBEPEHME NNYHOCTYM C choTorpadpmen.

1.2.6  KapTbl KOHTpONsi AocTyna u naponu. lMocne peructpaumm COTpyAHUK BbiAAEeT KapTy AOCTyna npeactaBuTento 3akasunka, KoTopyto
Heobxo4MMO BEPHYTL OXpaHe npu Beixoge 13 nomMelleHus L. Kapta He noanexuT nepegaye n MoOXeT ObiTb MCNOSb30BaHa TOMbKO
TEM NWLOM, KOTOPOMy OHa 6bina BblgaHa. Ha BBedeHHbI B cuCTeMy HOMeEp MOOMMbHOrO TenedoHa YMNONHOMOYEHHOro

npeacTtasutensi otnpasnseTcs SMS-coobLUeHne ¢ KOAoM, KOTOPbIN HEOOX0AMMO NCMOSb30BaTb COBMECTHO C KapToin AOCTyna.

1.2.7 TpepgctaBuTtenm 3akasvmka paboTatoT B LeHTpe 06paboTku AaHHbIX. Ecnu dousnyeckne paboTel Ha cepBepe npodormkatoTcs bonee
1 (ogHoro) yaca, 3aka3uvk 0653aH Ha BpeMs NpoBefeHns paboT BbIHECTU CepBep U3 KOMHaTbl pa3MeLLeHUs cepBepa B KOMHATY

[Ns1 yCTaHOBKW CEPBEPOB U NPOAOIDKUTL PaboThl TaMm.

1.2.8 HenpaBomepHble AeCTBUA Y OTBETCTBEHHOCTb:!

Baka3uuk He AormkeH nposoanTb B LIO[ paboTbl, He cBsi3aHHbIe ¢ 06opyaoBaHnem 3akasuvka (koMMmyTauus kabenen, BHEAPEHWE

anbTepHaTMBHOIO UCTOYHUKA SHepFI/II/I).

B O cTtporo 3anpeLyeHbl hoTo- 1 BUOEOCHEMKA, @ TakKe HeCaHKLMOHMPOBAaHHBIA JOCTYN K UHpacTpykType u apyromy UT-
o6opynoBaHuto 3akasuuka.

e 3aka3ymk 0b6sa3yeTcst Bo3mecTUTb Baltneta Bce matepuanbHble yObITkM, BO3HMKWME y Baltneta B pesynbrate HenpaBoMepHbIX
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nencteuin npepctasutenen 3akasuuka. B aTom cnyvae 3akasunk Takke 06si3aH BO3MECTUTb BeCb yliepb Mo npeTeH3vsM,
npeabsABRSEMbIX TPETEUMU NMLIAMM.

Henoaxopsiiee obopyaosaHve. Ecnn BydeT ycTaHOBNEHO, YTO yCTaHOBMEHHOe 3aka3yvMkoM o6opydoBaHWEe MOXET yrpoxaTtb
cTabunbHow pabote nHdpacTpykTypbl LIOO unu gpyroro UT-o6opyaoBaHus, To Takoe obopydoBaHWe He yCTaHaBnuBaeTcs u

BO3BpaLlaeTcst 3aKkasumky.

1.3 NHOPACTPYKTYPA LIOA

1.31

13.2

133

1.34

1.3.5

Mwukpoknumat. TemnepaTtypa B CepBEpPHbIX MOMELLEHUSIX MOAAepXMBaeTcs Ha ypoBHe 22-27°C. W3mepsieTcss TemnepaTtypa
BO3AYLUHOIO NOTOKa, NoAaBaemMoro Ha cepsepbl. MakcuManbHO BO3MOXHOE U3MeHeHre TemnepaTypbl B Yac coctaenset 5°C. B

CepBeEPHOV KOMHAaTe AOMKHA NOAAEPKMBATLCA OTHOCUTENbHASA BNAaXHOCTb Bo3ayxa 40-55%.

OnekTpoaHeprusa. [nsa obecneveHus anektponuTaHus B Baltneta peanusoBaHa pesepBupoBaHHas cuctema poseTtok, UPS,
pacnpegeneHus nutaHus u cuctema PDU. OnektpocHabxeHne obecneunsaetcs, ecnu NT-obopyaoBaHue 3akasunka NoAKMYEHO
K CeTN He MeHee YeM Yepes 2 POo3eTKU.

Moxapotywexune. Tywenune B IO ocyliecTBNSETCA C NOMOLLBI0 MHEPTHBIX rasoB. B cnyyae BO3HUKHOBEHUS noxapa BO BpPeMsi
noceleHns 3akasumkom LIOM, 3akasumk 06si3aH NOOAYMHUTBLCS YyKa3aHUsiM OTBETCTBEHHOro nepcoHana Baltneta n nokuHyTb
nometLleHve Yepes BbIXOAbl, yKa3aHHble B NnaHe 3BakyaLlun.

LLkadbl. LieHTp 06paboTku AaHHbIX OCHALLEeH cepBepHbIMK Wkadamu nponssoacTea APC u Rittal. Pasmepesl wkada: Boicota 42U,
wupwuHa 750 mm, rnybuHa 1070 mm. PasmelteHne 3aka3unmkom cOBCTBEHHbIX LKAdOB 3anpeLleHo.

CeTtb. [Ina obecneyeHns: BbICOKOW CBSI3HOCTM B Baltneta passepHyTbl pe3epBHble ceTu cBsid3n, 06opyaoBaHNe pacnpedeneHns un

MapLupyT13auumn Tpaduka. [locTynHocTb noaknoveHust obecneunsaeTtcsi npu nogknoveHnn UT-o6opyaosanus 3akasuvka k ceTv

CBSI31 C UCMOMb30BaHNEM HE MeHee 2 NMopToB (ports) KOMMYTaLUOHHOrO 06OPyA0BaHNS.

1.4 JOCTYMNHOCTb MHO®PACTPYKTYPbI LIEHTPA OBEPABOTKW JAHHbIX:

1.41

14.2

1.4.3

144

145
146

O6waa [AoCTYNHOCTb MHMPaCTPYKTYpbl MOCTOSAHHOTO TOKa BKMOYaeT B cebsA nokanbHoe W MexayHapodHOe MNOoAKMioYeHue K
VIHTepHeTy, anekTponuTaHvne 1 TemnepaTypHyto NOAAEPXKKY.

[ocTynHocTk nokanbHoro VIHTepHeT-coeanHeHVs onpegenseTcs nyTem oTnpaBku koMaHabl ping Ha cnepytowwme |IP-agpeca delfi.lt,
plius.lt, skelbiu.lt. Ecnn Bce agpeca He oTBe4valoT, TO UKCUPYETCA noKarnbHas HELOCTYMHOCTb CBA3W. [OCTYynHOCTb
MeXAyHapoAHbIX COeAMHEHWI onpeaenseTca nyTeMm OTNpaBKM KOMaHAbl ping Ha cnegywoowme agpeca: bbc.co.uk, yahoo.com,
google.com.

Ecnu Temnepatypa BO3ayLLHOrO NOTOKa, NoAaBaeMoro k cepeepaM, nogHumaetcs Boiwe 30°C, uHdpactpykrypa LIO[ HaunHaeT
cunTaTbCcs HepaboTaroLen.

Cb6on nutaHust obHapyxmBaeTcs, korga oba bnoka pacnpefeneHys nutaHus no posetkam (PDU), ycTaHOBNEHHbIe B CEpBEPHOM
wkadyy, nepectatoT pabotaTb. B cnyyae ecnu UT-o6opygoBaHne 3akasyvka NOAKIOYEHO K OQHOMY pO3eTOMHOMY OnoKy u 3ToT
PO3ETOYHbIN BNOK BbileN M3 CTPOSA BO BPeMSA NpeAocTaBneHns Ycnyru, aTo He 6yaeT cunTaTbCs HapyLleHneM npeaocTaBneHns
Yenyra.

O6Las [OCTYNHOCTb ONpeaenseTcs AOCTYMHOCTLIO TON YacTh MHAPACTPYKTYPbl, KOTOpas UMeeT HaMeHbLLIYIO JOCTYMHOCTb.

Tier 3 LIO nmeeT exeMecsuHbIN NPOLEHT NpeaocTaBneHus Ycnyr pasHbii 99,982% unu 8 MMHYT BO3MOXHOro 6e3eicTeus B

Mecau,.

1.5 HAOEXHOCTb MH®PACTPYKTYPbI LLOJ

1.5.1

MakcumansHoe konuyectso oTkasoB LIO[ Tier 3 B Mecsiy, cocTaBnsieT He 6onee 1 pasa.

1.6 OBBEM YCNyr

1.6.1
L]

1.6.2

MonyyeHne/noctaBka o6opyAOBaHNSA:

Mpuem UT-o060pynoBaHus 3akasdvka ocyLecTBnsieTcst no agpecy yn. Liepkalnio a. 160c B r. BunbHtoc.

Mpu Nnpruemke obopyaoBaHNsS NOANMUCLIBAETCS akT npuemMa-nepeaayn. OHa Takke BKtoYaeT CTOMMOCTb 06opyaoBaHus. CTOMMOCTb
obopynoBaHua Heobxoduma Ans CTpaxoBaHWs 06opyaoBaHMs OT noxapa, NOBPeXAeHUsi BOAON U (hn3NYHECKOro paspyLLEHust.
[Ons onpenenenuns ctoumocT OBopyaoBaHusi 3akasunk AOMMKEH NPefoCTaBUTh 3akynoudHyto LeHy O6opyaoBaHust unu niobble
Opyrue [OKyMEHTbI, MO3BONsAOLLME OGBEKTUBHO OLEHUTL CTOMMOCTL OBopyaoBaHuS.

BbIBO3 060pyaoBaHust hUKCUMpyeTCs B XXypHarne yyeta 06opyaoBaHust 1 NOANUCHIBAETCS akT npuema-nepegayn. Jliobblie npeteH3um
Nno NoBoAY NOBpEeXAEeHUst v HepaboTocnocobHOCTN 06opyaoBaHMs Nocne noanMcaHusl akta 6osblue He NPUHUMALOTCS.
XpaHeHne o6opynoBaHus

[ns xpaHeHus UT-ob6opyaoBaHUsi Unn KOMNOHEHTOB 3aka3ynka OH MOXET apeHA0BaTh 3aKpbIThble U OTKPbITbIE LUKadbl B CKIAACKOM

nomelleHunn. B crniydae apeHabl 3akpbITOro Lkada K4 XxpaHuTes B cnyxbe TexHuyeckon nogaepxku LIOA.
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1.6.3

1.6.4

1.6.5

1.6.6

balt i=a

Bes pononHuTenbHoW onnatbl 3akasumk MOXET MWCronb3oBaTb OTKPbITble LIJKaCbe B nomewleHnn AOnsa XpaHeHus HOBOro

obopyaoBaHusi 4O MOMEHTA ero yCTaHOBKU, HO He 6onee 1 Hepenu.

PacnakoBka o6opyfnoBaHusi

PacnakoBka o6opyaoBaHus paspellaeTcsl TOMbKO B MOMELLUEHUN AN pacnakoBkM U MoHTaxa. PacnakoBka obopyaoBaHus B
CepBepHOl kOMHaTe 3anpelyeHa. Ecnv Heo6XxoaMMo [OCTaBWTb B CEPBEPHYK KOMHATY pasfuyHble MOHTaXHble Matepuarnbi,
kabenu, OUCKU U T.4., CNeAyeT UCMONb30BaTb NMaCTVUKOBbIN ALLYK B MOMELLEHWUW AT1S PACNaKoBKM 1 YCTAHOBKM.

[lnsi TpaHCMOPTMPOBKYM TshXenoro o6opyaoBaHus 3aka3unk MOXET UCMONb30BaTb MEXaHWYECKUIA TpaHCMopTep.

YcraHoBka o6opyaoBaHusi

B cnyyae apeHapl o6Lero wkada uHxeHepbl Baltneta 6epyT yctaHoBKy cepBepa Ha cebs.

B crnyuae apeHabl BblI€NEHHOTO LUKagha, eCrv He OFOBOPEHO MHOE, YCTaHOBKa 060py10BaHMs OCYLLECTBASETCS YNONHOMOYEHHbIMU
npeactaBuTensMU 3akasuuka.

3akasuuk gomkeH ybeanTbes, 4To BCe pasmellaemoe UT-obopyaoBaHue MMeeT MOHTaxHble Hanpaenstowme. bes MOHTaXHbIX
Hanpaensowmx obopyaoBaHue 3akasuvka He ycTaHaBnusaetcs. o xxenaHuno 3akasyuka Baltneta MoxeT npogate MOHTaXHbIE
HanpasnsioLLye No CornacoBaHHOM LiEHE.

Iloboe HoBoe obopypoBaHue, xpaHsiweecs B LJOM, pomkHo ObiTb ycTaHOBMEHO TakuM o6pa3om, 4TOObl ero MOXHO 6bino
yCTpaHuTb, He Hapyluas paboTy apyrux cepsepoB. Kabenu JomkHbl ObiTb NPONoXeHbl Takum 0bpasom, YToObl OHW He MeLlanu

ZOCTYny K NopTaM CEepBEPOB WS KOMMYTaTOPOB/NaHeneil.

YnaneHHble pyku

Ycnyra "YaaneHHble pykn" (TpefocTaBnsieTcs 3a JOMNOMHUTENbBHYIO NnaTy) BkIoyaeT nepesarpy3ky UT-o6opynoBaHus 3akasymka,
MOHWUTOPUHT BU3yasnbHbIX NpegynpexaeHuit NT-o6opyaoBaHns, U3MEHeHWe TOMOonornu cetu, "ropsvyro” 3aMeHy CepBepHbIX
KOMMOHEHTOB. Ycnyra He BkrtoyaeT B cebst kakme-nnbo getanu unm matepuanslt.

Ycnyra cBsi3aHa C BbINOSIHEHVEM KOHKPETHbIX paboT, 3anpoLLeHHbIX 3akasqnkom (Hanpumep, 3ameHa aucka, 3aameHa ceTu). Baltneta
He HeceT OTBETCTBEHHOCTU 3a MOCMEACTBUA TakuxX AeWCTBUIA (Hanpumep, ecrnn 3aka3yuk NocTaBUT He TOT AWCK, a ero 3ameHa

npveegeTt Kk cboto B paboTte cuctemsl).

CrpaxoBaHue ob6opyaoBaHus:

Bce UT-o6opynoBaHune 3akasyvka, noctaBnsiemoe B LIO[, 3acTpaxoBaHO B CTPaxoBOW KOMMaHUM OT noXapa, NoBpexaeHns BOAOW
n dusnyecknx nospexaeHuin. B cnyyae VMHumpeHTa yuwepb onpegensieTcs MCXOAA M3 PbIHOYHOW CTOMMOCTU 0GOpYyAOBaHMS.
CTpaxoBaHue He pacnpoCcTpaHaeTCs Ha CTOMMOCTb AAHHbIX.

CtpaxoBaHue 060pyaoBaHWsi IPOM3BOAUTCS TOMBKO B TOM cryyae, ecnu 3aka3uvk NpefoCcTaBnsieT AOKYMEHTbI, NOATBepXaatoLwme

CTOMMOCTb 060py0OBaHUSI HA MOMEHT YCTaHOBKM.

1.7 B cnyyae pasmeluenns UT-obopyaosanust B LIO[] TpeTbel CTOPOHbI, MepeyncrieHHble Bhille npaBuna okasaHus YCnyrn He MPUMEHSIIoTCS.
DoctynHocTb LIO[, o6ecnevyeHune ypoBHsi kadyecTBa obcnyxumBaHus (SLA), a Takke pacLeHKn Ha 4ONONHUTENbHbIe paboThl yKa3biBalOTCs B
3akase Ha ycnyry.

1.8 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

NPEAMNONATAEMOE
CTAHOAPTHbBIE PABOTbI / BAMEHA BPEMA NMPUMEYAHUE
BbINONHEHUA
PABOT
3apernctpupoBatb 3asBKy 3akasuska Ha poctyn B LleHtp 15 MuH )
obpaboTkn aanHHbIX (LIOO)
3ameHa KOMMOHEHTOB C ropsiyer 3ameHon (hot swap) - 15 BbinonHsieTcs npu 3akase Ycnyru "YaaneHHble
MWH.
onepaTMBHOW NaMATH, ANCKOB pykn"
BbinonHseTca npu 3akase Ycnyru "YaaneHHble
V3meHeHne Tonomnorum cetu 15 MUH.
pyku"
BeinonHsercsa npu 3akase Ycnyrv "YaaneHHsle
Mepesarpy3ka obopyaoBaHWs 15 MUH. .
pykn

2

2.1

ycnosua APEHAbI BbIAEJIEHHOIO CEPBEPA

OMNPEOENEHME YCNYTW APEHObI BbIAENTEHHOIO CEPBEPA

Ycnyra apeHfabl BblAENEHHOTO cepBepa BKMYaeT B cebsa dusnmyeckuin cepsep, npuHaanexawmin komnaHum Baltneta, pabotatowmii B LeHTpe

obpaboTkn AanHbiX (LIO[) komnaHuu Baltneta v noakntouveHHbI K UHTEPHET-CeTW, W MNpefocTaBnsieMbll B apeHdy 3aka3uuky BMecTe C
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AONOJSTHUTENbHbIM NAKkeToOM NPorpaMmmMmHoOro obecneyeHus.

22 OBBEM YCNYT

221

222
223

Moarotoska cepsepa. CepBep ycTaHaBNMBaeTCs B LieHTpe 06paboTku AaHHbIX 1 nogkntodaeTcst Kk ceTn MHTepHeT. Ha cepeepe
yCTaHaBnMBaeTCs yaaneHHas naHenb ynpaBneHusi cepBepoM, No3sonsiollas 3akasunky ycTaHoBUTb Heobxoaumoe nporpamMmMHoe

obecneyeHue.
PasmelleHne cepBepoB B LieHTpe 06paboTku AaHHbIX. BelaeneHHbI cepep pasmeltaetcs B LIO[ Baltneta yposHs Tier 3.

YcTaHoBKa AOMOMHUTENbHBIX KOMMOHEHTOB ()KeCTKVIVI AWNCK, onepaTtnBHasa I'IaMﬂTb). Mo oTaenbHon D,OI'OBOpeHHOCTVI Mo XenaHuw
3akasuyvka Ha BblaeneHHbI cepBep MoryTt ObITb yCTaHOBJIEHbl AONONTHUTENbHbIE KOMMNOHEHTbI. 3akas u YCTaHOBKY KOMMNOHEHTOB

OCYLLECTBMSAT CneumanucTsl komnaHum Baltneta.

Ob6cnyxuBaHue OnepaLMoHHbIX CUCTEM M NporpaMmHoro obecnedeHns cepsepoB. OBcnyxvBaHMe ONepaLMOHHON CUCTEMbI U
nporpaMmHoro obecnedveHusi cepsepa ocyllecTBnsietcs 3aka3uukoM. Ecnu 3akasaHa Ycnyra no obcnyxuBaHuio cepsepa, TO

KomnaHusi Baltneta BbinonHut atn paboThbl.

Pe3epBHoe konvpoBaHue faHHbIX. Konuu nporpammHoro obecneveHvsi M JaHHbIX cepBepa He AenatoTtcsl. 3akadyuk MoXeT
[OMONMHUTENBbHO 3akasaTb pe3epBHOE MeCTO B xpaHunuviwe Baltneta. B cnyvae 3akasa Ycnyru no obcnyxuBaHuio cepsepa
komnaHusi Baltneta oTBeyaeT 3a cosgaHne Konuii U BOCCTAHOBIEHWE [AaHHbIX, B MPOTUBHOM Crnyyae 3akasuuk cam oTBevaeT 3a
KOMMPOBaHWE N BOCCTAHOBIIEHWNE CBOMX AAHHbIX.

YpaneHHoe ynpaeneHue cepsepoM. BolgeneHHble cepeepbl NOCTaBNSAIOTCA C YAANEHHON NaHernbio ynpasneHnsa cepBepom Ans ero
yCTaHOBKM, ynpasneHus n nepesarpy3ku. [Ans ynpaesneHus yaaneHHsiM CepBepoM UCMOnb3yeTcs AONONHUTENbHbIA BHELWHWA |P-
appec v nopT (port) Ha ceTeBoW KapTe.

[apaHTUs Ha BbigeneHHbI cepep. B cnyyae Bbixoda U3 CTpos Aucka, onepaTMBHON NaMATY Unn 6noka NUTaHna 3aMeHa aetanem
3anmeTt He 6onee 1 pabodyero yaca. 3ameHa npousBoauTcst B paboyee Bpems. Ecnu 3akasunk TpebyeT BbINOMHEHUs paboT B
Hepaboyee Bpewmsi, TO onnarta NPOM3BOAMTCS B NoOpsiaKe, NPedyCcMOTPeHHOM HacTosiwmm [loroBopom. Ecnm nomomka cepsepa
TpebyeT obpalLieHnsi B CEPBUCHbIN LIEHTP, aBTOPM30BaHHbI nponssogutenem obopyaosanusi (HPE, DELL), Baltneta npegoctasut

obopyAoBaHve aHanorM4HoM MYHKLIMOHANBLHOCTM UK BUPTYyarbHble pecypcbl Ycnyru laaS Ha TOoT e Cpok.

2.3 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

CTAHOAPTHBIE PABOTbI / 3AMEHA NPEANONATAEMOE NPUMEYAHUE
BPEMS BbINONHEHUA

BHeceHne nameHeHuii B ceTeBble 20 MuH PaboTbl BbINONHALTCA B paboyee Bpems. VIameHeHus B

HacTpOWKM Hepaboyee BpeMs NPOM3BOASATCS NO NpeABapUTEnbHON

PaboTbl BbinonHsaoTCA B paboyee Bpemsi. IameHeHus B

M3BneyeHune ceTeBon KapTbl o

Hepaboyee BpeMsi NPOU3BOASTCS MO NpeaBapUTENibHOM

onepaTuMBHOW NaMaATn 45 MuH.
[loroBOpeHHOCTU 1 ONnayvBaloTCsi B COOTBETCTBUM C pacLieHkamu
(RAM)/anckal/ceTteson nnatel FC
Ha AONONHUTENbHbIE PaboTbl. MIameHeHne obbema Ycnyru
VHULMUPYET HOBbIN 3akas.
M3meHeHne napons Anst KOHCoNu
P A 15 MuH. -
ynpaenenus (iDRAC)

PaboTbl BbINONHALTCA B paboyee Bpems. VIameHeHus B

3ameHa HencnpaBHOro gucka 30 MUH. o

P A Hepaboyee BpeMsi NPOU3BOASTCS MO NpeaBapUTENbHOM
[loroBOpeHHOCTU 1 ONnayvBaloTCsi B COOTBETCTBUM C pacLieHkamu

PaboTbl BbinonHsaoTCA B paboyee Bpemsi. MIameHeHus B

3ameHa HeucnpaBHOro 6noka nUTaHus 30 MuH. o

Hepaboyee BpeMsi MPOU3BOASTCS MO NpeaBapUTENibHOM
[10roBOpPEHHOCTA 1 ONNayvBakoTCst B COOTBETCTBUM C pacLieHKamu

3ameHa HencrpPaBHOro MOAYIst Pa6oTbl BeINONHAOTCA B paboyee Bpems. ViaMeHeHNs B

30 MuH. o

onepartueHoi namsity (RAM) Hepaboyee BpeMsi MPOU3BOASTCS MO NpeaBapUTENibHOM
[10roBOpPEHHOCTA 1 ONNayMBakoTCst B COOTBETCTBUM C pacLieHKamu

PaboTbl BbINONHALTCA B paboyee Bpems. IaMeHeHus B

YcTaHoBuTe ceTeyto nnaty FC 45 MuH. Hepaboyee Bpemsi NPOU3BOASTCA NO NpeABapUTENbHOM
[10roBOpPEHHOCTA 1 ONNaYMBakOTCst B COOTBETCTBUM C pacLieHKamu

Ha gononHuTenkeHble paboTkl. MaMeHeHve obbema Yenviv |
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YcTtaHoBuTe AOONOSTHUTENbHY0

onepaTtuBHyto namaTb (RAM)

PaboTbl BbinonHsaoTcsA B paboyee Bpemsi. MiameHeHus B

Hepaboyee BpeMs MPOU3BOAATCS MO NpeaBapUTEnbHON

45 MUH. J10roBOPEHHOCTM 1 OMMAYMBAOTCS B COOTBETCTBUM C PACLIEHKaMM
Ha JononHuTernbHble paboTbl. MameHeHne obbema Yenyru

VHULMUPYET HOBbIN 3akas.

YcTaHoBKa [OMOSHUTENbHbIX AUCKOB 45 MuH.

PaboTbl BeINonHsoTcA B paboyee Bpems. MameHeHuns B
Hepaboyee Bpems NPOV3BOASATCS MO NpeABapUTENbHON
[loroBopeHHOCTM 1 OMnavrBaOTCA B COOTBETCTBUM C pacLieHKamm
Ha gononHutenbHble pabdoTsbl. M3meHeHne obbema Ycnyru

VHULMMPYET HOBbIN 3akas.

MpenocTtaBneHne pecypcoB unm 90 MUH. -

3 NPABUNA NPEOOCTABIJIEHUA YCNYITU APEHbI PECYPCOB IAAS

3.1 OMNPEJENEHME YCNYTM MO APEHOE PECYPCOB (IAAS)

Ycnyra no apenae uHdpacTpykTypbl kKak Ycnyru (laaS) BkntodaeT B cebs BUpTyanbHbIA LeHTp obpaboTkv aaHHbIx (BLIOJ) Ha 6ase obnayvHbix

BbIYMCMEHNI, B KOTOPOM 3aka3uuky MpefoCTaBrsoTCA BUPTyaribHble pecypchl (onepaTvBHas NamsTb, MPOLLECCOP, XECTKUN AUCK), a Co3aaHve,

13MeHeHue, yaaneHue BUpTyanbHbIX CepPBEPOB 1 yrpaBrieHue ApYron UHPaCcTPYKTYPOI OCYLLECTBISETCA Yepes nopTas ynpasneHus.

3.2 OBBEM YCNyr

3.2.1

3.2.2

3.2.3

3.24

3.2.7

3.2.8

Windows VDC. lMnatdopma Windows VDC nossonser 3akasuuky co3gaBaTb BUpPTyallbHble CepBepbl C OnepauMOHHbIMM
cuctemamm Windows server Datacenter u Linux, nameHATb UX KOHUrypaumio 1 ynpaensTb ceTeBbiMU HacTponkamu. Konnyectso

nonb3oBaTenen He onna4YMBaeTcs AONOMHUTENBHO.

Linux VDC. MNnatdopma Linux VDC nossonseT 3aka3ynKy cosgaBaTb BUPTyanbHble CepBepbl C OnepaLnoHHbIMy cuctemamu Linux
(Mnn gpyrumm onepaumoHHbiMM cuctemamm He-Windows), M3MeHSATb UX KoHdUrypauumio, ynpaenaTb CETEBLIMU HACTPOMKaMu.
CosgaHue BupTyarnbHbIX cepepoB nog ynpaeneHmem OC Windows, Linux B BUpTyanbHOM LieHTpe 06paboTkun AaHHbIX SBNsieTcs

HE3aKOHHbIM.

Pecypcbl BupTyanbHbix npoueccopoB (VCPU). 3akasunk MoxeT Bbiaensatb pecypcbl VCPU cosgaBaeMbiM MM BUpTyanbHbIM

cepBepaM. MakcvmarnbHoe KONMYeCcTBO AOCTYMHbIX BUPTyarbHbIX CEPBEPOB PABHO KONMMYECTBY BUPTYarbHbIX NPOLECCOPOB.

Pecypcbl maccuBa gaHHbix SSD SAN. 3akasuuky BbiaensoTcs obLine pecypcbl MaccuBa AaHHbIx SSD SAN, koTopble MOryT ObITb
pacnpefeneHbl Mexay CO3[aHHbIMM BUpTyanbHbIMU cepBepamu. B 3aBucumocTn oT npuobpeTeHHOW emkocTu Tpebyetcs
[OMOMHNTENbHAs eMKOCTb NSl Pe3epBHOTO KOMMpOBaHUS [aHHblX. Ecnu paHHas, u3bbiTouHas eMKOCTb u3pacxofoBaHa
3aka3unkoM, TO pe3epBHOe KonnpoBaHue Gonblue He NPOVU3BOAUTCS.

PeCprbI npon3BoaAUTENbHOCTU IOPS" siBnsitoTCA 06IJJ,I/IMVI Ana BCero Maccusa AaHHbIX, U pacnpenenedHme npon3BognTenbHOCTHU
MaccuBa AaHHbIX MeXy BUPTyanbHbIMU CepBepamMun ABIAETCA CBO60,EI.HbIM N HeorpaHn4eHHbIM. PeCprbI npon3soauUTENbHOCTU

MaccuBa gaHHbix SSD SAN anst BUpTyanbHoro LeHTpa o6paboTkv AaHHbIX 3akasynka He rapaHTUpYTCS.

BblaeneHHble pecypcbl MHTEpPHET-KaHana. BelgeneHHbIn MHTepHeT-kaHan - 370 obLWii KaHan B BUPTYanbHOM LEHTPE 06paGoTku
[AaHHbIX 3akasuuka, KOTOpbIA pacnpepensieTcs Mexay BUPTyanbHbIMUM CEpBEpamu, CO34aHHbIMM 3aka3yukoMm Mo Mepe

HeobxoaumMocTu.

MakcrmanbHble 3Ha4eHVs BUPTYyanbHbIX CepBepoB. PekoMeHayeMbili MakCMMarnbHbIi pasMep BUPTyarnbHON MalluHbl - 128 Moant
onepaTvBHOW NamaT, 16 BMPTyanbHbIX NpoueccopoB M 2 T6anT ANCKOBOro MpocTpaHcTBa. lNpeBbilieHne xoTa Obl OOHOro 13
pekoMeHAyeMbIX MakCUMarbHbIX NapaMeTpoB MOXET NPUBECTU K NepebosiM B 06CMyXMBaHWN, KOTOPbIE HE PacCMaTPUBAIOTCS KaK

HeBbINOMHEeHVEe NapamMeTpoB kayecTBa obcnyxvBaHus (SLA).

PesepeHble konuu laas?:

Pe3epBHoe konupoBaHue AaHHbIX. Pe3epBHbIE KON BUPTYanbHOIO CepBepa Co34arTCs C NEPUOANYHOCTBIO, YKka3aHHoM B 3akase
Ha 06CcnyXunBaHWe, XpaHUTCS COOTBETCTBYIOLLIEE KONMMYECTBO Konuii. Ecnu 3akasumk ncuepnan BO3MOXHOCTU, Heobxoaumble Ans
BbIMOMHEHNS PEe3ePBHOIO KOMMPOBaHWSA AaHHbIX, KONMpoBaHWe npekpallaeTtcs, u Baltneta He HeceT oTBeTCTBEHHOCTU 3a hakT

HEUCNONHEeHns.

1 .
MpousBoauTensHocTb MaccuBa usmepsietcs B IOPS - napameTpe, XapakrtepuayLiemM KOnm4yecTBo onepaunm YTeHNsa 1 3annucu B CeKyHAy.
2 Pe3epBHble konuu npeacTaBnstoT cO60M MOMEHTanbHble CHUMKW BUPTYarnbHbIX CEPBEPOB AN BOCCTAHOBMIEHUSI AaHHbIX MOCIe CUCTEMHOrO cO0st UNu NOBPEXAEHUS

[aHHbIX.
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BocctaHoBneHne OaHHbIX U3 pe3epBHbIX KOMWA. Ycnyra BkntoyaeT 1 BOCCTaAHOBIEHVME M3 pes3epBHOM konuu 1 pa3 B roA.
[ononHutenbHble paboThl ONayYMBalOTCsl B COOTBETCTBUM C pacLieHkaMu Ha AOMOMHUTENbHbIE paboThl, yka3aHHbIMU B HACTOSILLEM
Lorosope. Mo oueHkaM, 0AHO BOCCTAHOBIIEHNE U3 pe3epBHON Konuu 3aHumaeT 1 vac.

Bpems BocctaHoBrneHus gaHHbix (RTO)3. CKOpOCTb BOCCTAHOBIEHUS AAHHLIX M3 PE3EPBHbLIX KOMUA 3aBUCUT OT TWUMa AaHHbIX
3akasuuka, konnyectsa U pasmepa cainoB. CpefHsisi CKOPOCTb BOCCTAHOBIEHUSI MPU BOCCTAHOBMNEHUN BUPTYanbHOrO cepepa
cocTasnseT 100 B/yac.

BupTtyanbHbii mapLipyTudatop NSX-T Edge. BupTyanbHbiii MapLupyTM3aTop, BbINONHALWMIA 6a30Bble 3a4ayn MapLipyTuaumm u
BMPTYanbHOrO MEXCETEBOIO 3KpaHa (GpaHamayapalfirewall), obnapatowmini cyHkumen IPsec, nossonsitowelr o06beanHUTL
6e30nacHoN CBA3bIO pasnuyHbIe NoapasaeneHns n HaxoasLWMINcs Ha pecypcax Baltneta BupTyanbHbIi LeHTp 06paboTku AaHHbIX.
Ycnyra 3akasblBaeTcs OOMNoNHMTENBHO. B ToM cnyvae, ecnv He 6bino 3akasaHo agMUHWUCTpUpoBaHue nnatgopmbl laaS VDC,
3akasymk camMoCTOATENbHO BbINOMHSAET ycTaHOBKY HacTpoek NSX-T Edge u nameHeHune Hactpoek. MakcumarnbHasi nponyckHas

cnoco6HocTk IPsec VPN NSX-T Edge coctasnsieT 100 Mbps, konmyecTBo nogceTelt He Gonee Tpex.

AamuHncTpupoBaHue nnatdopmel laaS VDC:

CoeguHerusa ¢ VDC. Tocne odopmneHns 3akasa Ha okasaHwe Ycnyr AaHHble Ans Bxoda B CUCTEMY OTMPaBNSAOTCS Ha
3MEKTPOHHBIN ALLMK YNOSIHOMOYEHHOro NpeAcTaBuTens 3akasuunka no ykasaHHbIM UM KOHTaKTHbIM AaHHbIM.

Mpn agMuHucTpupoBaHun 3akazunkom. 3aka3uuky npepocTaBnsieTcss Bxof Ha Beb-noptan Cloud Director, roe 3akasumk
CaMOCTOATENbHO BLINOSHAET 3a4a4u No CO3AaHNI0/0CTaHOBKe/yAaneHnio BUPTyarnbHbIX CEPBEPOB, U3MEHEHWIO CETEBbIX HACTPOEK,
M3MEHEHMIO KONMMYecTBa MNpPOLECCOpOB BUpTyanbHoro cepBepa (VCPU), mameHeHuio obbema onepatuBHon namatv (RAM),
YBENMUYEHNIO IUCKOBOTO MPOCTPAHCTBA, Ha3Ha4YeHMo HOBOro Aucka ANst BUPTyanbHOW MaluHbl 1 T.4. KoHcynbTauum n nomoLlb
crneumanuctoB komnaHum Baltneta He sBnslTCS 4YacTblo Ycnyrv M ONnayMBaroTCsd B COOTBETCTBMM C Tapudamu Ha
[ononHutenbHble paboTbl, yCTAHOBMEHHbIMW B HacTosweM [oroBope. 3akasumk HeceT MOSIHYyH OTBETCTBEHHOCTb 3a CBOU
nencTems, coeplueHHble Yepes Beb-noptan Cloud Director.

Mpv agMUHKUCTPUPOBaHNM KoMNaHwen Baltneta. B aTom cnyvae 3akasunk pernctpupyet Tpebyemble nameHeHus napametpos VDC
yepes LleHTp TexHuyeckoro obcnyxuaHus, a paboTbl BbINOMHATCS CUCTEMHbIMU agMuHUCTpaTopamu Baltneta. CuctemHble
agMuHuUCTpaTopbl Baltneta BbInonHAOT 3agayn no cospgaHuio Mo  LwabnoHy/ocTaHOBKe/yAaneHnio BUPTyarbHbIX CepBepoB,
M3MEHSIIOT KONMYECTBO MPOLLECCOpPOB BUPTyanbHoro cepaepa (VCPU) unu onepatunsHon namsatn (RAM), npegocTtaBnsiioT rpacmku
ncnonb3oBaHus pecypcoB (VCPU, RAM, auckoBoro mpocTpaHcTBa, CeTu) Mo 3anpocy 3akasyvka. BbinonHseT pacwupeHve
OVCKOBOTO MPOCTPaHCTBa BUPTYarnbHOroO CepBepa, NepeHasHaveHne AMCKOB BUPTyarbHbIX MaliuvH, cosgaHve npasun Affinity,
M3MeHeHNe ceTeBbIX HAaCTPOEK, NepemeLLeHne BUPTyarbHbIX MalluH B APYron BUpTyasbHbIi LeHTp 06paboTku AaHHbix (VDC) nnu
Opyron VApp, a Takke HasHayeHve BHelwlHero auckooro maccuea (NAS) ans BUpTyanbHOW MaluuHbl OT MMeHM 3akasyumka.
YMeHbLUEHNe [MCKOBOrO MPOCTPAHCTBA, BbIAENEHHOIO BUPTYanbHOMY CepBepy, Mpou3BOAMTCS Mo OTAenbHOMy [oroBopy B
COOTBETCTBUM C pacLieHkaMu Ha [lononHutenbHble paboTbl 1 TpebyeT 0OCTaHOBKM CepBepa 1 NOMHOTo NepPeHoca CUCTEMbI U AAHHbIX.
Mocne 3akasa ycnyrm NSX-T Edge agmuHucTpaTtopbl cucTem Baltneta BbinonHsioT nepsuuHyto KoHdurypauuio Edge —
ycTaHaBnvBaeT BHelwHu IP agpec, koHdurypupytot Site B Site VPN co CTOPOHbI BUPTyanbHOro LeHTpa o06paboTku AaHHbIX,
onuceiBatoT nogcetn LAN, npasuna NAT v BUpTyanbHOro MexceTeBoro akpaHa (bpaHamayapalfirewall). Mo npocbbe 3akasuvka

BbIMNONHAKT N3MEHEHNA YCTAHOBOK BUPTYaribHOro MapLupyTmusatopa.

OOCTYMNHOCTb APEHAbI PECYPCOB IAAS

3.3.1

3.3.2

3.33
3.34

O6Lwas focTynHOCTb apeHabl pecypcoB laaS BkntoyaeT B cebs MHPaACTPYKTYpy (CepBepbl, MacCuBbl AaHHbIX) 1 onepauumy LeHTpa
06paboTkn AaHHbIX, Heobxoammble Ans pabotbl BUpTyansHoro LIO[, a Takke nokanbHOE U MexXayHapoaHOe MOAKMHYEHME K
MHTepHerTy.

[ocTtynHocTb nokanbHoro IHTepHeT-coeauHeHns onpeaensieTcs nytem oTnpaekv komaHapl ping Ha cnepytowme IP-agpeca delfi.lt,
plius.lt, skelbiu.lt. Ecnn Bce agpeca He oTBe4valoT, TO UKCUPYETCA fOKanbHas HEeAOCTYMHOCTb CBA3W. [OCTYMHOCTb
MeXAyHapOAHbIX COeAUHEHWI onpeaenseTcs nyTem OTNpaBKuM KOMaHAbl ping Ha criegywowme agpeca: bbc.co.uk, yahoo.com,
google.com.

Ob6Lwasn foCTYNHOCTL onpeaenseTcs AOCTYNHOCTbIO TOM YacTn UHAPPACTPYKTYpbl, KOTOpast UMEET HaUMEeHbLLYHO JOCTYMHOCTb.

MecsayHas foCTynHOCTL apeHabl pecypcos laaS coctasnseT 99,95%.

HAOEXHOCTb APEH[bl PECYPCOB IAAS (RELIABILITY)

3.4.1

MakcumanbHoe konudectso oTkasoB LJO[ Tier 3 B Mecs cocTaBnseT He Gonee 1 pasa.

OPYTUE YCNOBUA

3 Bpems BoccTaHoBneHust aanHbix (Recovery Time Objective unm RTO) - nepuog BpeMeHW, B TeYEHUE KOTOPOTO OXKMAAeTCs BOCCTAHOBEHWEe paboTocrnocobHOCTU 1
[aHHbIX CUCTEMBI, MpoLecca Unu oyHKLMK NoCne WHUMAEHTa.
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3.5.1 [llepegaya gaHHbIX 3aka3yvKy nocrie NpuocTaHOBKM obCchyxvBaHWA. [JaHHble MpefocTaBnsaloTCa 3akas3ymky No ero 3ampocy B
dopmate vmdk-hanna BupTyansHoro cepaepa. [ina atoro 3akasuuk OMmKeH ykasaTb HOCUTENb, Ha KOTOpPOM ByaAyT nepefaBaTbCs
AaHHble. 3T paboTbl ONNaYnBaloTCsA B COOTBETCTBUM C pacLi€HKaMM Ha AOMNONHUTESbHble PaboTbl, yCTaHOBNEHHBIMU B HACTOSILLIEM
[Horosope.

3.5.2  YpaneHue gaHHbIX NMocre 0CTaHOBKM Cnyx0bbl. BupTyanbHble cepBepbl C AaHHbIMUY yAanstoTCs B TedeHue 2 pabounx aHen. aHHble
YAAnsTCA U3 pe3epBHbIX KOnuii 6e3 BO3MOXXHOCTH BOCCTAHOBIEHUS B TeYeHUe 7 KaneHaapHbIX AHEN Unu paHbLue no TpebosaHuio
3akasuvika.

3.5.3 lNepepaya Ucnonb30BaHWsA cepBuca TPETbUM NuuUam. 3akazymk MOXET NPeaoCTaBnATb AOCTYN K UCMOMb30BaHWIO YCnyri TpeTbum
nvuam (nporpamMmMucTamM, uHTerpaTopam v T.4.), oaHako Baltneta He HeceT OTBETCTBEHHOCTM 3a yLiep6, NPUYUHEHHBIA 3akasquky
aTumu nuuamu. Baltneta Take He npegocTaBnsieT MHopMaLmMio O cepBuCe U HE PEMVCTPUPYET 3anpochl, NOMYYEHHbIE OT TPETbUX
nmu. 3akasuuk npuHuMaeT Ha cebsi OTBETCTBEHHOCTb 3a Nepefady WUCMONb30BaHUSi YCTAHOBIIEHHOTO MM MPOrpamMMHOrO
obecneyeHns TpeTbMM NuLaM.

3.6 3AMPOCbI MO CTAHOAPTHOW YCINYTE (RFC STANDARD)

3.6.1 B cnyuvae, korga Ycnyra agMUHUCTpUpyeTcst 3akasunkom

NMPEOMNOJIATAEMOE
CTAHOAPTHBIE PABOTbI / 3BSAMEHA BPEMA BbINOJNIHEHUA NMPUMEYAHUE
PABOT
YMeHbLUeHne Bo3MoXHO, ecnn B VDC nmeeTcs guckosoe
YBenuuenmnelymerbLIeHne AMCKOBOTO 15 MuH. NPOCTPaHCTBO, HE BblAENEHHOE BUPTYarbHbIM MallMHam

npocTpaHcTea B nyne (pool) pecypcos (cBoBoAHOE). Vi3ameHeHre obbema pecypcoB UHULMMPYET
HOBbI 3akas.

YMeHblUeHe Bo3mMoxHO, ecnu B VDC nmeetcs

15 MU onepaTvBHas NamsiTb, He BblAeneHHas BUPTyarbHbIM
namsaTtu B nyne (pool) pecypcos MalunHam (cBobogHoe). MameHeHne obbema pecypcos
VMHALMMPYET HOBbI 3akas.

YBenuueHne/ymeHblueHe obbema onepaTuBHOMN

YBenuyeHue/ymeHbLLeHne KonmyecTBa YMeHbLUeHNe Bo3MOXxHo, ecnn B VDC nmetotcsa
BMpTyanbHbIX npoueccopos (VCPU) B nyne (pool) 15 MUH. HepacnpeeneHHble (CBOGoAHbIE) BUPTYarbHbIe
npotieccopsl. ViameHeHne ob6bema pecypcoB MHULMMpyeT

pecypcos HOBBbIV 3akas.
M3meHeHMe naposisi OCHOBHOTO Mosib30BaTENs 15 MUH. -
MpepocTtaBneHne rpachMKoB MOHUTOPUHIA CUCTEMBI 60

MWH. -
(vCPU / RAM / Ownckn / Network)
Aobaenetne mMecta Ana A1cka, NpeAHasHa4eHHOro 15 MuH YBenuyeHne ob6bema pecypcoB MHULMUPYET HOBbIN
ans BHewwHero maccusa auckoB (NAS) 3akas.

3.6.2 B cnyyae, korga Ycnyra agmuHuctpupyetcs Baltneta

NPEONONIATAEMOE
CTAHOAPTHbIE PABOTbI / 3SAMEHA BPEMSA BbINONHEHUA NMPUMEYAHUE
PABOT
M3ameHeHuns B NSX edge / Firewall / NAT / DHCP,
BHeceHve nameHeHus B koHurypauumio cetu 30 MUH.

nobasneHve AONOMHUTENBHON ceTu

YBenuuyeHve Bo3aMoxHo, ecnu B VDC nmveetcsa
HepacnpeaeneHHoe (cBoboaHoOe) ANCKOBOE
NPOCTPaHCTBO AN BUPTYarbHbIX MaLUWH.

15 MUH. YBenuyeHue ocyLLecTBNSEeTCS Ha nnatdopme
BUpTYyanu3aumu. Mpn Heo6XOAUMOCTN BHECEHNUS
N3MEHEHUI B ONEPaLMOHHYI0 CUCTEMY BUPTYarbHOWM
MalLMHbI 3TV paboTbl obnaratoTcs Tapudamm Ha

=

YBenuyeHve [MCKOBOrO npocTpaHcTBa
BUPTyarnbHOW MalUVHbI

YMeHbLUeHe BO3MOXHO, ecniv B VDC nmeeTcs AuckoBoe
YBenuyeHne/ymeHbLUEHNE [NCKOBOrO 15 NPOCTPaHCTBO, He BblAENeHHOe BUPTyasribHbIM MallvHam
npocTpaHcTea B nyne (pool) pecypcos ' (cBobogHoe). Vi3ameHeHve obbema pecypcoB UHULMMPYET
HOBBbIV 3akas.

YMeHbLUeHne Bo3MoxHo, ecnu B VDC nmveetcsa
YBenuyeHue/ymeHblleHne obbema onepaTvBHOMN 15 wuH onepaTuBHas NamMsTb, He BblAeNeHHas BUPTYyanbHbIM
namsaTu B nyne (pool) pecypcos ' MaLumMHam (cBoboaHoe). MiameHeHne obbema pecypcos
MHULMUPYET HOBbIN 3akas.
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YBenuyeHne/ymeHbLUeHne OonepaTMBHON MaMATy
_ 15 MUH. -
(RAM)/vCPU BupTyanbHON MaLLnHbI
YMeHbLUeHne Bo3MoXxHo, ecnn B VDC nmerotcsa
YBenuyeHne/ymeHbLUEHVE KonuyecTea
BUPTYarbHble NPOLECCOPbI, HE 3aKpenieHHbIe 3a
BMpPTYyanbHbIX npoueccopos (VCPU) B nyne (pool) 15 MUH.
pecypcos BUPTYyanbHbIMU MaluHamu (cBoboaHble). ismeHeHve
obbema pecypcoB MHULMUPYET HOBbI 3akas.

ameHeHre naponsi OCHOBHOTO rorib3oBaTens 15 MUH. -
MpenocTtaBneHne rpacnkoB MOHUTOPUHIA CUCTEMbI 60 M
(vCPU / RAM / Ownckn / Network) '
MepemelleHre BUPTyanbHbIX MalUUH B Apyrow VApp 30 MuH. -
[obaBneHue mecTa ansa gvcka, npegHasHayeHHoro 15 YBenuyeHne obbema pecypcoB UHULIMUPYET HOBbIV
ans BHewwHero maccusa auckos (NAS) ’ 3akas.
[o6aBneHne HOBOro Aucka K BUPTyarnbHOW MallviHe 15 MUH. -
Cosganne npasun Affinity ans pasmeweHuns 15
BMPTYyarnbHON MaLUVHbI HAa Pa3HbIX U OAHOM U TOM MAH. B
CospgaHue [OMOMHUTENBHOTO BMPTYyarnbHOro 30 M MoproToBka BUpTYyansLHOro cepeepa ot wabnoHa go /P-
cepsepa ) TOOKITHOYEHUST
OcraHoBkalyganexue CyLLEeCTBYOLLETO 15 M
BMPTYyarnbHOro cepeepa '
M3ameHeHne koHdurypauun NAT 15 MUH. B Tom cnyyae, ecnu 3akasaHa ycnyra NSX-T Edge
M3meHeHMe npaBun BUPTYarnbHOrO MEXCETEeBOro

P PTy 15 MUH. B Tom cnyyae, ecnu 3akasaHa ycnyra NSX-T Edge
akpaHa (ACL)
M3ameHeHne yctaHoBok noaceten LAN 15 MUH. B Tom cnyyae, ecnu 3akasaHa ycnyra NSX-T Edge

4 BUPTYAIbHbIY BbIOENEHHbLIV CEPBEP

4.1 ONPEQENEHME YCNYTYN BUPTYAINIbHOIO BbIAENIEHHOIO CEPBEPA

ycnyra npenocrtaenieHnsa BUPTyaribHONoO BblAENEHHOro cepsBepa COCTOUT U3 BUPTyarbHONo cepBepa C BHELWHUM IP-a,qpeCOM, OI'IepaLI,VIOHHOVI

cuctemsl Linux, 3ape3epBupoBaHHbLIX pecypcoB (BVIpTyaJ'IbeIX npoueccopos, OI'IepaTI/IBHOI?I namMmaTn, OUCKOBOIro I'IpOCTpaHCTBa) 1 NOAKNKYEeHUA K

LUMPOKOMONoCHOM ceTu NHTepHeT.

4.2 OBBEM YCNYI

4.2.1
4.2.2

4.2.5

Mnatdopma VDS. Cepsuc VDS ncnone3yeT nnatdopmy Buptyanusaumm Linux Containers (LXC).
PesepsHoe konvposaHve VDS. Pe3epBHoe KonnpoBaHue BUPTYanbHOTO cepBepa BbIMNOSHAeTcs pa3 B Hefdento. OHU MoryT ObiTb
MCcnonb3oBaHbl TONBKO B Cllyyae annapaTtHoro c6os. 3akas3ymk 4OIMKEH Cam CO3aBaTh pe3epBHbIe KOMU CBOMX AAHHbIX U MOXET

noanncaTbCA Ha AONOJTHUTENbHYO YCnyry pe3epBHOro konnupoBaHuA.

OnepaumnoHHasi cuctema VDS. YcTaHaBnvMBaemas onepaumnoHHas cuctema - 3To nocrnegHssi ctabunoHas (Stable) Bepcust debian
gnu/linux.

MaHenb ynpaBneHus. Kommepyeckuii UHCTPYMEHT ANt XOCTUHIa CalToB M ynpaBneHust Ycnyramm anekTpoHHor noyTel Directadmin
(http://www.directadmin.com/) - sBnsieTcs 4ONOMNHUTENBHO 3aka3biBaeMow Ycnyroi. MaHenb ynpaeneHus TpebyeTt onpeaeneHHoro
obbema onepaTVBHOM NamsAT Ansi cTabunbHoM paboThl M NO3TOMY MOXeET ObITb pa3BepHyTa Ha cepBepax ¢ 06 beMoOM onepaT1BHON
namsTm He mMeHee 2 GaiT. MNaHenb ynpaBneHUs U onepaumoHHasl cucTeMa Ha cepBepe 3aHumaroT okono 1 M6anT guckosoro
NpocTpaHcTBa.

YcTaHoBKa 1 06cnyxunsaHve onepaumoHHol cuctemsl VDS. MNMepBoHavyanbHas yctaHoBka onepaumoHHon cuctembl (OC) (Preinstall)
BbINOSIHSIETCA KOMNaHuew Baltneta, a 3akasunky npepgoctaBnsietcs SSH-coefnHeHne ¢ BUpTYyanbHbIM cepBepoM. [Nocneaytowas
HacTpolika, nepeycTaHoBKa, CMeHa Bepcuii, OGHOBMNEHNE U YCTpaHeHne ysi3BUMOCTel B cucTeme 6e3onacHoCTV BUPTYyanbHOro
cepBepa Bo3rfaraetcs Ha 3aka3yuka, ecrniv OH He 3akasan fomnosIHUTenbHoe obCnyXxvBaHue cepsepa.

YcTaHoBKa 1 moaudmkaumsa nporpammHoro obecnevenuns VDS. OTBETCTBEHHOCTb 3@ YCTAHOBKY M MOAUMDMKALIMIO MPOrpamMMHOro
obecneyeHns HeceT 3akasuuk. Ecnv 3aka3biBaeTcs Ycnyra no o6enyvBaHuio cepBepa, TO yCTaHOBKa 1 M3MEHeHWe NporpaMmMHOro

obecneyeHunsi nponssoamTCs komnaHuel Baltneta.

4.3 3AMPOCHI NO CTAHOAPTHOW YCIYTE (RFC STANDARD)
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NPEONONIATAEMOE BPEM#A

CTAHOAPTHbIE PABOTbI / 3SAMEHA NMPUMEYAHUE

BbIMONIHEHUA PABOT

M3ameHeHne o6bema pecypcos,

YBenuyeHue/ymeHbLLeHne [OVCKOBOro .
30 MyH. npegHasHaveHHbIX VDS nHMUMnpyeT HOBBI
npocTtpaHcTBa VDS
3akas.
. M3meHeHne obbema pecypcos,
YBenuyeHune/ymeHblleHne obbema onepaTuBHOWN .
30 MuH. npegHasHaveHHbIX VDS nHMUMnpyeT HOBBbIN
namsat 8 VDS
3akas.
M3meHeHne obbema pecypcos,
YBenuyeHue/ymeHbLLIeHne KonuyecTea .
30 MUH. npegHasHayeHHbIX VDS nHMUnmMpyeT HOBbI
BUPTyanbHbIX Npoueccopos (VCPU) B VDS
3akas.
N3MeHNTb faHHble AN NOAKMNI0YEeHUs K cucTeme 30 MUH. -

5

5.1

5.2

5.3

54

55

5.6

5.7

5.8

5.9

5.10

5.11

MUCMONb30BAHMUE NULEH3UA HA MPOrPAMMHOE OBECINEYEHUE MICROSOFT

JImuensun Microsoft npegocTaBnalTCA ANA UCKMIOYMTENBHOMO MCMONb30BaHMst 3akasyvkoM B TeYeHWe BCero cpoka npeaocTaBrieHus
Yenyru ¢ ncnone3oaHvem Windows vDC. OHu He MOryT 6bITb MCMOMb30BaHbI AN NpeAocTaBneHns Yenyr TpeTbM NnLam unm nepegaHsbl
B cybapeHay TpeTbuM muuam. 3akas3ymk HeceT OTBETCTBEHHOCTb 3a MNioboe HenpaBoOMepHOe WCMonb3oBaHve JIMueH3nid 1 JOoMmKeH
npyHMMaTh BCe Mepbl Ans obecneyeHus 6esonacHocTy JIMLeH3wiA.

3aka3unKk HeceT OTBETCTBEHHOCTb 3a NMPaBOMEPHOCTb MCMOMb30BaHUS UM NWLEH3N 6e3 HapyLUeHNs OorpaHNYeHnin, HaKnaabiBaembIX Ha

nuueHsmn Microsoft, n gomkeH ucnonb3oBaTb UX B COOTBETCTBUM C YCMOBUSIMW MCMOSb30BaHUA NULEH3WIA Ha npoaykTel Microsoft,

n3noxeHHbiMn B MNpaBax ucnonb3oBaHus npoayktoB Microsoft (PUR - Product Use Rights) (http://www.microsoft.com/licensing/about-

licensing/product-licensing.aspx ).

Wcnonb3osaHue nuueHanin Windows Server, npuHagnexatumx 3akasyvky, B BupTyaneHom LIO[de He ponyckaeTcs. JinueHamm Windows vDC

- 9TO €AMHCTBEHHbIN 3aKOHHbIN CNOcob MCMoNb30BaHMs NporpammHoro obecneyeHns Windows Server B BUpPTyanbHOM LieHTpe 06paboTku

OaHHbIX.

Ecnn nuuensun 3akasumka Ha nporpammHoe obecneuveHne MICROSOFT SQL, MICROSOFT EXCHANGE SERVER, MICROSOFT

SHAREPOINT SERVER, MICROSOFT SYSTEM CENTER, MICROSOFT DYNAMICS CRM, npvobpeTeHHble B pamkax NporpaMmbl

Microsoft Volume Licensing Program, nokpbiTel ctpaxoskoi Microsoft Software Assurance (SA), 3aka3ymk MOXeT NepeHecT 3TN NNLEH3UU

Ha apeHgyembin VDC.

MporpammHoe  obecneveHne  Licence  Mobility, wucnonb3yemoe ans  nepegayu  NUUEH3WIW,  OOCTYNHO  Ha  caulte

http://www.microsoft.com/licensing/software-assurance/license-mobility.aspx.

Bmecte ¢ Windows VDC 3aka3uvk MoxeT apengoBaTb nporpammHoe obecneyeHune Microsoft (Microsoft SQL, Microsoft Exchange Server,

Microsoft SharePoint Server, Microsoft Dynamics CRM u T.4.) no nporpamme Microsoft SPLA.

ApeHaoBaHHOE nporpaMMHoe obecrneyeHne He MoXeT BblTb UCnonb3oBaHo Ans obopyaoBaHusi, He npuHaanexawero Windows VDC wnun

komnaHuu Baltneta, ckonupoBaHo, caaHo B apeHay Unv nepeAaHo TPeTbWM NULaM MHbIM CnocoboMm.

LleHbl Ha apeHay NULEH3U NnepecMaTpuBaloTCa U MOryT ObiTb U3MEHEHbLI B COOTBETCTBUM C Nporpammoint apeHabl Microsoft SPLA oauvH pas

B rog, B siHBape. HoBble LieHbl Ha apeHay NUUEH3uUi BCTynatoT B cuny ¢ 1 ssHBapsi.

MOZENN NWUEH3MPOBAHNA APEHOOBAHHOIO NPOrPAMMHOIO OBECMEYEHNA

5.9.1  JvueH3anoHHas apeHpa nporpamMmmMHoro obecnedeHust Microsoft mMeeT Tpu mMogenu NUUEH3NPOBaHWA: NULEH3NS Ha NpoLLeccop,
TNMLEH3MsI Ha SiAPO NpoLeccopa Unv NULEH3Ns! Ha NoNb3oBaTens (HEKOTOpble NPOAYKTLI MOTYT NULEH3UPOBATLCS MO HECKONbKUM

Moaensm):

Monb3oBaTtenbckasn nuueHsus (Subscriber Access Licence nnu SAL) - npefocTaBnsieTcs KaXaomy yHUKanbHOMY MoNb30BaTesio

UMW YCTPOIICTBY, KOTOPOMY PaspeLLeHo KCromnb3oBaTh NporpaMmHoe oGecrnedeHme.

TNnueHsunst Ha npoueccop (Per Processor Licence) - npefocTaBnsieTcsi Ha kaxabii hrU3nyeckunii NpoLeccop cepeepa, No3Bonsisi

1cnonb3oBaTh NPOrpaMMHOE obecneyeHne HeorpaHUYeHHOMY YKCTy Nonb3oBaTenei.

NnueHsunst Ha sgpo npoueccopa (Per Core Licence) - ocHoBaHa Ha konu4yecTBe sidep Kaxaoro uanyeckoro npoueccopa unm
Konu4yecTBe BUPTyanbHbIXx npoueccopoB (VCPU), BblOeneHHbIX BUPTyanbHOMY CepBepy, 4TO MO3BOSSIET UCMONb30BaTh
nporpaMmHoe obecneyeHme HeorpaHUYEHHOMY YIUCTY MoMb3oBaTeENeN.

Ecnu ncnonb3ayeTcsi 6onbliuee KONMUMYECTBO NMLEH3NI, YeM 3aKka3aHo, 9TO CHUUTAETCS HAapyLUEHWEM YCIIOBUI UCMONb30BaHUS NMPOrpaMMHOro

obecneyeHus, 1 3aka3umk HeceT NOHY OTBETCTBEHHOCTb 3@ CBOW AeNCTBUS.

OTBETCTBEHHOCTb 3A HENETAJIbHOE NPOIr’PAMMHOE OBECIMEYEHWE, MCMNOJNb3YEMOE HE MO YCNOBUAM JOITOBOPA
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6.1

5.11.1

5.11.2
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Wcnone3ays pecypcbl Windows vDC unu apengys nporpammHoe obecnedenve Microsoft, 3akasumk cornawaerca cobnoaate Bce
npaeuna nULEH3MPoBaHUS, U3NOXeHHble B HacTosweM [loroBope. 3aka3unk Takke noHMmaeT, 4to Baltneta o6s3aHa okasbiBaTh
copevictBme Microsoft B paccnegoBaHuu criyyaeB MCMONb30BaHWSI HemneranbHOro nporpamMmmHoro obecnedexus. Mo 3anpocy
Microsoft komnaHus Baltneta gomkHa npegocTtaBuTb MHOPMaLMIO O KONMYECTBE BUPTYarbHbIX CEpBEPOB C ycTaHoBneHHon OC

Windows 1 nporpammHbiM obecneyeHnem Microsoft.

Ecnn obHapyxuBaeTca MCNonb3oBaHWe HerneranbHOro nporpammHoro obecneveHus, 3akasuvk MHboOpmupyeTcs 06 3ToMm B
nucbmeHHoM Buge. Ecnu B TeyeHne 30 gHelt nocne nonyyYyeHusi NUCbMEHHOMO yBeAOMIIeHNs 3akasunk He UCMPaBUT He3aKOHHOe
ncnonb3oBaHue nNporpamMHoro obecneveHust (NyTemM 3akasa HeAOCTAOLLMX NIMLEH3WI MU HeJOCTaloLWero KonnyecTsa NULEeH3ni
C MOMEHTa WX YCTaHOBKW), NpegocTaBneHne Ycnyr 6yaer npuocTaHoOBEHO, a 06 MCMNOoNb3oBaHUM HE3AaKOHHOTO MPOrpamMmMHOro

obecneyeHuns 6y/:|,eT coobLLeHo B npaBoOXpaHUTESbHbIE OpraHbl.

XOCTUHI CAUTOB

ONPELENEHWVE YCNYTU XOCTUHIA CAUTOB

Ycnyra xocTuHra Be6-catoB BkMoyaeT B cebs MecTo Ans pa3MeLleHns Beb-canTta 1 aneKTPOHHOW NoYTbl, 4OCTYNHOE Yepe3 VIHTepHeT-coeAnHeHne.

6.2

OBBEM YCNYT

6.2.1

TexHn4ecknin Haas3op WM MOHWUTOpWHr. Baltneta HeceT OTBETCTBEHHOCTb 3a 3KCMnyaTauuio, MOHWUTOPUHI W yCTpaHeHue
HeucrnpaBHOCTEN annapaTHOro M NPOrpamMmMHOro obecneyeHns, Ha KoTopom 6asnpyeTcs cainT. YCTaHOBMEHHAs Ha cepBepe cucTeMa
MOHUTOPUHIA B pexume 24x7 oTcrnexusaeT paboTy cepBMCOB Ha cepBepax W npegynpexpaeT 06 OTKIOHEHWUSX OT 3afaHHbIX
napameTpoB. Baltneta ycranaBnuBaeT obHoBneHusi 6e3onacHOCTV CepBepHOro nporpammHoro obecneveHusi. Baltneta He
ycTpaHseT nepebon B paboTe 3neKTPOHHOM NOYThI, Bbi3BaHHbIE pabOTOl NOYTOBLIX NMPUIOXEHUI HA MOBUMBHBIX YCTPOMUCTBAX Uu

KOMnbloTEpax.

Pe3epBHble konuu. PeaepBHOE konvpoBaHWe NPOV3BOAUTCS pa3 B CyTKU B OTAEMNbHOE XPaHUIMLLE AaHHbIX, FAe XpaHUTCs 7 KOMUIA.
BoccTaHoBneHWe U3 pe3epBHbIX KOMUWIA OMfayvMBaeTcss B COOTBETCTBMM C Tapudamum Ha [OMONHWTErbHble  paboThl,
yCTaHOBSEHHbIMU B HacTosiwem [orosope. pu BOCCTaHOBNEHUM W3 KOMWIA PasHblX AHEW BOCCTAHOBIIEHWE KaXKOOW Komnuu

YYUTbIBAETCA Kak AONOJTHUTENbHOE BOCCTaHOBSIEHUE.

MaHenb ynpasneHus. Mpu aktnBauum Ycnyrn, komnaHus Baltneta cosgaet coeguHeHve ¢ naHenbto ynpasneHus DirectAdmin,
AOCTYNHOW Yepe3 BebG-Opaysep. 3aka3ynk CamMOCTOATENbHO CO34aeT U ynpasnseT canlTamu, Nofib3oBaTeNbCKMMM NOYTOBLIMU
Awmkammn, dannamm 1M nonb3oBaTensaMu Ha noptane ynpasneHuns. OTBETCTBEHHOCTb 3a MOHWMaHWe MYHKUMIA Ha naHenu

ynpaBneHusi n Ux NpaBuUibHOE NCNOMb30BaHME NEXUT Ha 3akasunke.

MepeHoc aaHHbLIX OT Apyroro nocraslyuka. MNepegada AaHHbIX caiiTa, 3MEKTPOHHOW MOYThl U T.4. SIBISAETCS AOMOSHUTENBHOM
paboToii, KoTopasi 3aKkasblBaeTcsi M OnnadyvMBaeTcs MO OTAENbHOMY COMMAlEHWI0 B COOTBETCTBMM C pacueHkamu Ha
ZononHuTernbHble paboTel, ykasaHHbIMM B HacTosLem [Jorosope.

logoBas noamnvcka Ha Ycnyry xoctuHra Be6-caiTos onnaynBaeTcs 3apaHee 3a COOTBETCTBYHOLMI Nepuod. YnnadeHHas nnara He
BO3BpaLLAEeTCs B Cryyae nepeHoca se6-caita K Apyromy nposaiiaepy Unu npekpalleHns Ucrnosnb3osaHus Yenyr no no6oit apyron
NPUYMHE 4O OKOHYAHWS FOA0BOrO Nepuoga NoAnmUcKu.

Mpepenbl napameTpos. MpuBeAeHHbIE HUKE OrpaHNYEHNst Ha NapamMeTpbl XOCTUHIa CaToB NMPUMEHSIOTCS BO u3bexaHune c6oes B

obcnyxuBaHMK, CBSA3aHHbIX C HENPOMOPLIMOHAbHBIM MCMNOMb30BaHNEM PECYpPCOB cepBepa:

NAPAMETP MAKCUMAJIbHOE 3HAYEHUE

Tpadwk B vac 500 MB/4ac.

Tpaduk, reHepupyemblin pobotamm/6otamm He 6onee 20% ot obLuero Tpadvka

KonunyecTtso YteHuin/3anucein/nony4eHni sanucein cTpok gaHHsix MySQL 3 000 000 B 4ac

120 nucem B Yac OT OAHOro OTNpaBUTeENs

KonmyecTBo oTrnpaBfieHHbIX N1ucem
250 nucem/3 yaca oT ogHOro oTnpaBuTens

Inode (orpaHuyeHve Ha pa3mep daiina) 100 000

Mpouecckl PHP o 10 guHamunyecknx PHP-3anpocoB ogHOBpEMEHHO

6.3

3AMPOCHI NO CTAHOAPTHOW YCIYTE (RFC STANDARD)
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CTAHOAPTHbLIE NPEONONATAEMOE BPEMSA
PABOTbI / 3BAMEHA BbIMONIHEHUA PABOT MPUMEHAHNE
Vameneriie Bepoin PHP 30 MuH. ' Ha ,qpy.rom XOCTUHr-CEpBEpPE CO3aaeTCst HOBblI/I nonb3oBaTernb
DirectAdmin. OTBETCTBEHHOCTb 32 MUrpaLMio caiTa HeceT 3akasuyuk.

7 PETMCTPALUA OOMEHOB
7.1 OMNPEQENEHME YCINYTX MO PETMCTPALMM OOMEHOB
Ycnyra peructpaumum JOMeHa 3aknodaeTcsi B perncTpaumm v onmcaHum YHUKanbHOro MHTepHeT-uMmeHn (aomeHa) Ha DNS-cepeepax Baltneta.

7.2 OBbEM YCNyr
7.2.1 KomnaHnwus Baltneta ocywiectBnseT perucrpauuio JOMEHOB, NEePEeHOC AOMEHOB, NPOANEeHNe Cpoka AecTBNS JoMeHoB B PeecTpe.
7.2.2  3a peructpaumio, nepegady u npoaneHme JOMEHOB B3MMAETCH exerogHas nnata.
7.2.3 YnnaveHHas nnata He BO3BpallaeTcs B Cryyae nepejayu fOMeHa ApyroMy nposavfepy unv oTkasa oT JOMeHa A0 UCTeYeHwst
CpoOKa ero AencTeus.
7.3 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

MPEAMNOJTATAEMOE BPEMSA
BbIMNOJNIHEHNA PABOT

CTAHOAPTHbBIE PABOTbI / BAMEHA MPUMEYAHUE

M3ameHeHne cBegeHni o0 BrnagenbLe JOMeHa B

15 MUH. -
peectpe
M3ameHeHue cepBepoB nmeH (NS) Ha/u3 cepeepoB
30 MuH. -
nmeH Baltneta
MpepocTtaeutb ID/RN koa 15 MUH. Ranribie, Heobxopumbie Ans

nepegadn gjomeHa

8 NMPABUIA NPEOOCTABJIEHMA YCNYTI XPAHEHUA OOKYMEHTOB BALTBOX
8.1 OMNCAHUME YCNYTW MO XPAHEHNIO JOKYMEHTOB BALTBOX

Ycnyra BkntovaeT B cebsi nepBoHavaribHyl YCTAHOBKY U HACTPOMKY, T.e. YCTaHOBKY OMepaLuyOHHOW CUCTEMbl U MPUIIOKEHUS, 3@ UCKIIOYEHNEM
obbema namsiTu, ykasaHHOro B 3anpallMBaeMoM CEPBMCHOM MlaHe, yCTaHOBKY CPeACTB MOHUTOPWHIA CepBepa, a Takke HeoBX0AUMbIE HAaCTPOVKM

KOHpurypaumm.

8.2 OBbEM YCnyr

8.2.1 KomnaHus Baltneta oTBevaeT 3a akcnnyaTaumio U MOHUTOPWHI cepBepa XpaHwunuvwa aokymeHToB BaltBox. Komnawus Baltneta
ycTaHaBnvMBaeT 0GHOBINEHMS CEPBEPHOIO NPOrpamMmMHoOro obecneyeHns n KOHCYNbTUPYET MO BONPOCaM MCMOMb30BaHWS XPaHUINLL
[OKYMEHTOB.

8.2.2  PesepBHOe KOMMpPOBaHMe NPOM3BOAUTCS pa3 B Hefento. Ycryra BKIoYaeT 04HO BOCCTAHOBIEHWE U3 Pe3epBHOM KONUU OAUH pas B
roq. JononHutenbHble paboTbl ONMaynBalOTCH B COOTBETCTBUM C pacLEHKaMu Ha [OMnonHuTenbHble paboTbl, ykasaHHbIMU B
HacTosiwem [orosope.

8.2.3 B momeHT akTBauum Ycnyru komnaHus Baltneta cosgaeT goctyn k Be6-noptany Anst ynonHOMOYEHHOro nvua 3akas3uuka.

8.2.4  3aka3uuk ucnonb3yeT Beb-mopTan Ans co3gaHus M yganeHus nonb3oBatene BaltBox, pepaktvpoBaHus nx uHdopmauum,
YCTaHOBKU U U3MEHEHWSI OrPaHNYEHNIN AVUCKOBOTO NPOCTPaHCTBA Afls AOKYMEHTOB MONb30oBaTenei.

8.2.5 Ecnu 3akasuuk Mcnonb3yeT (YHKLUMIO CUHXPOHU3ALUMWM [JOKYMEHTOB Ha CBOEM KOMIMbIOTEPE, OH [OIMKEH CaMOCTOSTESIbHO
YCTaHOBWUTb MPUMOXEHWE ANSI ONepauyoHHON CUCTEMbI. 3aKka3uuk CamoCTOSTENBHO MPOV3BOAUT HEOOXOAMMbIE HACTPOMKW AfA
paboTbl NPUIIOXKEHNS - UMSI CepBepa, UMsI MONb30BaTessl, KaTanory, KOTOpble CUHXPOHU3UPYIOTCS C CEPBEPOM.

8.2.6 Ecnu 3akasuuk ncnonbayet Ycnyry Ha MOOMIIbHOM YCTPOWCTBE, TO 3akasyuMk CaMOCTOATENbHO YyCTaHaBnuBaeT MobunbHoe
npunoxenve NextCloud Ha MOBUnNbHOE YCTPOWCTBO M M3MEHSET €ro HaCTPOWKW.

8.2.7 MobunbHoe wunu  HacTonbHoe npunoxeHne NextCloud, wcnonb3yemoe CTOPOHHUM MpOrpamMMHbIM — obecneyeHvem,
npegocraBnseTcs "kak ecTb". Baltneta He MoxeT m He rapaHTupyeT GecnepeboiHyto paboTy (YHKUUA NPUNOXKEHUS Unn
6esowmnboyHyto paboTy aTux dyHkumin. Mepebon B 06CNyxMBaHWM, Bbi3BaHHble PaboOTOM MOOUMBLHOrO WM KOMMBIOTEPHOro
NPUNOXEHWS, He CYMTalOTCA HapyLueHnem SLA.

8.2.8  [ononHutenbHble paboTbl, Takne kak nHTerpaums c Active Directory unu LDAP-cepBepom U T.M., ONMa4MBaloTCs No OTAENbHOMY
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cornawlieHuto B COOTBETCTBUN C pacleHKkamMn Ha OoMnonHUTeNbHblie pa60TbI, YKa3aHHbIMW B HacToALleM ﬂorosope.

8.3 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

CTAHOAPTHbIE PABOTbI / NPEAOMNONATAEMOE BPEMSA BbINOJIHEHUSA
3AMEHA PABOT NPUMEYAHWE
YBenuyeHne AMCKOBOro NPOCTpaHCTBa 30 MuH. YBenMueHue 06bema pecypeos uHMUMMpyeT

HOBbIN 3akas.

i3meHeHne napons 0CHOBHOro
none3oBartens

15 MUH. -

9 NMPABUIIA NPEAOCTABJIEHUA YCNYI BALTMAIL
9.1 OMNCAHKME YCIYTW MO XPAHEHNIO IOKYMEHTOB BALTMAIL

Ycnyra BkroyaeT B cebsi nepsoHavasnbHyl0 YCTAaHOBKY M HACTPOMKY, T.€. YCTAHOBKY OMEPaLMOHHON CUCTEMbI U MPUIIOXKEHNS, 38 UCKITIOYEHUEM
o6béMa XpaHuIuLwa, NpeaHa3HauYeHHoro Ass M. NUCeM , YKa3aHHOro B 3anpaluvMBaeMOM CEPBUCHOM MfiaHe, YCTaHOBKY CPEeACTB MOHWUTOPUHra
cepBepa, a Takke HeobBXoAMMble HACTPOWKWM KOHgUrypaumu. Baltneta yctaHaenusaeT oGHOBMEHWst GE30MacHOCTM CepBEPHOTO MPOrpaMMHOro

obecneyeHns 1 NpegocTaBnseT KOHCYbTaumm No UCNOMNb30BaHMIO MOYTOBOrO cepBepa.

9.2 OBBbEM YCNyr
9.2.1 B MomeHT akTMBauum Ycnyrn komnaHus Baltneta cosgaeT goctyn k BeG-noptany Ans ynpaeneHus novToBbiM cepBepom BaltMail
ANs YNonHOMOYeHHOro nuua 3akasyunka. 3akas3yvk nMeeT BO3MOXHOCTb co3daBaTb U yAansTb NOYTOBbIE ALWMKW NoMb3oBaTenemn
Ha nopTarne ynpaBneHus, U3MeHsITb Naponu Nonb3oBaTtenen, U3MeHsTb NMMMUT EMKOCTY MOYTOBOTO SLLMKA MOMb3oBaTens.
9.2.2 KomnaHus Baltneta oTBeuaeT 3a akcniyaTaumio 1 MOHUTOPUHT cepBepa an. noyTel BaltMail.
9.2.3 KomnaHus Baltneta ocywectBnseT agMMHUCTPMPOBaHME U OGHOBNEHNE CUCTEM aHTUBUPYCHON U cnam-cunbTpauum - o6HoBNsieT
aHTUBMPYCHbIe 6a3bl U cnam-punbTpbl, Ao6aBNSeT Hanbonee YacTo NosyYaemblii cnam B aHTUCNaM-pUbLTPbI KOMNAHNA.
9.2.4  PesepsHoe KONMpoBaHME NPOU3BOAUTCS pa3 B CYTKW, XPaHUTCA 7 KOMNWUI. Ycryra BKMOYaeT O4HO BOCCTaHOBIEHNE 13 pe3epBHON
KOnuu oauH pa3 B rod. [lononHutensHble paboTbl ONNaYnBaloTCA B COOTBETCTBUMM C pacLeHKaMn Ha AOMNOMNHUTENbHbIE paboThl,
yKasaHHbIMU B HacTosiwem [lorosope.
9.2.5  3akasuyuk HeceT OTBETCTBEHHOCTb 3@ YCTAHOBKY 1 0BCMY>KMBaHME NOYTOBbIX SLLMKOB MONb30BaTene Ha MobUIbHBIX YCTPOMCTBAaX
1 NepcoHanbHbIX KOMMblOTEpax.
9.2.6 Cb6ou B paboTe 3MeKTPOHHOW MOYThI, Bbi3BaHHblIE pabOTON MOYTOBOrO NPUMOXEHNST HA MOBUMBHOM YCTPOWMCTBE UMK KOMMbloTepe,
He cyuTaloTcs HapyleHnem SLA.
9.2.7 [ononHutenbHble paboThbl, Takne Kak NepeHoC NMCeM Ha MOYTOBLIN CepBep, HACTPONKa AONOSTHUTENBHOIO AOMEHa, U3MEHEHNE TeM
rpachuyeckoro nHTepderica 3akasunkos (themes) Webmail, ynanenue IP-agpeca cepepa 13 4epHoro crnucka, onna4msarTcs B
COOTBETCTBMM C Tapudamu Ha [lononHuTenbHble paboTbl, ykadaHHbIMU B HacTosLeM [loroBope.
9.3 3AMNPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

NPEAONONArAEMOE BPEMSA
BbIMOJIHEHUA PABOT

CTAHOAPTHbIE PABOTbI / 3BAMEHA NMPUMEYAHUE

M3meHeHve napons OCHOBHOMO
nonb3oBartens

15 MuH. -

M3meHeHne HacTpoek SPAM-cbunbTpa 15 MuH. -

10 NMPABWIA NPEOOCTABIEHUA YCNYT VMWARE DRAAS
10.1 OMNCAHKME YCIYT VMWARE DRAAS

Ycnyra BkrovaeT B cebs nepBoHavanibHy0 HAcCTpPoOWKy M akTMBauumio cepBuca Ha VMware-uHdgpacTpyktype Baltneta, BbigeneHue ykaszaHHoro B

3anpoce Ha Ycnyry obbema xpaHunuiia n noaroToBKy CETeBOWN KOHUrypauum, Heobxoammon ans pennukaumn.

10.2 OBBbEM YCIYyr
10.2.1 KomnaHus Baltneta oTBevaeT 3a akcnnyaraumio MHPaCTPYyKTypbl MOMeEHTHbIX konuii VMware Cloud Director Availability snapshot
B LJO[ Baltneta.
10.2.2 YcTaHOBKa M HACTpOWKa AOMOMHUTENbHBIX NPUNOXEHUI Ha MHgpacTpykType VMware 3akasuvka, Heo6XoaMMbIX ANt MOMEHTHBbIX
konun B LIO[ Baltneta, ocywectensetca 3aka3ymkom, 3a UCKIMOYEHNEM CIyYaeB, KOraa 3akasbiBaeTcsa obcnyxuBaHne nnatgpopmol

BUpTYyanusaumm 3akasuuka.
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10.3

10.2.3

10.2.4

10.2.5

10.2.6

10.2.7

10.2.8

10.2.9

baltya

HacTpolku 4acToTbl KONMPOBaHWSA M CO34aHWe NiaHa aBapuMHOro BOCCTAHOBNEHUS Npom3BoasaTcst 3akaszymkom B koHconu VCDA

Manager B Baltneta Cloud nnu B nHctpymeHte "Replicator" B VMware-uHdpacTpykType 3akasuuka.

MOHWTOPMHI MOMEHTasbHbIX KOMUIA OCYLUEeCTBNSEeTC 3aka3yMkOM C WUCMOMb3OBaHWEM MporpammHoro obecneyeHuss Ans
pennukaumm VMware Ha COBCTBEHHOW WHMPaACTPyKType, €cnu Tonbko He 6bino 3akasaHo obcnyxvBaHue nnatgopmbl
BMpTyanu3aumu 3akas4qmka.

ABapuiiHOe BOCCTaHOBNeHMe B 06navHon uHgpacTpykTtype Baltneta unm TectupoBaHwe aBapuHOTO BOCCTaHOBEHUS
ocyllecTBnsieTca 3aKka3yMKoM CaMOCTOSITENbHO C ucnonb3oBaHuem koHconmn VCDA Manager B obnayHoi uHMpacTpykType
Baltneta.

OpavH pa3 B rog 3akasuyuk nonyyaet 6ecnnaTHoe TECTUPOBaHWE aBapUItHOrO BOCCTAHOBMEHWS, ANSALWMIACS A0 3 KaneHAapHbIX AHEN.
BecnnaTtHoe TecTupoBaHue BkntodaeT B cebs BblAeneHne pecypcoB, yka3aHHbIX B 3akase Ycnyru, u 4 yaca BpeMeHu CUCTEMHOTO
MHXeHepa B paboyee BpeMs. 3aka3uvk AOMmKeH npedynpeanTb 0 NpoBeaeHun 6ecnnaTHoro TectupoBaHus 3a 3 paboumnx gHs.

B cnyyae aBapuiiHOro BOCCTaHOBMEHUst B obnayvHon uHdpacTpykType Baltneta, akTvBMpoBaHHbIe BblMMCIUTENBHBIE PECypChbl

onnaymMBaloTCA B COOTBETCTBUM C TapVId)aMVI Ha gononHuTenbHbIe yCJ'IyFVI, YKa3aHHbIMW B 3aKa3e Ha chnymmaaHme.

B uensix obecneyverns pyHKLUMOHNPOBaHMS YCnyri, Bepcum nporpammHoro obecnevenns VMware vCenter n ESXi, yctaHoBneHHble
Ha WHpacTpykType 3akasuuka, AOMKHbI ObiTb He Bornee YeM Ha ofHy BepCcuio cTaplie nocredHen AEWCTBYIOLWEN Ha AaHHbI
MOMEHT Bepcuun. 3akasuuk 00653yeTcs OOHOBNSTb BEPCUMM MPOrpammHOro obecneyeHus unm BHOCWUTBH KOHMPUrypauMoHHble
MN3MEHEHUs B CBOI MHAPACTPYKTYPY, ECNK 3TO Heobxoammo Ans obecneyeHns paboTbl cepBuca, Nocne nonyyYeHns yBeaAoMIeH s

OT KoMnaHuu Baltneta no anekTpoHHoOW nouTe.

Ecnu nuuenann VMware vCenter, VMware ESXi B MHdpacTpykType 3akasuvka He NoaaepxuBatoTcsl Npon3BoAMTeNneM, KoMnaHust

Baltneta He HeceT OTBETCTBEHHOCTU 3a paspeLleHne MHUMOEHTOB, CBSA3aHHbIX C 3KCnyaTaumen cepsuca.

10.2.10 Baltneta octaBnsieT 3a coboii npaBo B3umaTb C 3aka3umka AOMOMHWUTENbHYK NNaty B cryyae MpeBbILEHMsT KOnuyecTBa

BMPTyaribHbIX MaLLWH, ykasaHHOrO B 3akase YCryru.

3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

CTAHOAPTHbIE PABOTbI / 3SAMEHA

NPEONONAITAEMOE BPEMA

BbIMONHEHUA PABOT MPUMEHAHWE

BHecTn nsmeHeHus B ceTeBble HaCTpOVIKI/I

npocTpaHCcTBa

30 MuH. -
(n3meHeHve 1 npasuna)
YBenuueHne/yMmeHblUeHne BblAeNeHHbIX M3ameHeHne obbema pecypcoB MHULMMPYET HOBbIN 3akas.
pecypcos RAM/VCPU u guckoBoro 60 MUH. CokpalLieHne QNCKOBOro NPOCTPaHCTBa BO3MOXHO Npu

HanM4ynm Hencnosnb3dyemoro Mecrta.

11 NMPABWUIIA NPEAOCTABJIEHUA YCNYT VEEAM DRAAS

111

OMNNCAHUE YCIYT VEEAM DRAAS

Ycnyra BkntovaeT B cebs nepBoHavanbHyl0 HAaCTPOWMKY M akTuBaumio cepsuca Ha cepepe Veeam Cloud Connect Replication npuHagnexaiiem

Baltneta, BblgeneHune ykasaHHoro B 3anpoce Ha Ycnyry obbema xpaHunvia AaHHbIX Y MOAroTOBKY CETEBOW KOHdMrypaummn, Heobxogumon ansi

pennukaumm.
11.2 OBBbEM YCNyr
11.2.1 KomnaHus Baltneta otBeyaeT 3a akcnnyataumio UHPacTpyKTypbl MOMEHTHbIX konuii Veeam Cloud Connect B LIO[] Baltneta.
11.2.2 HacTpoiika BbINonHeHWs MOMeHTanbHbIx kornui B LIO[ Baltneta, cosgaHve nnaHa aBapuiHOro BOCCTAHOBMEHWUS U MOHUTOPUHT
Konun Ha Veeam-uHdpacTpykType 3akasduuka ocyliecTBnseTcs 3akas3yumkoM, 3a UCKMIOYEHWEM CrlyyYaeB, Koraa 3akasbiBaeTcs
obcnyxusaHvne nNaTopmMbl BUPTyanuaaummn.
11.2.3 ABapuiiHoe BOCCTaHOBIEHWE Ha 06navHon wHdpacTpykType Baltneta unm TecTMpoBaHue aBapuMHOrO BOCCTaHOBMEHUSI
BbINOMHSAETCA 3aKa3yMKOM CaMOCTOATENBHO C Ucnonb3oBaHneM koHcony Veeam Management Console unu noptana Veeam Cloud
Connect Ha nHdpacTpykType Baltneta.
11.2.4 OpwH pas3 B rog 3aka3uuk nonyyaet 6ecnnaTHoe TECTUPOBAHWE aBapPUIAHOTO BOCCTAHOBMNEHNSA, ANSALMIACA A0 3 KaneHaapHbIX AHEN.
BecnnaTtHoe TecTupoBaHue BknioyaeT B cebs BblAeneHne pecypcoB, yka3aHHbIX B 3aka3e Ycnyru, u 4 yaca BpemMeHu CUCTEMHOro
NHXeHepa B paboyee BpeMs. 3aka3uvk AOMKeH npedynpeanTb 0 NpoBeaeHun 6ecnnaTHoro TecTupoBaHus 3a 3 paboumnx aHs.
11.2.5 B cnyyae aBapuiiHOro BOCCTaHOBMEHMSI B 06nayHon uHdpacTpyktype Baltneta, akTMBMpOBaHHbIE BbIYMCIIUTENBHBLIE PECYPCHI
ONnaynBaloTCA B COOTBETCTBMM C Tapudammn Ha AONONHUTENbHbIE YCNyri, yka3aHHbIMK B 3akase Ha obcnyxvBaHue.
11.2.6 B uenax obecneyenmnss yHKLUMOHUPOBaHMS YCnyru, Bepcust nporpaMmHoro obecnevenns Veeam B MHGpacTpykType 3akasumka He

MoXeT 6bITb Boree Yem Ha OfHYy BEpCUIo CTaplLue nocriegHern AeVCTBYIOLLEN Ha TOT MOMEeHT Bepcun Veeam. 3akazumk 06ﬂ3yeTCﬂ
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0GHOBNSITb BEPCMU NPOrpaMMHOro obecneyeHns nnm BHOCUTbL KOHPUIypaLMOHHbIE U3MEHEHNS B CBOKO MHADPACTPYKTYpPY, €Crnu 3To
Heobxoaumo anst obecneveHusi paboTbl cepBurca, Nocne Nony4YeHns yBeqoMneHust oT koMnaHum Baltneta no anekTpoHHoM noyte.
Ecnn nuueHsun Veeam B mHdpacTpykType 3akasuuka He NogaepXuBaloTcsl npoussoguTenem, komnawus Baltneta He Hecer
OTBETCTBEHHOCTU 3a pa3peLLeHne UHLMAEHTOB, CBSI3aHHbIX C 3KCMnyaTaunei cepsuca.

Baltneta octaBnsietr 3a coboit npaBo B3uMaTb C 3akasumka AOMOMHWTENbHYK MNaTy B Cryvyae MPeBbILLEHUs KonuyecTsa

BMPTYyasibHbIX MaLLWH, YKasaHHOro B 3akase YCryru.

11.3 3AMPOCHI MO CTAHOAPTHOW YCIYTE (RFC STANDARD)
NPEAOMNONAIAEMOE BPEMA
CTAHOAPTHbLIE PABOTbI / BAMEHA BbINONHEHMS PAEOT NMPUMEYAHUE

BHecTn nsmeHeHus B ceTeBble HACTPOWKUN

30 MuH.

(n3meHeHve 1 npasuna)
YBenuueHne/yMmeHblUeHNe BblAeNeHHbIX M3ameHeHne obbema pecypcoB MHULMMPYET HOBbIN 3akas.
pecypcoB RAM/VCPU n guckoBoro 60 MUH. CokpalLlieHve ANCKOBOro NpPOCTpPaHCTBa BO3MOXHO Npw
NPOCTPaHCTBa HanMynm HeMCNomnb3yeMoro Mecra.

12

121

NMPABWUIIA NPEOOCTABJIEHUA YCNYI BALTNETA VEEAM CLOUD CONNECT

OMNPEOENEHME YCNYT BALTNETA VEEAM CLOUD CONNECT

B MomeHT akTnBaummn Ycnyru komnanus Baltneta cosgaet goctyn k Beb6-nopTtany Ans ynoriHOMoYeHHOro nuua 3akasyunka. Ycnyra BkrnoyaeT B cebs

nepBoHaYanbHyl HacTpoOVKy U akTuBaumio cepsuca Ha cepepe Veeam Cloud Connect npuHagnexaiiem Baltneta, BbigeneHve ykazaHHoro B

3anpoce Ha Ycnyry o6bema AaHHbIX.

12.2 OBbEM YCnyr

12.2.1 HacTpoiika yganeHHoro xpaHunuiia ans pe3epBHOro KonMposaHusi B MHpacTpykType 3akasymka ocyLecTenseTcs 3aka3ynkom.
BoccTaHoBneHWe 13 pe3epBHbIX KOMWIA BbIMOMHSIETCH 3aKa3ynkoM CaMOCTOSITENBHO C MOMOLLBIO KOHCOMMW ynpasreHus Veeam
Management Console Ha BbIGpaHHOM 1M 060pyAOBaHNN.

12.2.2 KomnaHus Baltneta otBevaeT 3a akcnnyaTauuio, o6HoBNeHne u yctpaHeHme HeucnpasHocTen Veeam Cloud Connect. KomnaHus
Baltneta He HeceT OTBETCTBEHHOCTM 3@ MOHUTOPWHI YAANeHHOro pe3epBHOro KonnpoBaHus. [ns atoro 3akasyvk MCMonb3yeT B
cBoeW UHpacTPyKType nporpaMMHoe obecneyeHne Ans pe3epBHOro konvposaHus Veeam.

12.2.3 Tlpu 3aka3e AONOMHUTENBHON YCNyru CKpbITbIX pe3epBHbIX KONWi, yaanéHHble ¢ cepepa Baltneta Cloud Connect konun, xpaHsiTcst
B TEYEHWe yKka3aHHOro B JaHHOM 3aKa3e KonmM4ecTBa AHel B XpaHunuLLe, HeBUAMMOM W HEAOCTYMNHOM C cepBepa Veeam 3akasunka.
Ecnn 3akasuuk 3akasblBaeT MEPEHOC KOMWUIA U3 XpaHunuwia cekpeTHbIX konui Ha FTP-cepsep, To paboTta onnaunBaeTtcs B
COOTBETCTBUM C pacLleHkamu Ha [ononHutenbHble paboTbl, yCTaHOBMNEHHbIMM B HacTosweM [loroeope. Pecypcel FTP-cepBepa,
€Cnu OHU NPefoCTaBnNsATCA KomnaHuen Baltneta, onnauusatotca gononHutensHo - 1 Tb guckosoro npocTtpaHcTea 10 Eur/aeHb.

12.2.4 B uensix obecneyeHnsi yHKLMOHNPOBaHUS YCryri, Bepcus nporpaMmMHoro obecneyennsi Veeam B uHdpacTpyktype 3aka3uunka He
MOXeT ObITb Gonee Yem Ha OfHY BEPCUIO CTapLUe NOCNeaHeNn AeNCTBYOLWEN Ha TOT MOMEHT Bepcun Veeam.

12.2.5 Ecnu nuueHsun Veeam B MHGpacCTpykType 3akas3umka He MnoaaepxuBatoTcsl npousBoauTeneM, komnaHus Baltneta He Hecet
OTBETCTBEHHOCTW 3a pa3pelleHne UHLMAEHTOB, CBA3aHHbIX C 3KCMnyaTauven cepsuca.

12.2.6 Baltneta octaBnsieT 3a coboi npaBo B3uMaTb C 3aka3umka AOMOMHUTENbHYK NNaty B crlyyae MpeBbIEHMST KOnuyecTea
BMPTYanbHbIX MaLUWH, yKa3aHHOro B 3akase Ycnyru.

12.3 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)
CTAHOAPTHbBIE PABOTbI / NPEAMNOJNATAEMOE BPEMA

3AMEHA BbIMONHEHUA PABOT MPUMEHAHVE

YBenuyeHne/ymeHblLeHne
[OMCKOBOro MpoCTpaHcTBa

V3meHeHre ob6bema pecypcoB MHULMMPYET HOBbIN 3akas.
30 MuH. CokpallleHne ONUCKOBOro NpoCTpaHCTBa BO3MOXHO MpU HanmM4mm
Hencnosb3yemMoro Mecra.

Bkntountb dyHKUMIo "CekpeTHble

vonum" 15 MUH. M3meHeHre nHMumMmnpyeT HoBbI 3akas.

13

131

MPABUNA NPEOOCTABIEHUSA YCNYI XPAHEHUS PE3EPBHbIX KOMUIA BALTBOX

OMPELEJNIEHUE YCNYTN XPAHEHUSA PESEPBHBLIX KOMW BALTBOX

Ycnyra BkntoyaeT B cebsi nepBoHavarnbHy HaCTPOIKY U akTUBaLMIO cepBuca, He cunTasi obbema XxpaHunuLLa, ykasaHHOro B 3anpoce Ha Ycnyry.
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13.3
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OBBEM YCNYT

13.21

13.2.2

13.2.3

13.2.4

3aka3unKy npedocTaBnsTCS yYeTHble AaHHble AN BXOAA B BUPTYyarbHYO MaLUWHY, C KOTOPOI CBA3AHO AMCKOBOE NMPOCTPaHCTBO
ONs yaaneHHbIX Konui. 3akas3uvk obnagaeT npaBaMu OCHOBHOMO afiMUMHUCTPATOpa, M 3akasyuk CaMOCTOATENbHO MPOW3BOAUT
HacTpowikn, HeobxoauMble Anst paboTbl NporpaMMHoro obecneveHust pesepBHOro konupoeaHus 3akasuuka. Ecnu 3akasaHa Ycnyra

no obcnyxmBaHuio cepeepa unu NNaTopmbl BUPTyanu3aumm, To 3TM paboTbl BbINOMHATCS koMnaHuen Baltneta.

HacTtpoiika pe3epBHOrO KONMpOBaHUS Ha yAaneHHoe XpaHunuiie B MHdpacTpykType 3akasyuka OcyLiecTBnseTcs 3aka3umkom.
Ecnun 3akasaHa Ycnyra no obcnyxvBaHuio cepepa unu nnatgopmbel BUPTYanusaumu, To 3T paboTbl BbINOMHATCA KOMMaHUen

Baltneta.

KomnaHusi Baltneta He HeceT OTBETCTBEHHOCTM 3@ MOHWTOPWHI yAarieHHOro pe3epBHOrO konupoBaHus. [ns aToro 3akasuumk
ncnonb3yeT nporpaMMHoe obecneyeHve pe3epBHOrO KOMMPOBaHUs B CBOeW WHdpacTpyktype. Ecnu 3akasaHa Ycnyra no
obcnyxuBaHuio cepeepa nnu NnaThopmMbl BUPTyanusawmm, To 3T paboTbl BbINOMHATCA KOMNaHuen Baltneta.

BoccraHoBneHne u3 pe3epBHbIX KOMWIA OCYLLECTBSETCS 3aka34yMKkoM CaMOCTOSITENIbHO C MCMONb3oBaHMEM COBCTBEHHOroO
nporpaMMHoOro obecrnedveHusi Ans pe3epBHOrO KOMMPOBaHWUSA Ha BbibpaHHOM uM obopypoBaHuu. Ecnu 3akasaHa Ycnyra no

obcnyxuBaHuio cepeepa nnu NnaTopMbl BUPTyanusawmm, To 3T paboTbl BbINOMHATCA KOMNaHuen Baltneta.

3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

CTAHOAPTHbIE PABOTbI /
3AMEHA

NPEONONATAEMOE BPEMA
BbIMONHEHUA PABOT

NPUMEYAHUE

YBenuueHne/ymeHblueHne
[OVCKOBOIO MpoCcTpaHcTBa

30 MuUH.

M3meHeHne o6bema pecypcoB UHULMMPYET HOBLI 3akas.

COKpaLU,eHVIe AMNCKOBOIO NPOoCTpaHCTBa BO3MOXHO NpU Hann4inm

Heuncnosnb3yemoro mecta.

14 MPABWUNA NPEOOCTABINEHUSA YCNYI XPAHEHUS PE3EPBHbIX KOMWUA M365

141

OMWCAHWE YCIYIU XPAHEHWSA PE3EPBHbLIX KOMWUIA M365

Ycnyra BkntovaeT B cebs nepBoHavanbHy0 HAaCTPOMKY M akTUBaLmMio Ycnyrn Ha cepBepe Baltneta Veeam VBO, BbigeneHue ykazaHHOro B 3anpoce

Ha Ycnyry konmyecTsa nosib3oBateneil M A1CKOBOro NPOCTPaHCTBa Ha XpaHuuLe Ans konwit. Mpu nogknoueHun Yenyrv Baltneta npegoctasnset

yNonHOMoYeHHOMY nuuy 3akasyuka JoCTyn Kk Beb-nopTany, Ha KOTOpoM 3aka3unk MOXEeT CaMOCTOATENbHO BOCCTAHOBUTL AaHHbIE U3 PE3EPBHbIX

KOMWAM.
14.2 OBBEM YCNyr

14.2.1 KomnaHus Baltneta otBeuaeT 3a akcnnyatauuio, oGHOBEHME 1 yCTpaHeHe HencrnpaBHOCTEN cepBepa Pe3epBHOrO KONUMPOBaHMWS
M365. MNpaBuna pe3epBHOro KONMpoBaHUsi NOYTOBLIX swmkoB M365 Exchange, dannos SharePoint Online n OneDrive 3agatoTcs
KomnaHuen Baltneta.

14.2.2 CrangapTHas npoueaypa pe3epBHOro KONMpPOBaHWS: pe3epBHasi KONus BCel opraHmnsaumm 3akasyvka co3faeTcs oavH pa3 B AeHb
N XpaHUTcH B TeveHue 12 mecaues.

14.2.3 [ucKOBOE NPOCTPaHCTBO, BbiAENEHHOE ANs KONUIA AaHHbIX nonb3oBaTener Client M365, arperupyeTcs u pacnpegensietcs Mexay
opraHusaumsammn 3akasuuka.

14.2.4 OpHO BOCCTAHOBIEHVE M3 PE3EPBHOM KOMUM OAMH pa3 B rof Ans opraHnsaumm-3akasyuka npegoctasnsgercs 6ecnnaTHo.

14.2.5 BoccTaHOBMEHNE U3 pe3epBHbIX KOMUIA OCYLLECTBRSeTCA 3aka3vyMkoM CaMOCTOATENbHO C UCMONb3oBaHWeM Beb-nopTana, ecnu He
3akasaHa Ycnyra Baltneta no o6cnyxusanuio M365, koTopyto BeinonHseT Baltneta. Ecnu Ycnyra o6cnyxusaHus M365 He 3akaszaHa
n TpebyeTcst npoBeeHne paboT NO BOCCTAHOBIIEHWIO PE3EPBHOM KOMUK, TO CTOMMOCTb paccyMTbIBaeTcs Nno Tapudam, ykasaHHbIM
B 3aka3e Ha obCcnyxviBaHue .

14.2.6 Baltneta octaBnseT 3a coboi npaBo B3MMaTb C 3akasumka [AOMOSHUTEMbHYIO MNaTy B Cryvae MpPEeBbILEHUsI KOnM4ecTBa
nonb3oBaTenen, ykasaHHoro B 3akase Ha YCryry, Uy npeBbILLEHUst UCKOBOIO NPOCTPAHCTBA AN PE3EPBHbIX KOMUIA OpraHu3aumm
3akasuuka.

14.3 3AMNPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)
CTAHOAPTHbBIE PABOTbI / NPEAOMNOJNIATAEMOE BPEMA

3AMEHA

BbIMONHEHUA PABOT

NPUMEYAHUE

YBenuuyeHne UCKOBOro
NpPOCTpaHCTBa AnA pe3epBHOro
KonmnpoBaHus

30 MUH.

MN3meHeHne ob6bemMa pecypcoB UHULMMPYET HOBIV 3akas.
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CospgaHune/vameHeHne npasuna
pe3epBHOro KOMMpPOBaHWS

45 MUH. Mnan M365 Backup Plus

15

151

NPABUIA NPEAOCTABIJIEHUA YCNYT NO APEHAE BA3bl AAHHbIX MICROSOFT SQL

OMNCAHKME YCNYTW NO APEHAE BA3bl JAHHBIX MICROSOFT SQL

Ycnyra BkntovaeT B cebs nepBoHayanbHyo HaCTPOVKy U akTUBaLmio cepBuca Ha cepeepe 6a3 gaHHbIx Baltneta MS SQL, BbligeneHne ykasaHHoro B

3akasaHHOM nnaHe obbema onepaTvBHON NamaTn, obbema SSD-Hakonutens ans obbekTa (instance) 6a3bl AaHHbIX, @ TakKe MecTa Afs XpaHeHus!

pe3epBHbIX KOMWI XypHanoB onepaumii 6a3bl AaHHbIX. O6beKT (instance) 6a3bl AaHHBIX MOXET XpaHUTb HECKOMbKO 6a3 AaHHbIX.

15.2

15.3

OBBEM YCNyT

15.2.1 B momeHT akTvBauum Ycnyru Baltneta npegoctaBnsiet ynonHoMoydeHHOMY nuuy 3akasuuka 4OCTYM K cepBepy 6a3bl AaHHbIX.

15.2.2 Baltneta oTBevaeT 3a aKcnnyaTaumio, MOHUTOPUHT U YCTpaHeHue HeucnpasHocTel cepsepa MS SQL. Baltneta yctanasnusaet
0BGHOBNEHUSI CEPBEPHOrO NPOrpamMMHOro obecneyeHus.

15.2.3 3akasyuKk camoCTOSITENbHO CO3AAeT, yaanseT U pedakTupyeT 6a3bl AaHHbIX, UCMOMb3ys CPeacTBa agMUHUCTpPUpoBaHusA 6a3
OaHHbIX. HacTtponku pans 6a3 [aHHbIX, PacnonoXeHHbIX B 3k3emnnsipe 6asbl [AaHHbIX, NPegoCTaBMeHHOM  3akasuwky,
ocywectensitoTca 3aka3unkoM. KomnaHus Baltneta He HeceT OTBETCTBEHHOCTM 3a yCTpaHeHWe Hemnonagok B KOHKpeTHou Gase
AaHHbIX, ecnn MS SQL Server paboTaeT KOPPEKTHO.

15.2.4 TlonHoe pe3epBHOE KoMvMpoBaHue 6a3bl 4aHHbIX AOMKHO NPOU3BOAUTLCS OQUH pa3 B CYTKW, XpaHUTcsa 14 (YeTblpHaguaTb) KOMWIA.
Ycnyra BkMoYaeT OOHO BOCCTaHOBMEHWE W3 Pe3epBHOW KOMWM OAMH pa3 B rof. [ononHuTenbHble paboTel onnavnsaloTcs B
COOTBETCTBMM C pacLieHKammn Ha AOMONHUTENbHbIE PaboThl, yKkadaHHbIMK B HacTosLwem [Jorosope.

15.2.5 [nsa pe3epBHOro KONMPOBaHUS XypHana TpaH3akuui (transaction log) komnaHus Baltneta npegoctaBnsieT AMCKOBOE NPOCTPaHCTBO

Ha ApYroM MaccvBe AaHHbIX M MHCTPYKLMU MO BIMOMHEHWNI0 HEOGX0AMMbIX HacTpoek. PekomeHayeTca Aenatb Konuu XxypHana
TpaH3aKumii 6a3bl 4aHHbIX KaXAbIA Yac U XpaHUTL 3anuncK 3a nocneaHue 24 yaca. 3aka3yuk HECEeT OTBETCTBEHHOCTb 3a BbINOJHEHWE
HeobX0oAMMbIX HACTPOEK AMs Pe3epBHOrO KOMMPOBAaHMWSI XKYPHarioB M KOHTpons konupoBaHusl. Ecrnv 3akasbiBaetcss Ycnyra rno
06CcnyX1BaHWIO cepBepa, TO 3TW HAaCTPOVKM M KOHTPOSTb PE3EPBHOIO KOMMPOBAHUS XXypHarna onepauuii 6a3bl 4aHHbIX BbIMOMHAET

komnaHus Baltneta.

3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

CTAHOAPTHbIE PABOTbI / 3SAMEHA

NPEONONAITAEMOE BPEMA

BbIMONHEHUA PABOT MPUMEHAHVE

M3MeHeHWe perncTpaumoHHbIX AaHHBIX 3K3eMnsipa

6a3bl AaHHbIX (B[) 20 MuH. )

MpepocTaBbTe BHELLHEE AWCKOBOE MPOCTPAHCTBO
(NAS) ans >xxypHana TpaH3akuumn

30 MuH. -

16

16.1

MPABUNA NPEOOCTABIEHUSA YCNYI ABYX®AKTOPHOW AYTEHTUDUKALIUK

OMPELENEHUE CNY>KEbl IBYXGAKTOPHOW AYTEHTUDUKALINA

ycnyra BKIHOYaeT B cebst nepBoOHavarbHy HaCTpOVIKy 1 aKkTuBauluo cepBuca B cucteme ayTeHTI/Id)I/IKaLWII/I, co3faHune goctyna anga nonb3oBaTeneu,

YKa3aHHbIX 3akasumkom. Baltneta oTBevaeT 3a aKcnnyatauuo, MOHUTOPUHT U YyCTpaHEeHue HeVICI'IpaBHOCTeIZ cepBepa, ucnonb3dyemoro ansa

ayTeHTUdmKaumum.
16.2  OBBEM YCNYI
16.2.1 [na BToporo dakropa ucrnone3yercs mobunbHoe npunoxeHne Google Authenticator nnm Microsoft Authenticator, koTtopoe

16.3

16.2.2

16.2.3

3akasunk yCTaHaBnMBaeT Ha CBoOe Mo6usbHoe YCTPOWCTBO.

Mockonbky MobunbHoe npunoxeHne Google Authenticator, ncnonb3ayemoe CTOPOHHUM NporpamMHblM obecneyeHnem, paboTtaeTt
"kak ecTb" (MpuHUMN "as is"), komnaHus Baltneta He MoXeT rapaHTUpoBaTb 1 He rapaHTupyeT H6ecnepeboiiHyto paboTy dyHKUMI

NPUIOXEHUS UNW OTCYTCTBME OLLMOOK B paboTe aTUX (OYHKLMIA.

Mepebou B paboTe cepBuca, BbI3BaHHbIE MOOUIbHLIM NMPUNOXEHUEM, HE CHUUTAIOTCA HapyLleHnem SLA.

3AMPOCHI NO CTAHOAPTHOW YCNYTE (RFC STANDARD)

CTAHOAPTHBIE PABOTbI / 3AMEHA NPENNONATAEMOE NPUMEYAHME

BPEMSA BbINOJNIHEHUA

CosgaHuelyaaneHnuve nonb3osarenst 30 MUH. -
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17 NMPABUNA NPEOOCTABNEHUA YCNYT MO TEXHUWYECKOMY OBCIY>XMBAHUIO MNTAT®OPMbI BUPTYAITU3ALIUU

171 OMNPEJENEHME YCNYTU MO COMNPOBOXOEHUIO MIATOOPMbI BUPTYAITM3ALIA

Ycnyra BknoYaeT yCTaHOBKY BUPTYanu3npoBaHHON CEPBEPHON MH(PACTPYKTYPbI, BbINOMHEHWE HEOBXOAUMBIX HACTPOEK, 0GHOBMNEHUA, MOHUTOPWHTa

1 MoAepHu3auun. Ycnyra npefocTaBnsieTcs AUCTaHLMOHHO.

17.2 OBbEM YCNyr

17.21

17.2.2

17.2.3

17.2.4

17.2.5

BupTtyanusauusa. O6cnyxvBaHve BUPTYanu3aumm B MHGpacTpykType 3akasunka BKMOYaeT yCTaHOBKY OBHOBMEHMIA NporpanMHoro
ob6ecneyeHus (MO), nsmeHeHne HacTpoek O, NpoBepKy XypHanoB cOObITWIA, yNpaBneHWe MEXCETEBbIM 3KPaHOM, MOHUTOPUHT
nocTynHocTn. Baltneta ocyulectBnser obcnyxuBaHve BupTyanusauuu, cospaBasi/ypansis BUpPTyanbHble MalluHbl, WU3MeHss
napameTpbl BUpTYyanbHbix cepsepoB (RAM, vCPU, aMckoBoe NpoCcTpaHCTBO), MEHSAS CeTeBble HAaCTPOWMKN BUPTYarnbHbIX MaLUvH, a

Takke KOHTPOMNMPYs 3arpy3ky BUPTYan3aMpoBaHHOM MHGPACTPYKTYpbI.

PesepBHoe pelueHne. ConpoBoXaeHVE peLleHnsl pe3epBHOrO KONMPOBaHUS B BUPTYanu3npoBaHHOW MHAPacTpyKType 3akasunka
BKIMIOYaeT yCTaHOBKy OOHOBMNEHM nporpaMMHOro obecneyveHnsi pesepBHOTO KOMUPOBAHWS, BbIMOMHEHWE COMMacoBaHHOW C
3aka3unkom npoLeaypbl pe3epBHOro konunposaHus (Backup policy), ©3MEHeHUsi HaCTPOEeK NOMUTUKN PEe3epPBHOIO KOMMPOBaHWS,
MOHWUTOPWHT pPe3epBHbIX KOMWIA, BOCCTAHOBIIEHUE M3 PE3EPBHbIX KOMUIA, KOHTPOMb AWCKOBOrO MPOCTPAHCTBA, BbIAENEHHOro Ans

pe3epBHbIX KOMWIA, U yBeaOMMeHe 06 ncyepnaHnm GUCKOBOrO MPOCTPaHCTBA.

O6cnyxuBaHve annapatHoro obopygoBaHusi. ObcnyxuBaHve o6OpyaoOBaHWS BKMHOYAET B cebs MOHWTOPWMHI UCMONb30BaHMS
OWCKOBOTO MPOCTPaHCTBA W WHGOpPMMpoBaHWe 3aka3uyvka O ero HexBaTKe, MOHUTOPWMHI MCMOMb30BaHWUsA npoleccopa u
onepatmBHo namatu (RAM) u uHdopmumpoBaHue 3aka3umka O HexBaTKe PecypcoB, MOHWTOPWHI MPOU3BOAUTENBHOCTU
obopyaoBaHust U MHOPMMpOBaHME 3aka3unka O HeUCrNpPaBHOCTSIX, ecriv 06opyAoBaHMe OCHALLEHO MaHerbl AWCTaHLMOHHOIO

ynpasrieHnd, Nno3BoNAKLWNM peLllaTb 3TU 3agavdn.

KoHcynbTauum n pekomeHaaumu. Baltneta nogaepxvisaeT nnaropmMy BUPTyanusaumv 1 JaeT pekomeH4aumy no akcnmyaTtaumm u
MoAepHU3aLmMKn nnatTgopmbl BUPTyanusaumm, MHopMUpyeT o Moaensx obopyaoBaHus, HOBOM MPOrpaMMHOM oBecrneveHnn u
BO3MOXHbIX pacLIMpeHusx obopyaoBaHWsi, KOHCYnbTMpyeT 3akasumka Mo BOMpocam Bbixoda M3 CTposi obopynoBaHus,
MCcnonb3oBaHus 1 NpuobpeTeHus cepBepoB.

OrpaHunyeHuns Ycnyr no conpoBOXaeHWo nnaTdopmbl BUPTYanusaLmm:

KomnaHus Baltneta He ocyllecTBnseT o6cnyxmBaHme cepeepHbIX ONepaLyoHHbIX CUCTEM U MPUMOXKEHNIA.

Baltneta He 3aHMMaeTcs paspaboTkoin nporpaMMHOro obecneyeHuns, PeMOHTOM annapaTHoro 06opyAoBaHNA MU yNpaBieHnem
KOHTpaKTamu ¢ TPETbUMU CTOPOHaAMM.

Baltneta He npepocTaBnseT Ycnyru no y4yeTy, yCTaHOBKE, HAacTPOMKE W aBapUiHOMY BOCCTAHOBIEHWIO CheLnann3vpoBaHHbIX
NPUNOXEHNN.

Baltneta He obyyaeT npeactaBuTenen 3akasuuka HacTpoOVKe U yCTAaHOBKE CepBEpOB, YCTaHOBKE BMpTyanusauuu, paboTte ¢
nporpaMmamu (MPUNOXeHUAMM).

3ameHa nnatopmMbl BUPTYanu3aLmm 1 peLleHns As pe3epBHOrO KOMMPOBAaHWSA - 3TO AOMNOMNHUTESbHbIE paboThl, onnavnsaemble
o 4acoBOW CTaBKe.

Boiit B conpoBoxaaemyto nnatdopMy BupTyanusauum ¢ nNpaBaMu rMaBHOTO aAMUHMCTPATOpa MOTYT TOMbKO OTBETCTBEHHbIE
agmuHucTpaTtopsl Baltneta.

Ecnn 3akasuvk wcnonb3yeT nporpaMMHOe unM annapatHoe obecneveHne/obopyfoBaHMe, KOTOpPOe He MoAdepXvBaeTcs
npousBoauTenem (MnNM CPoK ero AencTBus UCTek), komnaHust Baltneta He HeceT OTBETCTBEHHOCTV 3a paspelleHue niobbix

WHUMOEHTOB, CBA3AHHbLIX C 3TUM NMPOorpaMmmMHbIM U annapaTtHbIM o6ecneqeHmeM/otSopy,D,OBaHmeM.

17.3 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

NMPEAMNONATAEMOE
CTAHOAPTHbBIE PABOTbI / 3BAMEHA BPEMA BbINONHEHUA NMPUMEYAHUE
PABOT
BHecTn nameHeHus B KoHurypauuio cetu 30 MuH Wamenenms B NSX edge / Firewall / NAT /
rypay ’ DHCP, nob6aeneHne oononNHUTENBLHOM CETU
o OBHOBMNEHVE BO3MOXHO MPU HANNYmMn
YBenuMyeHue AMCKOBOro NPOCTPaHCTBa BUPTYarnbHON
15 MUH. CcBOOOAHOrO AMCKOBOrO NPOCTPaHCTBA.
MaLLUHbI
Tapudsbl.
YBenuyeHne/ymeHbLLIeHNe onepaTuBHOM NamsTh YBenuueHve BO3MOXHO Mpy Hanm4mm
o 15 MUH.
(RAM)/VCPU BurpTyanbHoi MaLuvHbI pecypcos.
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[ob6aBneHne HOBOro Aucka K BUPTyanbHON MallMHe 15 MUH. -
Cospanue npaeun Affinity ons pasmelyeHns BUpTyanbHOW 15 MuH
MaLLWHbI Ha pasHbIX U OOHOM U TOM e cepeepe ESXi '
MoproToBka BUPTyansLHOro cepsepa ot
Co3sgaHune JononHUTENbHOro BUPTYanbHOro cepeepa 30 MuH.
wabnoHa go IP-nogknoyeHuns
OcraHoBkal/yaaneHue CyLeCTBYIOLLEro BUPTyarnbHOro 15 M

cepsepa

18  NMPABWIA NPEOOCTABNEHUNA U TAPUOUKALIUN YCIIYT VOIP
18.1 ONPELENEHVE YCNYT ®UKCUPOBAHHOW TENEGOHUMU

Yenyr doukenposaHHoii TenedoHun (Voice-over-Internet Protocol - VolP)* npegnonaratoT nepegady rofocoBbiX COOBLLEHMIA N0 CETSM nepeaayn
[aHHbIX C Ucnonb3osaHem MHTepHeT-npoTtokona. BuptyansHas IP-TenedoHHas cTaHuums, Haxoasiwascs B ceTu Baltneta ®npegocTtaensiet goctyn
K CTaHAapTHbIM Ycnyram TenedoHuu, Takum kak Habop HoMepa, OTBET Ha BbI30B, Nepeagpecauusi BbI30Ba, OTYET O BbI30Be, pacrnpeneneHne

BbI3OBOB, roflocoBas noyta, oTnpaska/npuemM akcos/noyTsl 1 ap.

18.2 TEPMUWHBI
18.2.1 BblgeneHHas BupTyanbHas TenedoHHas cTaHuus - TenedoHHas CTaHLMs, oNUcaHHas Ha cepBepe ANs KOHKpeTHoro 3akasywvka, u
OCyLLEeCTBMsAIOWAsi 3aBepLUeHNe BHYTPEHHMX U BHELUHWUX BbI3OBOB.
18.2.2 |P-TenedoH - cTauMoHapHbI TenedOoHHbIN anmapaT, npefHasHauveHHbl Ansi ob6paboTkm TenedoHHbIX BbLI30BOB Ha 0ase
TexHonorum VolP.

18.2.3 KoHBepTep - crneumanbHoe YCTPOWCTBO Ansi npeobpasoBaHus rofnioca u3 Ludposoro curHana B IP-nakeTbl M HaobopoT. 310
YCTPOWCTBO TaKXe HasblBalOT aganTepoM, MOCKOMbKy OHO obecrneuyvBaeT aganTtaumio umudpoBoi/aHanoroson TenedorHun un IP-
TenedoHun.

18.2.4 Topopckol (BHeLLHWUIA) TenedOoHHbI HOMEP - 3TO reorpadn4eckmii UM MOGUIbHLIN TenedOHHbIN HOMEP, UCMOMb3YeMbI B €4UHON
30He TenedoHNN B HaLMOHanbHOM 1 rnobansHoMm macluTabe.

18.2.5 [etanbHblii 0T4ET no 3BoHkam (Call Detail Report unn CDR) - 310 nogpobHas nHdopmaumsi 060 BCeX BHELLUHMX U BHYTPEHHMX

BbI30BaX 3a OTYETHLIN Nepuom.
18.3  OBBLEM YCNYlr

18.3.1 Ycnyra npegocTtaBnsieTcsi nyTem oTHeceHus 3akasymka K O4HOMY U3 Tpex AOCTYMHbIX TapudHbix nnaHos VolP:

e MnaH Mini - Ycnyra nepeagpecauuun, Npu 3aka3e KOTOPOW, BXOAsLME Ha ropoackon Homep6 B ceTu Baltneta 3BoHku -
nepeagpecyloTca B CeTb Apyroro onepatopa. [lnaH nossonsieT TOMbKO MNPUHMMATb MNepeagpecoBaHHbIE BbI30Bbl, U MOXHO
NOAKMIYNTL 1 ropoacKon Homep.

e [naH 1 - BupTyanbHas TenedoHHas cTaHuusa ¢ obLuM pecypcoMm, koTopas MoxeT obcnyxwveaTte A0 16 BHyTpeHHVUX7 u go 100
BHELLHUX TenedOHHbIX HOMEPOB. JTa BUPTyanbHasi CTaHLMSA NO3BOMSAET NCMOMb30BaTh BCE OCHOBHbIE (hYHKLIMM BbI30BA.

e [1naH 2 - BupTyanbHasi TenedoHHast CTaHLMS C BblAeNEeHHbIM PecypcoM, crnocobHas obcnyxmsaTb Ao 60 BHyTpeHHUx n go 1 000
BHELLHUX TenledOHHbIX HOMEPOB. JTa BUPTyarnbHasi CTaHLMS NO3BOISIET UCMONb30BaTb BCe OCHOBHbIE (PYHKLIMW BbI30Ba, a TaKke

AO0NOJTHUTESTIbHble BO3MOXHOCTU Teﬂeq)OHVII/I N MHTEerpauum ¢ gpyrumm cuctemamu.

18.4 BasoBble pyHKUUM TenedoHUM 1 ONONHUTENbHbIE (DYHKLMOHAMNbHbIE BO3MOXHOCTU (3aKa3blBalOTCst OTAENBHO):

e [locnenoBaTenbHOCTb 3BOHKOB - CO3[laHMe (PUKCMPOBAHHOIO MyTW BXOASLLErO Bbl30Ba C UCMOMb30BaHWEM MpaBuna BPEMEHU 1
nocneposatensHocTU. pu CO34aHHON MNOCNeoBaTENbHOCTM, KaxAbli BXOASLUMIA 3BOHOK MEpeagpecoBbIBAETCA C OAHOroO
TenedoHa KOMMaHWM Ha Apyroi Ao Tex Mop, Moka Ha Hero He OyaeT MomyyeH OTBET MMM MOKa He 3aKOHYWTCA 3BOHOK. B
nocnefoBaTenbHOCTV MOMYT y4acTBOBaTb HE TONMbKO BHYTPEHHUE HOMEPA, HO U HOMEpa APYrux ceTen.

o OxwupaHue BbI3oBa - (DYHKLMSI NEpeBOa BXOASLLErO 3BOHKA B PEXMM OXnAaHus, ecnv TenedoHHas NMHUSE agpecaTa BO Bpemsi
pasroBopa 3aHsiTa. OfHa TenedoHHas NMHNA MOXET OAHOBPEMEHHO 06CnyxmnBaTh 40 30 aKTUBHbIX BbI30OBOB.

o [lepeagpecaumns Bbi3oBa - PYHKUMS nepeagpecaumnm/HanpaBneHns BXOASLEro Bbl30Ba Ha OPYro BHYTPEHHWIA WU BHELLHWUIA

Homep. IP-TenedoHbl N03BONAT abOHEHTY OCYLLECTBNSATL Nepeagpecaumio CamocTosiTeNbHO, 6e3 NomoLLu onepartopa.

4 dukenposaHHas Tenedonus - VolP - (Voice-over-Internet Protocol) - pelueHue ans TenedoHmm, Npu KOTOPOM rofoc NepeaaeTcs o ceTu nepeaaqn AaHHbIX (MHTepHeT)
C UcnonbL3oBaHnem VIHTepHeT-npoTokona.

5 BupTyarnbHasi TenegoHHas CTaHuus - crieuuarnbHbii cepsep, pacnonoxerHsin B LIO[ Baltneta u npegHasHaueHHbIn AN 06paboTku U 3aBEpPLUEHUST BHYTPEHHNX 1
BHELLHWX BbI30OBOB.

5 FopoacKom (BHELIHUI) TENEMOHHbIM HOMEP - 3TO reorpaUyecknin UM MOBUIbHBIN TENEdOHHBIN HOMEP, UCMOMNb3YEMbIN B €4MUHOI 30He TENedOHNUN B HALMOHABHOM 1
rnobanbHoM maclutabe.

7 BHYTPEHHUI1 (KOPOTKMI) TENEOHHBIN HOMEP - TENEOHHBIN HOMEP, NPeAHa3HaYeHHbIN UCKMIOUYUTENBHO AMS UCMONb30BaHMS KOHKPETHOM KoMMaHuern 6e3 Bobixogda 3a
npefenbl BHyTpeHHeh TenedoHHON ceTn KOMNaHuu.
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"pynna 3BOHKOB - 06bEANHEHNE BHYTPEHHUX HOMEPOB KOMMaHWW B OAHY rpynny ¢ BO3MOXHOCTbIO NepexsBaTa BXOASLUMX BbI30BOB
C HOMEPOB, BXOASLLMX B Ty Xe rpynmny.

3aka3 1 MpPOCMOTP pacnevaTok 3BOHKOB 8 - 3TO cneuvanuaMpoBaHHOE MPUIOXEHWe AN 3akasa W NpocMoTpa pacneqaTok
MNCXOASLLMX BbI30BOB 3@ OTYETHbIN NeproA.

[eTanbHblii 0TYET 0 3BoHKax (CDR) - cneyuanuanpoBaHHoe NpUnoXeHne Ans NpocMoTpa AeTarnbHOro otyeta 060 BCeX MCXOAALLMX
N BXOASALLMX BbI30BaX.

Voicemail - BO3MOXHOCTb Af151 3BOHSILLErO OCTaBUTb COOGLLEHME, HE AOXOABLUMCL OTBETa. YBegomneHue OyaeT 3anucaHo u
OTMPaBNEeHo Ha 3a4aHHbIN aApec SNEKTPOHHOW NOYTbI KOMMaHUK.

MapLupyTusaumsa BXOASLLMX BbI3OBOB - 06paboTka 1 MapLUpyTVU3aLIMs BXOASLLMX BbI30OBOB B COOTBETCTBUM C 3aaHHOW NTOTMKOM.
Interfax - BUpTyanbHbIn hakCUMUIbHBIN annapat, NO3BOMALMIA NPUHUMATL hakCbl Ha ANEKTPOHHY0 noyty. OTnpaBka dakcoB
OCYLLECTBIIAETCA C NMOMOLLbIO CneuuansHOM Nnporpammbl.

KoHdepeHu-3an (B ocduce n BHe odwuca) - BUPTYyanbHbIN KOHGEPEHL-3as, NO3BOMSAIOWNIA OCYLLECTBNSATE ayANOCBA3b MEXAy
HeCKONbKMMM aBOHEHTaMK. YUYaCTHUKMN BbI30Ba MOTYT HaXOAMUTLCS B CETSIX Pa3HbIX OnepaTopoB.

NHavBuayanbHbIN TapudHbIA nnaH - Ycnyra, no3sonsiowias 3akasaTb Tapudbl Ha 3BOHKW, COOTBETCTBYHOLME NOTPeBHOCTAM
BaLLen KoMNaHuu.

DISA (onsi 3BOHKOB 3a rpaHuLly) - BUPTyanbHbI JIMTOBCKUI HOMEP, NO3BONSAOLLMIA 3aKa3yuKy 3BOHUTb C MOBUbHOro TenedoHa 3a
rpaHuy Yepes ceTb Baltneta.

DISA (ans 3BOHKOB M3-3a pybexa) - BUpPTyarnbHbIi HOMEP MHOCTPAHHOrO rocyAapcTBa AN 3BOHKOB M3-3a pybexa yepes ceTb
Baltneta.

700b11 HOMEp - 3TO NIUTOBCKWIN BOCbMU3HAYHbIV TENEeOHHbIM HOMEp, NepBble Tpu Lndpbl koToporo - 700.

800bIN HOMEP - 3TO NIMTOBCKUI BOCbMU3HAYHBIA TENEMOHHbIN HOMEP, nepBble Tpu Lmndpbl koToporo - 800. Bxoasiine 3BOHKM
onna4nsatoTcs nonyvarenemM Ycnyru no Homepy n 6ecnnatHbl Ans ero 3aKka3ymkos.

900bIM HOMEp - 3TO NIMTOBCKWI BOCbMU3HAYHbIN TENEMOHHBIM HOMEp, nepsble Tpy Lndpbl kKoTtoporo - 900. Homep TenedoHa ¢
NOBBbILLEHHbIM TapUoM.

3apybexHblii HoMep - BUPTyarbHbI HOMEP B APYroi CTpaHe, No3BONSOLLMIA NPUHUMATL BXOAALLME 3BOHKM.

WHTepakTuBHOe MeHto IVR - VIHTEpakTUBHOE MEHI0 (Takke U3BECTHOE Kak 3MEKTPOHHbIN CeKpeTapb) NPefoCTaBseT 3BOHSLLEMY
3apaHee 3anncaHHoe MeHIo 1 No3BoNseT BbIOpaTh, KyAa Aanblle HanpaBWUTb €ro 3BOHOK, UCMOMb3ys HOMepa KnaBuaTypbl.
3anuncb pasroBOPOB - 3aNMCb BXOASALLMX W/ NCXOASLLMX BbI30OBOB Ha CTaHLMN.

Pernctp 3BOHKOB - Npunoxexue, nossonsiowiee cobupaTb M aHanManMpoBaTb CTAaTUCTVKY BXOASLLMX BbI30OBOB MO AaTe U BPEMEHMU,

rpynne onepartopos, OTAeNbHbIM onepaTtopam, OTBE4YEHHbIM 1 NponyLleHHbIM Bbi30OBaM.

18.5 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)
NPEAMNONATAEMOE
CTAHOAPTHbBIE PABOTbI / BAMEHA BPEMA NMPUMEYAHUE
BbINONHEHUA
dopmmpoBaHue otyeta no 800-01 NMHUK 30 MuH. -
PaboTa onnayvBaeTcst N0 NO4acoBOW CTaBKe
dopMUpoBaHKe OTYETa O 3BOHKAX MO Monb3oBaTensM/HoMepam 30 MuH. "[lononHutenbHble paboTbl”.
YpaneHue 3anucer pasroBopos 30 MuH. -
M3meHeHwue rpynn nepeeoga BbizoBoB PBX 30 MuH.
HacTtpoiika ouepeam (1 ovepenp) 30 MyH.
Moaudukaums 3Byko3anucu (M3ameHeHne/obpesaHne opmata) (1 -
[0pOXKa) 30 MUH.
CwmeHa no4ytoBoro swmka Interfax (Hylafax) 30 MyH.
MameHeHwne 3BykoBoW Aopoxkn IVR (M3meHeHwe 1 3anucu) 30 MyH.
M3meHeHune koHdpurypauum IVR (Ha ypoBHe rny6uHbl 1) 30 MUH.
ViameHeHne nocnenoBaTenbHOCTY 3BOHKOB (O0AHa -
nocnegoBaTenbHOCTb) 30 MUH.
Vi3ameHeHve umeHn TenedgoHa Ans 0gHOro yCTponcTea 30 MuH.

8 PacneyaTka 3BOHKOB - umncpoBoe npeacTaBneHne MHpopmaLm 0 BCeX BHELLHMX 3BOHKaX, KOTopble Gblny caenaHbl (Ha KOTopble OTBETUMM) 32 OTHYETHbLIN NepuoA,.
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PaboTa onnayvBaeTcsi o NO4acoBOW CTaBKe
"OononHutenbHble paboTbl”.
MogroToBka pacneyaTtky no BXogsLWMM 3BOHKaM 30 MUH.
Pabota onnayvBaeTcsi N0 NO4acoOBOW CTaBKe
"[ononHutenbHble paboTbl".
MoproToBka pacneyaTky No UCXOOSALLMM 3BOHKAM 30 MUH.
PacLumnpeHve amckoBoro npoctpaHcTea PBX 30 MuH.
HacTpoika knaBuatypbl TenedoHa (nepenporpaMMmpoBaHune -
KHOMOK) 30 MUH.
MpepocTaBnexHne gocTyna K AUPEKTOPUN 3anmcelt pasroBopoB 30 MuH.
MpepocTaBneHne NOACOEANHEHUS K AUPEKTOPUMN 3anucen -
pa3roBopoB 30 MUH.
YcTaHoBUTb Nepeagpecaumto (ans 1 Homepa) 30 MyH.

18.6  OPYIME YCITIOBUA

18.6.1 Tlo xxenaHuto 3akasdvka Baltneta MoxeT HanpaBUTb NMCbMEHHBIN 3anpoc APYrMM onepaTopam CBSi3W O nepeHoce TenedoHHbIX
HomepoB 3akasuvka B ceTb Baltneta. Mo 3anpocy Baltneta moxeT npegoctaButb HOBble HOMEpA CTaLMOHAPHBLIX U MOBWIBbHBIX
TenedoHoB B Jlutse u 3a pybexom.

18.6.2 Tpu nogknoyeHun Ycnyru 3anucy pasroBopoB komnaHus Baltneta xpanut 3anucu 3a nocnegHue 6 mecsiues.

18.6.3 Tocne npuocTtaHoBkK Ycnyrn komnaHus Baltneta 06s13yetcsa B TeyeHne 2 pabounx gHeln yaanutbs HoMep MobunbHoro TenedoHa
3akasuvka ¢ AaHHbIMU. [laHHble YAanaTCa U3 pe3epBHbIX Konuin 6e3 BO3MOXHOCTU BOCCTAHOBMNEHUS B TeYeHne 7 KaneHaapHbIX
OHen unun paxbLue no TpeboBaHuio 3akasyuka.

18.6.4 Komnanus Baltneta nybnukyet cBoun Tapudbl Ha 3B0HKV B IHTepHeTe no agpecy www.balt.net/sutartys .

18.6.5 TapudHble NnaHbl pacnpoCTPaHSIOTCS Ha UCXOAsILLME 3BOHKM Ha HOMepa cTpaH EBponevickoi akoHOMMYeckon 30HblI (cM. EEA
Caller ID). 3BoHKM Ha HOMepa, HaxoasLmecs 3a npegenammn ES3, onnaunsatotca nNo oTAensHOMY TapudHOMyY nnaHy. Tekywias
Bepcusi 4OCTyNHa no agpecy www.balt.net/sutartys.

18.6.6 3BOHKM Ha npemuanbHble HOMepa TapudUUMPYOTCA Mo Tapudam, yCTaHOBMEHHbIM ornepaTtopamu. AkTyanbHble Tapudbl U
AeVicTByloLLast Bepcus Mybnukytotcst Ha caiite www.balt.net/sutartys nnu 3akasunk nHopmMmupyeTcsi 0 CTOMMOCTM 3BOHKA BO BpeMst
pasrosopa.

18.6.7 TpaBunbHbIN Homep TenedoHa ( Caller ID) rapaHTupyeTcs Tonbko B ceTn Baltneta.

18.6.8 Tepepava DTMF-curHana Ha MHOCTPaHHbIE HOMepa rapaHTUpyeTcsi TonbKo B ceTu Baltneta.
19  NMPABWUINA NPEOOCTABJIEHUA YCNYI TELLQ MULTI
19.1 OMNPEJENEHME YCNYT TELLQ MULTI

Tellg Multi - 3To MHOrokaHanbHas KOMMyHUKaLMOHHas nnatdopmMa, BKvatLlas B cebst TenedoHuto, ynpaeneHve 3anpocamu no 3reKTpoHHOM
noyTe Y MrHOBEHHbIMU COOBLLEHUSMM, OCHOBaHHAasi Ha OOMayHbIX BbIYMCIIEHWSX W NULEH3WpyeMasi Mo COOTBETCTBYHOLLIEMY KaHamny CBSi3U U

KONMMYEeCTBY nosib3oBatenein. CuctemMa AoMmkHa pasnuyaTs areHta v agmuHncTparopa’®.

19.2  OBBbEM YCNYI

19.2.1 OTBeTCTBEHHOCTb 3a NpaBuIibHOe (PYHKLIMOHMPOBaHUE W KayecTBO nMporpammHoro obecnevenusi Tellg HeceT Baltneta. Baltneta
npefocTaBnseT BO3MOXHOCTb MPUOBPETeHUs [aHHOro MporpaMMHOro obecrneyeHuss kak Ycnyru, oTBeyaeT 3a npoLecchl

npenocTaBneHns YCnyrn u KOHTPOMb BbINONMHEHUst PUHaHCOBbLIX 06s3aTenbCTB.

19.2.2 B cnyyae wuHTerpaumm cuctembl Telly ¢ nporpamMmmHbiM obecneveHvem/cuctemammn TpeTbMX MUL, OTBETCTBEHHOCTb 3a
3KCMnIyaTaumio Takoro NporpaMMHOro obecneveHns/cucTem HeceT 3aka3uvK UNu ero CTOPOHHSA opraHu3aums, obcnyxvBaroLLas
Takoe obopyaoBaHve. Baltneta He ocywiecTtBnseTr yctaHOBKy, OGHOBMEHWME, HACTPOWKY WNW aBapuiiHOe BOCCTaHOBMEHWe

nporpaMMHoro obecneveHms 3akasuuka.
19.2.3 Ycnyra Tellg Multi He BkntovaeT B cebs ynpasneHne obopynoBaHuem 3akasyuvka.

19.2.4 PaboTbl No paspaboTke nporpamMMHOro obecneyeHusi, paclumpsiiowero gyHkumoHanbHocTe Tellg no xenaHuio 3akasduka, He
SABMSATCSA YaCTbio AHHON YCNyru, HO B HEKOTOPbIX Cry4asix MOryT ObITb BbINOMHEHBI KaK AONONHUTESNbHbIE paboThl B COOTBETCTBUM

C Tapudamu.

9 PaBouee MecCTO areHTa - BUpTyanbHoe paboyee NpoCTPaHCTBO Ha MHOTOKaHAMNbHON KOMMYHWUKALMOHHO NnaTopMe C OrpaHUYEHHbIMW MPUBUTIETVSIMU.
' Paboyee MecTo aamuHucTpaTtopa (Teamleader) - BUPTyanbHoe paboyee MECTO A1 MHOrOKaHasIbHOW KOMMYHUKALMOHHOM NnaTdopMbl C pacluMpeHHbIMA npasamu
KOHPUrypUpOBaHus.
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19.2.5 KomnaHus Baltneta 06a3yeTca npegoctaBute 3aka3umky MHCTPYKLUM MO MCMOMNb30BaHMI0 NporpaMmHoro obecnevexus Tellg.
19.2.6 Ayamosanucy pas3roBOpOB M 3MEKTPOHHLIX nucem, livechat, npunaraemble darinsl MSG (attachments) xpansitca B Tellg go 180
OHen.
19.3 MOAYNN N XAPAKTEPUCTUKU TELLQ:
19.3.1 Tellq Calls - 3T0 MOAYySb MHOrOKaHanbHOM KOMMYHUKaLMOHHON NNaTdopmMbl Ans 06paboTku NOTOKOB BbI3OBOB.

19.3.2 Howmepa, coeauHeHns n MUHYTbI (Tapudbl), HeOBXoAMMbIE AN OCYLLECTBNEHUS (PYHKLMM BbI30BA, HE BXOAST B COCTaB YCNnyru un
MOryT ObITb 3aKkasaHbl kak OTAeslbHble Ycnyrn TenedoHun Baltneta. OyHKUMOHaNbHLIE BO3MOXHOCTM UM OrpaHudeHust Ycnyru

TenedoHUN onpeaenexbl B NpaBuna npeaocTaBneHns AaHHON YCnyru.

19.3.3  ®yHKUMOHanbHbIe Bo3MoxHOCTM Moayns Tellg Calls:

Bbl6MpaeM0e KOnn4ecTBo paGoqu MeCT Ana agMUHUCTPAaTOPOB.

He orpaHnyeHHoe konnyecTso pa6o‘-w|x MECT areHToB.

Konn4ecTtBo BHELLUHUX HOMEPOB HE OrpaHNYeHo.

BupTyanbHbii TenegoH - yacTb nporpaMmMHoin nnatdopmbl Tellg, AOCTyn K KOTOPOM OCYLUECTBISETCA 4Yepes3 MNpuroxeHue,

YHKLMOHANbHOCTb KOTOPOro No3BonseT 3akas3yunky NPYHUMAaThL 3BOHKM 1 COBEpLUATb MCXOAsLMe BbI30BbI Yepes ceTb Baltneta.

YnpasneHue nepepsisamy areHToB - 4acTb NporpaMmmHon nnatgopmsl Tellg, nossonsiowas areHTam BbIGUpaTh TN nepepbisa npu

BbIXOJ€E M3 aKTUBHOW odepeau, Nnbo 13 crnmcka nepepbiBOB N0 yMOn4yaHuio, nmbo 13 cnucka, 3agaHHoro 3akasynkom.

MOHWUTOPUHI COCTOSIHWSI areHTOB B PEXMME pearibHoro BpeMeHW SIBMSIeTCS YacTblo nporpammHoil nnatgopmbl Tellg, koTopas

Nno3BonsieT aAMUHUCTPATOPY LeHTpa 3BOHKOB OTCMEXMUBaTb AOCTYMHOCTb areHTOB B Nt060 MOMEHT BpEMEHN.

Pervictp 3BOHKOB areHToB - 3TO YacTb MporpamMmmHoil nnatopmbl Tellg, koTopasi No3BoNAeT agMUHUCTPATOPY LEHTPa 3BOHKOB
aHanMaMpoBaTh 3arpyeHHOCTb W 3PEKTUBHOCTL PaboThl OTAENbHLIX areHToB, a Takke MpocMaTpuBaTh MNPUHATHIE,

BbIMOJSTHEHHbIE N NPONYyLWEeHHble 3BOHKWU.

OcCHOBHast aHanuTuyeckas OHMaWH-NaHeNnb SBMASETCH YacTblo nporpaMmHon nnatdopmel  Tellg, koTopasi nossonset
aAMUHUCTPATOPY LIEHTPa 3BOHKOB OMLUMOHANbLHO MPOCMAaTpuBaTh CTPYKTYPUPOBAHHYIO MHGOpPMaLmMio 0 paboTe areHToB AaHHOro

LEeHTpa, BXOOALNX N UCXOOALLUNX 3BOHKaX.

OB6LuMi >XypHan 3BOHKOB SBMSETCS YaCTbio NporpammHoit nnatgopmbl Tellg, koTopas no3sonseT aAMUHUCTPATOPY LIEHTPa 3BOHKOB
aHanuanpoBaThb 3arpyXeHHoCTb U 3dpdekTMBHOCTL paboTbl areHToB, a TakKe MpocMaTpMBaTb KOMMYECTBO MPUHSATHIX,

BbINOMHEHHBIX M MPOMYLLEHHbIX 3BOHKOB B paspese ovepeaen.

OT4eTbl 0 nponyLUeHHbIX 3BOHKaxX 1 cry4vasx, koraa nepe3BoHunm

Basa pgaHHbIX KOHTaKTOB - 4acTb nporpammHoi nnatdopmel Tellg, npeacTaBnsowas cobon BHyTpeHHow dyHkumio CRM ¢

I/ICTOpVIeVI KOHTaKTa, KOMMEHTapuaMu K pasroBopam, Teramuv 1 aanmcamun.

3annch BXOASALMX U UCXOOSLLMX 3BOHKOB (XpaHuTcs Ao 180 aHen).

DYHKUMSA yaepaHus - YacTb NporpamMmmHoi nnatgopmbl Tellg, no3sonsitoLasi NnepeBeCTM BXOASLLMIA 3BOHOK B PEXUM YAEPKaHUS.

MNepeappecauys BbI30Ba - YacTb NporpammMHon nnatgopmbl Tellg, nosBonstoLlas nepeagpecoBaTb BXOASLIMIA 3BOHOK Ha ApYroro

areHTa Wnv BHeLWHUN HOMeEp.

AHanutuka 3aHATOCTM areHTOB W MepepbiBOB - YacTb nporpammHon nnatdopmbl Tellg, no3sonsiowas aHanusmpoBaTb TuMbl

nepepbIBOB 1 3aHATOCTU areHTOB Ha OCHOBE CTaHA4APTHOrO UM 3agaHHOro 3aka3ynkom crincka.

MopTasn camoobenykmBaHms - YacTb nnatdopmsl Tellg, rae aaMUMHUCTPaTOP MOXET co3haBaTh U PeaakTMpoBaTh OYEPEaN areHToB,

JIOrMKY MHTEPaKTUBHOIO ronocoBoro MeHto (IVR), akTMBHOCTb areHToB, CUCTEMHbIE MONS, peAakTMpoBaTb ayamo3anvcu U T.4.

CosgaHune 1 ynpasrneHve obpaTHbIMK 3BOHKaMM - PyHKLMSI 3anpoca 3BOHKA, MO3BOSSIOWAs areHTy co3daTh HanoMuMHaHue Ans

cebs nnun apyrnx areHToB LieHTpa o 3BOHKe 3akasuuka.

®dyHkums Click to call - dpyHKUMS MHULMMPOBaHNA BbI30BA, NO3BOSISOLLASA HAYaTb PA3roBOP OAHUM LLEMNYKOM MbILK 13 Bpaysepa.

OT4eTbl 0 NPOAYKTUBHOCTU areHTOB.

OTyeTbl 3aKa3bIBAOTCS OTAENLHO B COOTBETCTBUM C MHAMBUAYanNbHbIMY TpeboBaHusaMM 3akasunka.
19.3.4 Tellq Inbox - 3T0 MOAYNb MHOroKaHanbHOM KOMMYHUKALMOHHOW MNaTdopMbl Ans yNpasneHns 3NeKTPOHHON MOYTOW.

19.3.5 Mogynb Tellg Inbox He SiBNsieTCs camMOCTOATENBHBIM NOYTOBbLIM PELLEHVEM, OH TPEBYET Hann4Ksa No4ToBOro 3akas4yvka no Beibopy

nonb3oBaTens v akTueauun npotokona IMAP Ha noyToBOM cepBepe.

19.3.6 PyHKUMOHanbHbIE BO3MOXHOCTM Moayns Tellg Inbox:

BbIGMpaeMOG KOnn4ecTBo pa601-||/|x MeCT Ana agMUHUCTPaTOPOB.

He OrpaHn4YeHHoe KonmM4ecTeo paGotmx MECT areHTOB.

prnnMpOBKa pPas3nn4HbIX KaHaroB.
° ynpaBneHme areHtTamMmu no BCcemM KaHanam.

e CTaHgapTusMpoBaHHble oTBeTHI (templates).
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e YnpasneHue Teramu (tags).

Bo3MOXHOCTb pa3nuuHbIx nognucen (signatures).

[enernpoBaHune/Ha3HavYeHne 3anpocoB.

KOMMeHTapI/II/I K BHYTPEHHUM KOMMYHUKaUNAM B KOMaHae.

MHdopmaLmsi no nctopmm paspeLleHnn 3anpocoB.

LleHTp yBegomnenui (notifications).

KaTeropuu 3anpocos / ounbstpaums.

Mowck no kntoyeBbIM cnioBam (keywords).

KonnuecTBo 1 cTaTyC HOBbIX/CYLLIECTBYIOLLMX 3aMPOCOB.

CpefHee BpemMs OTKNVKa/paspeLLeHust.

WHavBuayanbHasi oLeHKa areHToB.

KonuyecTtBeHHble nokasaTenu 3anpocoB MNo KaHarnam CBA3N.

KonunyecTBeHHble nokasaTenu Ans kaTeropuii (Teros).

XpaHeHve BIoXXeHWIN 3NEeKTPOHHOM NoYTbl B TedeHne 180 gHen.

19.3.7 Tellg Chat - ato mogynb MHOrokaHanbHOW KOMMYHWUKALMOHHOM nnaTtcopMbl AN ynpaBrieHUss OOMEHOM MrHOBEHHbLIMU
coobLLeHnsaMM B yaTe.

19.3.8 YcrtaHoBka u becnepebonHas paborta mogyns Tellg Chat TpebyeT nHTerpauum 4actu NnporpamMMHoOro koga Ha cait 3aka3uuka. Ha
OCHOBaHuW 3Tol Ycnyrn 3akas3uuky npefocTaBnsieTcsl YacTb NMpOrpaMMHOro koga, M 3aka3yvk HeceT OTBETCTBEHHOCTb 3a ero

yCTaHOBKY, 3a KOTopyto Baltneta oTBeTCTBEHHOCTU He HeceT.

19.3.9 ®yHkUMoHanbHble BO3MOXHOCTU Mogyns Tellg Chat:

Bbibupaemoe konnyectso pabounx MecT Anst aAMUHUCTPATOPOB.

HeorpaHuyeHHoe KonmyecTBo paboumx MeCT areHToB.

MnarvH Yyata ans Bawewn cTpaHnLbl.

KaTteropuu 3anpocos (tags).

[enernpoBaHne/Ha3Ha4eHNe 3anpocoB.

KommeHTapum K BHyTPEHHUM KOMMYHMKaLMsM B KOMaHAE.

LlenTp yBegomnenui (notifications).

XpaHeHue BrioxeHun (attachments) B Teuerne 180 gHen.

19.3.10 Tellg MSG - 310 MOAYNb MHOrOKaHasIbHON KOMMYHWKaLIMOHHOW NnaTtopMbl Anst aAMUHUCTPUPOBaHWS YaToB B Facebook-akkayHTe

3akasuvka.
19.3.11 Tellg MSG TpebyeT Hanuunsa y 3akasuuka akkayHTa Facebook B Bepcum Business.

19.3.12 ®yHkUMoHanbHble BO3MOXXHOCTU Mogyns Tellg MSG:

Bbl6mpaeM0e KOnn4ecTBo paGO‘-II/IX MeCT Ana agMUHUCTPaTOpPOB.

HeorpaHquHHoe KOnn4ecTBo paGquX MECT areHToB.

MnarvH Facebook Messenger ans Bawen ctpaHuubl .

Bo3mMoXxHOCTb NpocMOTpa U ynpasneHna 3asgBkamMmu, NOCTynarvwwmmMmm Ha Messenger B FaCGbOOk-aKKayHT KOMNaHun B cucteme

YnpaBneHvie Teramu (tags) BXOASILLMX 3anpocoB, NepCOHanu13aLms 3anpocos.

quHoe N aBTOMaTU3NPOBaHHOE (I'IO ONMUCaHHbIM npanmaM) ,u,enerprBaHMe/Ha3Haqu|/|e 3ajad opyrmm areHtam.

Bo3mMoXxHOCTb ,ElOGaBJ'IeHI/Iﬂ KOMMEHTapua K 3adaBke ana BHyTpeHHeIZ KOMMYHUKaLUWW BHYTPU KOMaHObI.

B03MOXHOCTb OTMETUTE [OPYyroro areHTa ansa cBA3n B KOMMEHTapUKn K 3anpocy.

NHdbopmaLmsa no nctopumn paspeLleHnm 3anpocos.

LleHTp yBepgomnenuit (notifications).

XpaHeHuve Bnoxenuit (attachments) B Teuerune 180 gHeit.

19.3.13 Tellg Chatbot - ato nnaruH mogyns Chat cuctembl Tellg, npegHasHayeHHbIt ANS NOAAEPXKM aBTOMaTU3MPOBaAHHOIO
KpYFnocyTo4YHOro obLleHust ¢ 3akasymkaMu Ha OCHOBE epeBa enaemoro Bblibopa, KOTOpoe MOXHO Nerko coshaBaTh U U3MEHSTb

B camoobcnyxvBaHuy nrnatgopmel.
19.3.14 Tellg Chatbot moxeT ncnonb3oBaTbcsi TofNbko ¢ moaynem Tellg Chat.

19.3.15 Mogynb siBnsieTca camoobCnyxmBaHueM, ynpasnseTcs 3akasumkom, MoxeT paboTaTb KpyrnocyTOYHO, MO3BONSieT co3faBaTb
MHAVBUAYanbHbIE anropMTMbl paboTbl YaT 60Ta Ha pasHbIX CTPaHMLax canTa UnvM nepeHanpasnaTb 3anpoc, NOCTynawLmii Yepes

4ar, KMBOMY areHTy.

19.3.16 Al Chatbot — Moaynb MHOrokaHanbHON KOMMYHUKALMOHHOM NNaThopMbl, peaHa3HauYeHHbIN Ans aBTOMaTU3MPOBaHHOMO 06LLEHNS
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C KnMeHTamu 24/7 ¢ ucnonb3oBaHNeM UCKyCCTBEHHOro uHTennekta. Mogyne ncnonbayeT TexHonorun OpenAl n MHCTPYMeHT n8n
ONns NpefocTaBneHns MHopMaLMm COrnacHo yKasaHHbIM UCTOYHUKaM U 3adaHHon noruke obwenus. U OpenAl, n n8n aenstoTcs
CTOPOHHVUMMW MHCTPYMEHTaMM C COBCTBEHHBLIMU NOMTUKaMK KoHuaeHUMansHocTu. Mcnonbays mogyne Tellg Al Chatbot, KnveHt
cornaluaeTcsi ¢ npaBunaMu 3aLLuThbl AaHHbIX U KOHMAEHUManbHOCTH, NpuMeHsieMbiMi OpenAl 1 n8n, ykasaHHbIMM MO CreayoLwmumM

ccbinkam: https://openai.com/ru-RU/policies/row-privacy-policy/, https://docs.n8n.io/privacy-security/privacy/.

19.3.17 Onnara Al Chatbot:

o OnnaunBaeTcs Kak 0fiHa NULEH3NS Ha OAHY KOMMaHWIo.

o [Ins aktnBauum mogynsi Al Chatbot knueHT gomkeH nmetb aencTeytowyto nuueHsuto Tellg Chat.

o [lononHutenbHas onnaTta B3MMaeTCs B 3aBUCUMOCTU OT (haKTU4eCKM UCMONb30BaHHOIO 3a Mecsiy konuyectsa Al Token.

¢ LleHbl ykasaHbl B opme 3akasa ycrnyru.

o B cucteme Tellg knueHT MoXeT BMAETb hakTUHECKN CreHEPUPOBaHHYIO CyMMy ONnnartbl.

e PacueT Al Token ocylecTBnseTcs Ha OCHoBe:

e 06bemMa nHdopmMaLmn, NCNONb3yemMon Ans reHepaLumn OTBETOB;

® pecypcoB, HeobXoAMMBbIX AN hopMUPOBaHUA OTBETOB.
19.3.18 ®yHKUMOHanbHbIE BO3MOXHOCTM Moayns Al Chatbot:

e BO3MOXHOCTb aBTOMaTUYECKOro CKaHMPOBaHUSI COAEPXKMMOro Beb-canTa Ans npeaocTaBneHns nHcopmaumn.

o BO3MOXHOCTb 3arpy3ku JOKyMEHTOB, AaHHbIE 13 KOTOPbLIX MCMOSbL3YHOTCA A5 NpeAocTaBneHns MHopmaLmn.

¢ BO3MOXHOCTb BKIMOYaThb 1 OTKIIOYaTb MOAYMb MO HeobxoammocTtu B cucteme Tellg.

o B0o3mMOXHOCTb ycTaHOBUTL NUMUT cTonmocTu Al Token ¢ yBegoOMMeHMEM O ero AOCTVXKEHUN.

o B0o3MOXHOCTb NpegocTaBneHns KOMMYHUKaLMOHHOM MHCTPYKLUMM (NOACKa3KM), onpeaenss napameTpbl TOHa, CTUNS, HACTPOEHUS 1

TIOTVKMN OBLLIEHNS.

19.3.19 Tellg Transcription — Tellq Transcription — Mogynb MHOrokaHanbHOW KOMMYHUKaUWOHHOW NnaTdopMbl, NpeaHa3HavYeHHbIn Ans
aBTOMAaTUYECKON TPaHCKPUMNLMM 3BYKOBbLIX 3amnnceil, Co3haHHbIX BO BPEMSI 3BOHKOB, B TEKCT C MCMOSb30BaHMEM UCKYCCTBEHHOroO
nHTennekta. Mogynb ucnons3dyet TexHonornn OpenAl Ans pacno3HaBaHus ayavo U npeobpas3oBaHns ero B MMCbMEHHY0 hopmy,
a TaKKe MHCTPYMEHT n8n Ans reHepauuu u npepocTtaBneHust uHdopmauum B cucteme Tellg. M OpenAl, n n8n sBnsioTcs
CTOPOHHMMM WHCTPYMEHTaMn C CODCTBEHHbIMM MOMUTUKaMK KoHduaeHumanbHocTh. Mcnonbsyss mogyne Tellg Transcription,
KnneHT cornawiaetcs ¢ npaBMnamMm 3almThl aHHBIX U KOHMUMAEHUMANbHOCTH, npuMeHsieMbiMm OpenAl n n8n, ykasaHHbIMKU MO

cnegyowmm cebinkam: https://openai.com/ru-RU/policies/row-privacy-policy/, https://docs.n8n.io/privacy-security/privacy/.

19.3.20 Onnara Tellg Transcription:
o OnnauynBaeTcs Kak 0fiHa NNLEH3NSA Ha OAHY KOMMaHWMIo.
e [lononHuTenbHas onnaTta B3MaeTCs B 3aBUCUMOCTM OT (haKTUYECKM MCMONb30BAHHOTO 3a Mecsil, konuyecTsa Al Token.
e LleHbl ykasaHbl B (hoopme 3akasa ycnyru.
e B cucteme Tellg knueHT MoXeT BMAETb PakTUHECKN CreHEPUPOBAHHYHO CyMMy OnnaTtbl.
e Pacyet Al Token ocyLecTBnsSeTCA Ha OCHOBE pecypcoB, HEOBX0AMMbIX Ans TpaHCKpuGaLuy ayamo3anmcy B TEKCT.
19.3.21 ®yHkuMoHanbHble Bo3mMoxxHocTH Tellg Transcription:
e BO3MOXHOCTb BblGpaTh MeToA TPaHCKpUNLUmu:
o MoHo — TeKkcT npeacTaBnseTcs Kak cnioLHom 6rnok 6e3 pasaeneHus pennuk areHta n cobeceHuka.
o CTepeo — TEKCT NpeCTaBIeH B BUAE Avarora ¢ pasgeneHnem BoickasbiBaHUA areHTa u cobecegHuka.
e BO3MOXHOCTb BKOYaTh U OTKMKOYAaTL Moadyrb No HeobxoaumocTu B cucteme Tellg.
e Bo3MOXHOCTb BblGpaTh, Kakme ayamo3anucu TpaHckpubupoBsaTh (Mo TenedoHHON MUHUK, areHTy u T. 4.).
e BO3MOXHOCTb YCTaHOBUTb NUMUT cToumocTu Al Token ¢ yBeOMNeEHNEM Npu ero AOCTMKEHWN.
e BO3MOXHOCTb NpocMaTpuBaTh KpaTKoe CoAepxaHue pasroBopa (summary).
e BO3MOXHOCTb BUAETH OLEHKY HACTPOEHUS pasroBopa.
19.3.22 Xpanunuuie ayavosanucei Tellg (180+)
19.3.23 XpaHunuwe ayauosanucen Tellg (180+) - gpononHutenbHas yHKUMOHaNLHOCTL, NMO3BONSAOWAA XPaHUTb ayanodaiinsl 3BOHKOB
6onee 180 aHen.
19.3.24 Xpanunuuwe ayauosanucen Tellg (180+) BknioyaeT:
e HeorpaHu4eHHbI CPOK XpaHeHus ayanodaninos B LeHTpe 0b6paboTkn faHHbIX Baltneta Tier3.
o PasmelleHne ayamodannos Ha SFTP-cepsepe.

e [locTyn k ayamocainam BO3MOXeH TONbKO ¢ npaBamu goctyna AgmuHuctpatopa (Teamleader).
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e [epuoanyeckoe TecTypoBaHue cucteMbl 6e30nacHoCTy.
o PesepBHble KOnuu 3anucen (0enaroTcs pas B CYyTKU U XpaHATCS 40 7 OHEN).
o [lepBoHavanbHbIN TapudHbIA NnaH BknovaeT 100 B AnCKoBOro NPocTpaHCcTBa ANs XpaHeHns hannos.
o [lononHuTenbHas emkocTb 3anuncu 100 I'b gns xpaHeHus hainos NpefocTaBnseTcs no 3anpocy.
19.3.25 Tellg NPS Calls - mopynb MynbTUKaHanbHOM KOMMYHUKaLMOHHOW nnaTdopMbl, npedHa3HavyeHHbIn Ans OLEHKUM KadvecTBa
ob6cnyxuBaHnsa TenedoHHbIX 3anpocoB, obpabaTtbiBaeMblx 3aka3unkomM ¢ noMoLLbio SMS.

19.3.26 ®PyHkumMoHanbHble Bo3moxxHocTu Tellg NPS Calls:

HeorpaHuyeHHoe konmyectBo SMS-coo6LLEHNIA.

McnonbayeTcs Tonbko ¢ mogynem Tellg Calls.

[ononHutenbHas onnarta B 3aBUCUMOCTMN OT DaKTUYECKOro KonmM4ecTBa OTnpaBneHHbIX coobLueHNii 3a TeKyLwuii mecsl.

Onuus BbiGopa TekcTa.

Bo3moxHoCTb Bbl60pa OLIeHKM KOHKPETHOro areHTa.

B0o3MOXHOCTb BblGOpa OLEHKM KOHKPETHOM TENEOHHOM NMHUN.

10-6annbHasa cuctema OLEHKU.

Bbi6op AnanasoHa oueHkn obpabaTbiBaeMbIX BbI3OBOB.

Bbi6epuTe TN 06paboTaHHOro 3BOHKA - MOXHO OLIEHWUTb BXOASLLME, UCXOASALLME U Bce 0bpaboTaHHble 3BOHKM.

BblgenseTca oTAenbHbIN HoMep.
19.3.27 Tellg NPS Tickets - 370 MOAyfnb MHOrOKaHanbHON KOMMYHWKALIMOHHOW NNaTtgopMbl ANt OLEHKV KavyecTBa 06CMYXMBaHMS 3anpocoB
3akasuukos, Tellg Inbox n Tellg Chat.
19.3.28 ®yHkumoHanbHocTb Tellg NPS Tickets:
e Tonbko Ans ucnonb3oBanus ¢ Tellg Inbox u/wnu Tellg Chat Module.
e iHamBuayanbHbin Tekc NPS 3anpoca.
e ABTOMaTMYecKas oTrnpaBka COOBLLEHNS NO ANEKTPOHHOM MoYTe UNu B YaT nocne obpaboTku 3anpoca.
e BO3MOXHOCTb OCTaBUTb KOMMEHTapuii Ans 3akasuuka.
o OtobpaxeHue oueHkn NPS B xxypHanax Tellg Inbox n Tellg Chat.
e BO3MOXHOCTb BMaeTb koMMeHTapuii 3akasunka NPS B xypHanax Tellg Inbox u Tellg Chat.
19.3.29 Tellg SMS - 310 (hyHKLMOHANBHOCTb MHOrOKaHanbHOM KOMMYHUKaLMOHHOM nnatdopmbl Ana 3akasvmkos ¢ mogynem Tellg Calls,
KoTopas no3sonser otnpaenaTe SMS 1o, BO BpeMst unu nocre 3BoHka 3akasqukam B Tellq.
19.3.30 ®yHKUMOHaNbHbIE BO3MOXHOCTU Moayns Tellg SMS:
e HeorpaHuyeHHoe konnyectBo SMS-coobLLeHWiA.
o [lononHnTenbHas onnarta B 3aBUCMMOCTU OT (haKTUHECKOro KOMMYECTBa OTMPaBIIEHHbIX COOBLLEHNI 3a TEKYLLMIA MecsL,.
e Onuus BbIbOpa TekcTa.
e Onuus Bbibopa Sender ID.
e API (aHrn. Application Programming Interface) - uHtepdeiic npuknagHoro nporpaMmmmpoBaHus, nossonsiowmin nnarcdopme Tellg
B3aMMOAENCTBOBaTb C CUCTEMAMU/MPUIIOXEHNAMMU 3akasumka 1 nonyyatb A4OCTYN K UX PYHKLMOHANBHOCTU UM 0OMeHMBaTLCS C
HVMMMW JaHHbIMW, NOCe NPOBeAEHUS AOMNOMHNUTENbHbIX PaboT MO MPOrpaMMUPOBaHUIO.
19.4  TEXHWYECKWME PEKOMEHOALMU N TPEBOBAHUA
19.4.1 TlocnegHue TexHUYecKMe ykazaHusa 1 TpeboBaHUsi MOXXHO HaWTu No aTow cebirike: https://help.tellg.io/pagrindinis/.
19.4.2 B cnyyae nosiBneHust HOBbIX TEXHUYECKNX TpebOoBaHUIN Mbl He3aMeanUTeNnbHO MHopMUpyeM Hawmx 3aKa3ymMKoB MO KOHTaKTaM,
yKasaHHbIM B Ux 3aka3ax.

19.5 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

NPEANONAITAEMOE BPEMSA

CTAHOAPTHbIE PABOTbI / 3SAMEHA BbINONHEHMS PAEOT

NPUMEYAHUE

MogaundukaLmsi pecypcoB B CUCTEME UHULMMPYET
HoBbIl 3aka3. Heobxoaumo obpalleHvie B KOMNaHUo
[o6aBnTb AOMNOMHUTENBHOMO areHTa 30 MUH. Baltneta.

MogaundukaLumns pecypcoB B CUCTEME MHULMMPYET
HoBbIl 3aka3. Heobxoaumo obpalleHvie B KOMNaHUo

[Oo6aBnTb AONONMHUTENBHBIN HOMEP 30 MUH. Baltneta.
M3ameHeHre MMeHM nonb3oBaTens ans
O[HOro areHTa 30 MUH.
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M3meHeHWe nocnegoBaTenbHOCTM 3BOHKOB
(oaHa nocrenoBaTenbHOCTL) 30 mMuH.
M3meHeHwne 3BykoBon fopoxkm IVR 3anuck npegocTaBnsieTcst 3aka3ynkoM uUnu MoxeT
(n3meHeHwne 1 3anucwn) 30 MUH. 6bITb 3akasaHa Yepes Baltneta.
M3meHeHne koHdpurypaumm IVR (Ha ypoBHe
rny6uHbl 1) 30 MUH.
YcTaHoBuUTb nepeaapecaumio (ans 1
Homepa) 30 MUH.
HacTponka o4yepeamn 30 MuH.
Mopaudukauma pecypcos B cucteme MHULMMpyeT
HoBbI 3aka3. Heobxoaumo obpalleHne B KoMnaHuio
PacLlumpeHve aMckoBoro npocTpaHcTBa 30 MuH. Baltneta.
YpaneHue 3anucen pasroBopos 30 MUH.
dopmupoBaHMe oT4eTa O 3BOHKaXx No
nonb3osartensm/Homepam 30 MUH.

19.6 OPYTUE YCITOBUA

19.6.1 3anpocbl, CBsi3aHHblE C TexHUYecKkon YacTbio Ycnyru Tellg Multi (nonb3oBatenbckne WHUMAEHTbI, YacTUYHble MHUMAEHTLI, RFC-
3anpocsbl, RFI-3anpockl), AoMKHbI HAaNpaBnATLCA UCKNoYUTENbHO No agpecy helpdesk@balt.net. Bonpockl no ynpaenexuto Ycnyron
cnepyeT HanpaBnsTe nNo agpecy helpdesk@balt.net.

19.6.2 LleHbl Ha Ycnyry Tellg nognexaT nepecmoTpy 1 MOryT 6biTb M3MEHeHbI OAMH pa3 B rof B sHBape. HoBble LieHbl Ha NpegocTaBneHne
Ycnyr BcTynatot B cuny ¢ 1 sHBapsi.

19.6.3 Tocne npuocTtaHoBkK Ycnyrn komnaHus Baltneta 06s13yetcsa B TeyeHne 2 pabounx gHer yaanutbe HoMep MobunbHoro TenedoHa
3akasuvka ¢ AaHHbIMU. [laHHble YAanaTCa U3 pe3epBHbIX Konuin 6e3 BO3MOXHOCTU BOCCTAHOBMNEHUS B TeYeHne 7 KaneHaapHbIX

OHen unun paxbLue no TpeboBaHuio 3akasyuka.

20 NPABWUIA NPEOOCTABJIIEHUA YCNYI GENESYS CLOUD

201 OMNPEOENEHME YCNYT GENESYS CLOUD

Genesys Cloud - aTo Beb6-6pay3epHoe nporpammHoe obecneyeHne Ans opraHusauum, aBTomMmaTusaumm, yrnpasneHus 1 KOHTPOrs paboTbl KOHTaKT-

LIeHTPOB 1 yMpaBneHus KNeHTCKMM onbiTom. CrcTema paccuntaHa Ha paboTy € pasnmnyHbIMU KaHanamm CBA3N.
20.2 OBBbEMYCHYF

20.2.1 Baltneta 3akasbiBaeT oT MMeHM 3aka3ymka ykasaHHble B 3akase nuueHaum Genesys Cloud, akTuBupyeT ux oT nMeHu 3akasunka u

nepegaeT ynorHOMOYEHHOMY npeAcTaBuTento 3akasyumka.

20.2.2 [MpoussoguTtens n paspabotumnk cuctembl Genesys Cloud CX pa3meluaeT dyHKUMOHaNbHbIe BO3MOXHOCTM Genesys Cloud CX Ha
o6LenocTynHoOM canTe, KOTOPbI MOCTOSIHHO OOHoBNsieTcsl. ocneaHuid CnMCOK JNIMLEH3MOHHBIX OMUWiA JOCTYNeH Ha cawTte
https://www.genesys.com/pricing/pricing-expanded#self-service.

20.2.3 KoHcynbTaumu, OOKYMEHTMpOBaHWe, COCTaBfIeHMe OTYeTOB wnu Nniobble Apyrme paboTbl, CBA3AHHbIE C WHTErPUPOBAHHbLIMU
peLeHns MM TpeTbMX NUL, BbIMOMHATCA TOMbKO MO MNPeABapuUTENlbHOMY COMfacoBaHWI0O B COOTBETCTBMM C pacueHKamy Ha
[ononHUTEnNbHbIe paboTbl, ykadaHHbIMK B HacTosiem [JoroBope.

20.2.4 JwueHsum Genesys Cloud CX MMeT orpaHUYeHHOE KONMYECTBO CECCUN 1 PECYPCOB B MECSIL, C UCNONb30BaHNEM (PYHKLMOHANbHbBIX
BO3MOXHOCTEIN CUCTEMbI B COOTBETCTBUM C TUMOM, YKa3aHHbIM B 3akase. B cnyyae npeBbILLeHNsi NOPOroBbIX 3HAYEHWI ¢ 3aka3unka
B3MMaeTCsl AONONHUTENbHAs NaTa B COOTBETCTBUN C ...

20.2.5 OrpaHn4mBaeTCsi KONUYECTBOM CUCTEMHbIX CECCUIA B MUHYTax 1 06beMOM PecypcoB (ykasblBaeTcsi B 3akase):

MecTo ans xpaHenus pannos 'b B mecsu.

MI/IHyTbI B MECSIL, UCMONb30BaHUSA 3BOHKOB AJ151 CECCUNA.

MwuHyTbl cnonb3oBaHus IVR Ha oanH ceaHe B MecsL.
20.2.6 3a npeBbllleHNE BPeMeHM ceaHca B MUHYTaxX 1 KONMMYecTBa pecypcoB, ykadaHHbIX B OpOHMPOBaHWUK, B3MaeTCst AONOMNHUTENbHAsS
nnaTa:
. CroumocTb nepepacxoga: 1 N'6/EBpo - 0,25 eBpo.
. LleHa 3a npeBbilweHne pecypcos: 1 yac/esp. - 0,08 Eur.

. CTOMMOCTb NPEeBbILLEHUSI PeCypCcoB: NpoaomkuTensHocTb IVR-meHto 1 vac/esp. - 0,60 Eur.
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20.2.7 MoxeT B3uMaTbCs nnata 3a AONOMHUTENbHbIE CECCUM MPU YCTaHOBKE AOMOMHUTENBHbLIX (OYHKLUMIA NN MHTErpaumin
OPYTUE YCNOBUA
20.3.1 TMognucbiBass 3akas, YNONHOMOYEHHbIN npedcTaBuTenb 3akasdvka noATBepxAaeT, YTO Ha JaTty noanucaHus 3akasa OH
O3HaKOMUICA W nNpuHUMaeT ycnoBus [eHepanbHoro cornawennss Genesys Cloud, onybnukoBaHHOro Ha cawTe
https://help.mypurecloud.com/articles/global-genesys-cloud-service-terms-and-conditions/.
20.3.2 Ycnyra apeHgbl nuueHsuin Genesys Cloud CX perynupyetcs SLA nocTaBLliuka, C KOTOPbIM MOXHO O3HaKOMWUTBLCS Ha cante
nocrasLuka https://help.mypurecloud.com/articles/service-level-agreements/.
20.3.3 3akasunky npepocraBnstoTcsa nuueHsun Genesys Cloud Ha cpok, ykasaHHbIn B 3akase, KOTopble HEMEeASIEHHO aKTUBUPYIOTCS Ha
BECb CPOK.
20.3.4 3akasuuK OOMKEH onnaTUTb roAoBYIO MULIEH3MOHHYIO MNaTy, ykasaHHylo B 3akase, komnaHuu Baltneta ogHum n3 cnepgyrowmnx
cnoco6os:
e BbinnauvBaTh MOMHY0 CyMMY CPOKa B KOHLIE CPOKa paBHbIMU NnaTexamu Kaxablii Mecsil,.
¢ [MonHasi onnata B TeveHue 30 kaneHaapHbIX AHEN C AaTbl BbICTABNEHUS cyeTa.
o Ecnu 3aka3 pactopraeTcsi No nH1umaTmBe 3akasdyyvka paHblle cpoka, ykazaHHoro B 3akase, 3aka3unk 0653aH BbiNmaTUTs KOMNaHnm
Baltneta ocTtaBLuytocs HeonnayeHHOM YacTb yKasaHHOW B 3akase nnaTtbl 3a MOMHbIA CPOK UCMOMb3oBaHUSA He nosgHee 30

KaneHaapHbIX AHEeW C AaTbl PACTOPXKEHWS.

NMPABWUIA NPEAOCTABJIEHUA YCNYI OBCNYKMBAHUA GENESYS CLOUD

OMNCAHUE YCNYT OBCINY>KUBAHWNA GENESYS CLOUD

Ycnyra conpoBoxaeHuss Genesys Cloud - 3TO KOHCynbTauuy cepTugUUMpOBaHHbIX cneuuanucToB Baltneta no nporpammHomy obecneveHuto

Genesys Cloud, paclumpeHune yHKLMOHamMbHbIX BO3MOXHOCTEN CUCTEMbI B COOTBETCTBUM C NOTPEBGHOCTAMM 3aka3uuka B rpaHuLax CUCTeMbl, a

TaKke BbINOMHEeHWe 3anpocoB Ha nameHeHus (RFC) unm 3anpocos Ha nHdopmauwmio (RFI).

21.2

21.3

OBBbEM YCNyr
21.2.1 Bnapenbuam Ycnyr no texHnyeckoMy obcnyxmeaHuto Genesys Cloud CX npegoctaBnsieTcs nMMuT BpeMeHu He 6onee 4 yacos B
MeCslL, Ha KOHCyNbTauuMM TEeXHUYECKMX CrneumanucToB, 3anpocbl Ha uameHenus (RFC), 3anpocbl Ha wuHdopmaumio (RFI).
Heuncnonb3oBaHHble 4acbl He MNEPEeHOCATCS Ha crnepylowuin mecsal. B crnyyae npeBbllieHVS 3annaHMPOBAHHOIO BpPEMEHU
nocnegyiollee obcnyxuBaHue onnavnsaeTcs no Tapudam Ha JONONMHUTENbHbIE PaboTbl, ykasaHHbIM B HacTosLem [lorosope.
21.2.2 KoHcynbTaumm no dyHkumoHanbHoctn Genesys Cloud:
o KoHcynbTaLum No NCrnonb30BaHMIo CyLLECTBYIOLLEN KOHUrypaumm.
o KoHcynbTaumm No N3MeHeHUsIM B CyLLIeCTBYIOLLEN KOHUrypaLmm.
o KoHcynbTauum no BHEAPEHUIO HOBbIX KOHUrypaLui.
o KoHcynbTaums no npunoxeHnam ans pbiHka AppFaundry.
o KoHcynbTaLumm no BO3MOXHOCTY UCMONb30BAHMS CYLLIECTBYIOLLMX MULIEH3UIA.
o KoHcynbTaumm no MCrnonb3oBaHMo OTYETOB.
21.2.3 KoHcynbTauuu, OOKYMEHTMpOBaHWE, COCTaBlieHWe OTYeTOB Wnu nobble Apyrme paboTbl, CBA3AHHbIE C WHTErpUPOBaHHLIMU
peLeHnaMn TpeTbuX NuL, BbINOMHSAIOTCA TONbKO NO MpeABapuUTENlbHOMY COMNMacoBaHWIO B COOTBETCTBMM C pacLieHKaMu Ha
AononHutenbHble paboTsl, ykadaHHbIMU B HacTosweM [lorosope.

3AMPOCHI NO CTAHOAPTHOW YCINYTE (RFC STANDARD)

NPEONONIATAEMOE
CTAHOAPTHbIE PABOTbI / 3BAMEHA BPEMA NMPUMEYAHUE
BbIMONMHEHUA

Mopandukaums pecypcos B cucteme

AKTMBaLMS JOMOMHATENLHOTO areHTa o
MHULMMpYeT HoBebI 3aka3 Genesys Cloud

30 MuH.
[leakTyBaLWs! areHTa Mopawndukaums pecypcoB B cucteme
MHULMMpYeT HoBebI 3aka3 Genesys Cloud
30 MuH.
o Mopawndukaums pecypcoB B cucteme
[lo6aBuUTb AOMNONHUTENBHBI HOMEP Acukal ? yp
MHULMMpYeT HoBebI 3aka3 Genesys Cloud
30 MuH.
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Mogudmkaums pecypcoB B cucteme
YnaneHue Homep ANCKaL ? vp
MHMUMMpYyeT HoBbIN 3aka3 Genesys Cloud

30 MuH.

Vi3ameHeHve nmeHn nonb3oBaTtens Ans OAHOro areHTa 30 My -

M3meHeHre nocnegoBaTenbHOCTM 3BOHKOB (0gHa

nocnefoBaTenbHOCTb) 30 MUH.

M3meHeHmne 3BykoBon gopoxku IVR (n3meHeHue 1 3anucu) 30 MuH -

M3ameHeHne koHdpurypauum IVR (Ha ypoBHe riy6uHbl 1) 30 My -

HacTponka o4yepeamn -
P PeA 30 MuH.

HacTtpoiika KogoB OKOH4aHUs 3anpoca -
P a P 30 MuH.

M3meHuTb NpaBuna areHTa -
30 MuH.

22

221

NMPABWUIIA NPEOOCTABJIEHUA YCNYI NEPEOAYU OAHHbIX

OMNCAHUA YCNYTU NEPEOAYM OAHHbBIX

Ycnyrn nepefaun OaHHbIX BKIIHOYAOT: OMTOBOMOKOHHbIA WHTEpPHET, GecnpoBodHOW WHTepHeT, 4G-uHTepHeT, DSL-vHTEepHeT u pelueHust no

MeXceTeBoMy B3avmogencTBuio (nMuHust L2, VPN-pewwenns, apeHga kabens, apeHga ontudeckoro BonokHa (dark fiber)). Otm Yenyrn moryt

npenocTaBnATbCA C UCMOSIb30BaHUEM PA3NUYHbIX TEXHOMOMNN, TaKNUX Kak ONTOBOSTOKOHHbIN aoctyn, MeaHbIN nooctyn, 66CHDOBO,ELHOI7I AocTyn, ceTb

Baltnet nnu nHdpacTpykTypa cBA3un TPETbUX MULL.

222

22.3

224

22.5

OTBETCTBEHHOCTb 3AKA34YNKA

22.21

2222

3aka3uvk 0basyeTcs obecneymnTb Hanuyme n Hanudme B Nepuoa okaszaHus Ycnyr Bcex HeobXoAnMMbIX pa3peLLeHuii, KoTopble MoryT
notpeboBaTtbCcsa ANs okasaHusa YCnyr B ykazaHHOM MecTe oka3aHusl Ycnyr, a Takke oba3yeTcs 3a cBov cyeT obecneymnTb, 4ToOb! B
TeyeHne cpoka aencteus [loroBopa Baltnet He npensTcTBOBanW (3anmpelyany) peanu3aumio TEXHUYECKUX BO3MOXHOCTEN Ans
okasaHus Ycnyr B BblbpaHHOM 3akasumkom MecTe okasaHust Ycnyr. [laHHoe ycroBue CHMTaeTcsi CyLLEeCTBEHHbIM YCMoBMEM
npegocrasneHns Ycnyr 3akasdmky. 3akasuvk Takke obssaH obecneunTb Haanexalume ycnosms UCnonb3oBaHns o6opyaoBaHns

Baltneta n 6ecnepeboiHoe anekTponutaHue o6opyaoBaHus Baltneta yctaHOBNeHHOro B MecTe ycTaHOBKM YCnyru.

3aka3uuk npusHaet, yto Baltneta octaensieT 3a coboii npaBo BaumMaTb ¢ 3akasuvika AOMOMHUTENbHYIO MraTy 3a NpeBbileHVe
Tpadvka AaHHbIX, ykasaHHoro B 3akase, B pesynbTare AeicTBuUi 3akasduuka. YcrnoBus npumMeHeHust Burst oTmevaeTtcsi B 3akase
Yenyru. Mpu meToge pacyeTa 95 nepueHTWns, NnaTta 3a nepepacxof Tpaduka MOXET B3UMATbCS 3@ Kaxabl AOMOMHATENbHbIV

M6wuTt/c (cToumocTb 1 MBuT/C ykasbiBaeTcs B 3akase Ha npegocTaeneHve Ycnyru).

TWMNbI YCNYT NO NEPEAAYE OAHHBIX

o ONTOBOMOKOHHbBIN UHTEPHET - UHTEPHET-YCryra, NpegocTaBrisiemMasi o ONTOBONIOKOHHON NUHUN.

e BecnpoBogHon MHTEpHET - Ycnyra AocTyna K CeTM UHTEpHeTa OT TOYKM K Touke (point-to-point) nnu oT TOYkM K MHOTMM TOYKam
(point-to-multipoint) npegocTtaBnsiemas ¢ NOMOLLbIO aHTEHH 6eCnNPOBOAHOW CBSI3U.

e /IHTepHeT 4G - NnpegocTaBneHne MHTEpHETa Ha OCHoBe TexHonorum 4G.

e JluHna L2 - Ycnyra obbeguHeHusi ceTeil Ha OCHOBE BOJSIOKOHHO-OMTUYECKMX WU OPYrvxX TEXHOMOrWI, coeamHsiolas aBe
reorpacy4eckn pasHeceHHble 3NIeKTPOHHbIE CeTU CBSA3W U peanuayemas Ha BTopom yposHe OSI.

o ApeHfa BOJIOKHa - BblaerneHne r3nyeckoro BONIOKOHHO-ONTUYECKOro kabensi B pacrnopspkeHne 3akasuvika.

o DSL-MHTEpHET - NHTEepHeT-YCnyra, OCHOBaHHas Ha TEXHONOrMN MeHON ceTn AocTyna.

o CTOPOHHME U MEeXCEeTEBblE PEeLleHUsi - UCMONb30BaHWe CTOPOHHMX PECYpPCOB UMW TeXHOMoruin Ans obecrieveHust pelueHnin B

o6nacTv nepefayn gaHHbIX.

MAPAMETPbI M AOCTYMNHOCTb YCNYI

o CpeaHeMecsYHas 3adepkKka NakeToB Npu NpefocTaBneHnn Ycenyr onToBonokoHHoro VHTepHeta B Jlutee cocraBnset 15 mc.
o [loTepy NakeToB Npu NpeaoCcTaBneHnn Ycnyru onToBonokoHHoro MHTepHeTa He 6onee - 0,1 %.

o ExemecsyHas OCTYNHOCTb YCyr ONTOBOMOKOHHOrO AocTyna B VIHTepHeT coctasnsieT 99,9%.

o ExemecsayHas gocTynHocTb Yenyru 6ecnpoBogHoro gocTtyna B VIHTepHeT coctasnsieT 99,8%.

o ExemecsayHas goctynHocTb Yenyrun 4G-uHtepHeTa coctasnsieT 96,5%.

e [loctynHocTb L2 coctaBnsieT 99,9% B mecsi,.

OBbEM YCNyr

22.51

Ycnyru BrknovaroT:
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OBBEM TUMbI YCNYT NO NEPEAAYE OAHHbIX

OnNTOBOMOKOHHbIV MHTEPHET, 6ecnpoBOAHON

Baltneta obecneunBaeT yctaHOBKyY, NpegocTaBneHune n obenyxvBaHue Ycnyrv BnnoTb
VHTEpHeT, nHTepHeT 4G, nuHusa L2, apenaa
[0 BBOAA, BKIIOYas Ka4ecTBeHHyto paBoTy BHyTpeHHero o6opyaosaHus Baltneta'".
onToBonokHa, DSL, cTopoHHMe 1 ceTeBble peLleHns

OnNTOBOOKOHHbIN MHTEPHET, 6ECNPOBOAHOW
C6ou B ceTn Baltneta, Bo3HWMKLLME He MO BUHe 3aka3uuka, ycTpaHstoTcs GecnnatHo VHTEpHeT, nHTepHeT 4G, nuHua L2, apeHaa

onToBonokHa, DSL, cTopoHHWE 1 ceTeBble peLleHns

B TeyeHne rapaHTUIHOIO Cpoka HeUCrnpaBHOCTU KOHEYHOTO 060py,D,OBaHVIﬂ,

BO3HVKLLME HE MO BUHE 3aka3yuka unu TpeTbyX MWL, yeTpaHsitoTes 6ecnnaTtHo. B OnNTOBOMOKOHHbIV MHTEPHET, GECNPOBOAHOM
crny4ae HEBO3MOXHOCTMN 3aMEHbI HEMCTNPABHOTO KOHEYHOTO 060pyAOBaHUSA Ha VHTEPHET, UHTEPHET 4G, nuHus L2, DSL, cTopoHHue
o60opyaoBaHue TOro e Npou3BoANTENs 1 Moaenu, Baltneta nmeeT npaso 3ameHWTb 1 ceTeBble peLLeHnst

HeucnpasHoe 060pyaoBaHKe Ha APyroe 3KBUBArNeHTHOe KoHeYHoe o6opyaoBaHue.

MponyckHasi cnoco6HOCTb 1 AanbHOCTb AENCTBUS YCNYyrn 3aBUCAT OT NapaMeTpoB .
BecnpoBogHo UHTEpHET, MHTEpHET 4G
o6opyaoBaHusi, 30aHUsi U APYTX OKPYXKaOLLMX XapaKTepUCTHK.

O6opynoBaHue 3akasuvka, npegHasHavyeHHoe Asi UCMoNb30BaHUs Ycnyr nepegayn
OnTOBOMOKOHHbBIN MHTEPHET, 6ECNPOBOAHO
[OaHHbIX, JOMKHO ObITb UCMPaBHBIM, C YCTAHOBMEHHbBIM KOPPEKTHBIM NPOrpaMMHbIM
MHTEpHeT, HTepHeT 4G, nuHus L2, DSL, cTopoHHne
obecneyeHnem. B npoTvBHOM crnyyae Baltneta He HeceT oTBETCTBEHHOCTHM 3a
. . 1 ceTeBble peLLeHnst
nepe6owu, Bbl3BaHHbIE YCTAaHOBKOW NPUNOXEHUI, HEOOXOANMBIX A5 NOAKMIOYEHNS.

OnTOBOMOKOHHbIN MHTEPHET, 6eCnpoBOAHON
TecTmpoBaHue paboTbl Ycnyru. VHTEpHeT, nHTepHeT 4G, nuHua L2, apeHaa

ontoBosnokHa, DSL, cTopoHHUE 1 ceTeBble peLleHnst

22.5.2 K Ycnyram no nepegave AaHHbIX He OTHOCSTCS: MpOKnagka ceTeBblX kabenen, BbICOTHble paboThl 1 apeHAa crneuuanbHOro
obopyaoBaH/s U OOMOMHUTENbHBLIX MaTepuasnos, HeoBXoanMbIX At OKa3aHus YCryru, NpoBepka M HacTPOMKa KOMMbIOTEPHbIX
pabounx MecT COTPYAHMKOB, MOBUMbHBIX UNW NEPUPEPUNHBLIX YCTPONCTB, XOTA 3T YCyrn MOryT 6biTb 3akasaHbl AOMOMHUTENBHO

no otaenbHow [JoroBOPEHHOCTH.

22.6 CTAHOAPTHBIE 3AMPOCHI HA OBCIYXMBAHUE (RFC STANDARD)

NPEAONONIATAEMOE BPEMSA
CTAHOAPTHbBIE PABOTbI / 3SAMEHA NPUMEYAHUE
BbIMOJIHEHUA PABOT

BHecTn nameHeHust B ponis DHCP gns kaxgoro yctponcTea 30 MuH. -
Hactpoiika/mameHenne IP-agpecaumm (o 5 agpecos) 30 MUH. -
OcyLecTBUTb NepeHanpaeneHne NnopTos 30 MuH. h
WMameHeHne HacTpoek DHCP / pesepsupoBaHue IP-agpecos 30 MuH. h
M3meHeHne HacTpoek DHCP / nameHeHve HacTpoek cepsepa 30 MuH. i
MpoBepka 4OCTYNHOCTU MapLupyTM3aTopa 30 MuH. h

Hactpoika/usmerenve npasun NAT/Portforward/ ACL n DHCP gns 30
MWUH. -
Kakgoro ycTpoicTaa

23 MPABWIA NPEAOCTABIIEHUA YCNYT MO TEXHUYECKOMY OBCIY>XUBAHUIO CETEN
231 ONPEJENEHME YCINYTU MO TEXHUYECKOMY OBCITYXNBAHUIKO CETU

Ob6cnyxuBaHne cetn - 3To Ycnyra, BKMOYaloWas NepBUYHY0 uaeHTUdUKaumio obopyaoBaHust (KOMMYTaTOpOB, MapLUpyTM3aToOpoB, TOYeK
6ecnpoBofHOro Aoctyna, GpaHaMayapoB) B NOKaNbHOW CeTU KOMMaHUW, pekoMeHZauuu ro TOMOMOruM CeTU, BKIIOYEHUID OCHOBHBLIX U MpaBun

6e30nacHOCTU B CETU, HACTPOVIKY, yCTaHOBKY OOHOBNEHUI, TeKyLlee 06CnyXnBaHe 1 NPo-akTVBHOE ynpaBreHue.

23.2 OBbEMYCHYF

23.2.1 NOArOTOBKA. MNepen Havanom npegocTaBneHust Ycnyru o6enyxmBaHns cetm HeobxoamnmMo BIMOMHUTL crneayolmne AencTBus:

o VigeHTndmKaums ceTeBoro 060pyaoBaHNs - Ha 9TOM 3Tane NPOBOAMTCA UHBEHTapu3auus ceteBoro obopyaoBaHusa 3akasuuka u

11 KoHeuHoe o6opynoBaHue - MapLUpyTU3aTop, aHTeHHa Unu apyroe o6opynoBaHve, HeobxoanMoe Al NpeaocTaBneHns Yenyrv nepegayun AaHHbIX,
yCTaHOBJIEHHOE Ha TeppuTopumn 3akasdvka. KoHeyHoe oGopyaoBaHue NpUHaanexuT komnaHum Baltneta no npaBy co6CTBEHHOCTU.
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COCTaBnseTCs CNMCoK 06opyaoBaHUs, noanexallero o6CnyXmBaHuio, KOPPEKTUPYETCS KONMYeCTBO 06opyaoBaHUs, 06opyaoBaHue
MapKMpyeTcs cneumanbHbIMY HaKMnenkaMm ¢ CEpBUCHOM MHAOpMaLe 1 emy NpucBanBaeTcs yHUKanbHbIn Homep. CocTaBneHHbI

OOKYMEHT C yKazaHWeM KOHKPETHbIX MoAenen 1 Konuyectea oﬁopyp,osava CYUTaETCA 4YacCTbio 3aKasa.

[loKkyMeHTUpOBaHWe TOMONoOrn CeTy - NpedycmatpusaeT GyayLLyto Uu onpeaernseT TEeKyLLyto TOMoMoruo CeTu 1 NoaroTasnMesaeTt
[IOKYMEHTMPOBAHHYIO0 CXeMy CEeTU, KOTopasi ABMAETCH OCHOBOM AMs AarnbHelwero npegoctasnequs Yenyr. Mpu nosisneHumn B cetn
HOBOrO yCTpoiicTBa 3aka3uuk AomkeH coobwmte 06 aToM B komnaHuio Baltnet, n nepeoHavanbHas cxema KOppeKkTMpyeTcs.
CepsyicHoe o6cnyxuBaHve NpefocTaBnseTcs Ans 06opyaoBaHus, ykasaHHOTo B 3akase. HecaHKUMOHMPOBaHHOE UCMOb3oBaHue
3aka3ynMkoM ApYyrMx yCTPOMCTB CHWXaeT OTBETCTBEHHOCTb Baltneta 3a ucnosHeHve oGs3aTenbCTB, OCTaBMss 32 HUM TOJNbKO

06s13aHHOCTb pearmpoBaTh Ha cOoM.
23.2.2 MOHUTOPWHI. OnucaHHoe ceTeBoe o6opyaoBaHue 3akasymka BKIHOYAETCs B CUCTEMY MOHUTOPUHra Baltneta, koTopasi B pexume

24X7 oTcnexuBaeT COCTOsHME CeTeBOro oGopyaoBaHus, paboTy cepeuC-NpoBangepoB M npedynpexnaet 06 OTKIOHEHWSIX OT

CcTaHAApPTHbIX (MKW CornacoBaHHbIX) NapameTpoB. MOHUTOPUHT BKNOYaeT cneaytolime cdepsbil:

HocTynHocTb. MNMpoBepka coefuHeHUs Mexdy YCTPOMCTBaMU BO BHYTPEHHeN ceTn 3akasyuka W JOCTYMHOCTU BHELUHeW ceTu Mo

ICMP npotokony. MHTepsan npoBepku - kaxable 300 cekyHA (5 MUHYT).

C6op aaHHbIX 0 Harpy3ske (Performance counter). Cuctema MOHUTOPUHIa NPOBEPSIET N PETUCTPUPYET COBbITUS B ceTU 3akasyumka:

Harpysku (Utilization counter).

Owwnbku (Errors counter).

AHomanuu (Discard counter). ®PUKCMpyYIOTCS OTKIOHEHUS OT CTaHAAPTOB.

LleHTpanusoBaHHbIN cbop 3anuceit B xypHane. Bce cobbiTvsa B ceT 3akasumka 3anucbiBalTCa U PErMcTpupyoTcs B TedeHune 1

Hefenu B LUeHTpe 06paboTkm AaHHbIX Baltneta.

N3meHeHunst n Bepcun KoHdUrypauum.

MpepoctaBneHne 3akas3umky goctyna k npubopHon naHenw. MNpepoctaBnsieTcs AOCTYN K NaHenM MOHWUTOPWHra CBOEW CeTu C
npaeamu HabmoaaTens (MckoYveHnst MoryT 6biTb caenanbl ans WiFi yctpoicts komnanum Ruckus).

23.2.3 KOH®UIYPAUMWA. BkntoyeHne n HacTpomrka onpeferneHHblX npasBui 6e3onacHOCTM U 6asoBbIX NpaBusl, OMUCAHHLIX B 3TUX
npaeuna, Ha ceTeBOM ObopyAoBaHuM 3akasuuka. BkrioyeHue npaBun HampsMylo 3aBUCUT OT BO3MOXHOCTEN/dyHKLMOHana

ceTeBoro obopynoBaHusi 3akasyuka.

23.2.4 KoHurypvpoBaH1me KOMMyTaTOpPOB:

BkntoyeHne npaswun 6e3onacHocTu.

DAI (Dynamic ARP Inspection).

IP spoofing.

DHCP snooping.
STP BPDU/ROOT quard.

Loop prevention.

BkntoveHne OCHOBHbIX npasu:

KoHdurypuposaHue VLAN.

Hactporika Port desciption.

KoHdurypauusi untepdeiica (Interface).

Peanusauusi cormacoBaHHOW TOMOMOrnK.

KoHdomrypuposanue npotokonoB LACP/Link Aggregation Protocols.

KoHdmrypmposaHue npotokona SNMP.

23.2.5 KoHdurypmposaHne mMapLLpyTM3aTopoB:

BknitoyeHne dyHkUmmn kadecTBa obenyxunanus (Qos - quality of service) ans obecneveHus kayecTBa nNo ctaHAaPTHBIM Npasunam.

IP sec (site to site) VPN. Co3pgaHune BMPTyanbHON YacTHOW CeTU MeXay pasnuyHbIMU MoApasfeneHnsaMnm KoMnaHum/TpeTeuMm

nMuamMu.

Hactporka L2TP/ SSL VPN (yaaneHnHbii goctyn). Co3gaHne BUpPTyanbHOW YacTHOW ceTu ANS yAaneHHbIX pabounx mect. [Ons
BKIMIOMEHUST 3TOM (DYHKLIMOHANbHOCTM TpebyeTcsi TOMbKO HacTponka 4acTu ceTeBoro obopyaoBaHus. 3akas3uvk oTBevaeT 3a

ycraHoBky VPN Ha ynaneHHom pabovem mecte 3akasyuka.

HacTtporika IP-agpecos.

Hactporika npasun NAT.

Hactporika npasun nepeagpecauum noptos (port forwarding).

Hactporika npasun ACL (access list).

e YnpasneHue posnbto HCP.
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KoHdpurypuposaHue ctaHuuin Wifi:

MprcBOEHNE/M3MEeHeHNE CETEBOTO UMEHM.

M3meHeHne nornHa ceTeBon ayTeHTUdUKaLmn.

M3meHeHne npoTokona ceTeBom ayTeHTudmKaumu.

BblgeneHne AONONMHUTENBHBIX CETEBbIX rPynmn.

YnpaBneHve rocTeBom NOSIMTUKON.

KapTta nokpbitusi curdana WiFi dusnuyeckuin aHanus nomelleHnin 3akasuuka. Vicnonbayetcs ans Belbopa Hanbonee noaxoasLmx
mMecT ans pasmeweHns WiFi ctaHumin, a Takke Ans coctaBneHust kapTbl pacnonoxeHus WiFi yctponcte unu nokpbitua WiFi
curHana. MNpu Heo6XxoAMMOCTM 3a AOMOSHUTENbHYI MnaTy MoXeT OblTb W3roTOBMEH NnaH pasmelleHust yctaHoBok AP B
COOTBETCTBUM C NPOrpaMmMamMu NpoekTMpoBaHusa npoussoantens AP.

KoHdurypaums 802.1X/EAP. Hactpoitka ayteHTudmkaumm IEEE 802.1X/EAP npu HanuuuyM cOOTBETCTBYHOLENO 060pya0BaHUS.
Takum o6pasom, peanuayeTtcsa uandeckas 3awmTa cetun (yctponctaa Wi-Fi, GpaHamayapbl), Npy KOTOPOR YCTPONCTBO 3akasuymka
MOXeT MoAKMIYNTLCS K kopriopaTeHow ceTtu 802.1X/EAP Tonbko npu Hanuyum aBTopm3auun. TunuuHoe pelueHne 802.1X/EAP
BkItovaeT B cebs cepeep RADIUS (cepBep ayTeHTUUKaumm), koMmyTaTop rokanbHol cet LAN (ayTeHTUUKATOP) U KIMEHTCKME
YCTPOICTBA C NporpamMmHbIM obecneveHnem ayTeHTudmkaumm, nosToMy nonHoLEeHHas peanusaums peLleHns BO3MoXHa TOmNbKO B
TOM cryyae, ecnm 3To MO3BOMNSET TeXHMYeckas HdpacTpykTypa 3akasumka. B octanbHbix cnyvasx Baltneta octaBnsiet 3a cobont
npaBo B3uMaTb [OMOMHWTENbHYK MnaTy 3a MNpeBbllleHne cToMMocTu paboT, a nboe AononHuTenbHoe obopyaoBaHue,

Heobxoammoe ans peanusauun peleHuns, aBrndeTca oTBeTCTBEHHOCTbIO 3akasuyvka u He SBMSeTCs YacTblo \/cnyrm.

NMOAOEPXKA

YcTaHoBka 1 06HOBIIEHME NporpaMMHOro annapaTHoro obecnevenus (firmware).

ABTOMaTnyeckne OOHOBMEHMS:: ycTaHoBKa OOHOBMEHMA CBsi3aHa C OOHOBMEHHBIMW  BEPCUAMM, MNOALEPXKUBAEMbIMU
NPOV3BOAMUTENEM, C LIENbI0 YCTPaAHEHNS NPOrpaMMHbIX OLLMOOK, YA3BUMOCTEW B cucteMe 6e3onacHoCcTv U T.4,.

MnaHoBble yCTaHOBKU: yCTaHOBKa OOHOBIEHWI Ha OCHOBE pekomeHaauui unu [JoroBopeHHOCTel Ha ceTeBOM 06opyaoBaHUM
3akasuuka.

LleHTpanusoBaHHoOe ynpasneHve ayTeHTudukaumen. Ons nogknoyeHns Kk ceTeBoMy obopynoBaHuio 3akasdmka MCrosb3yeTcs
LeHTpan13oBaHHbI cepBep ayTeHTUdMKaLnum, T.e. USMEHEHNS KOHUrypaLumum, NnpomsBoanMble B ceT 3akasunka, hmKCupyrTcs
nyTeM OMpedeneHusl KOHKPETHbIX CceaHcoB paboTbl nomb3oBaTeniel B CETM U BBIMOMHSAEMbIX UMW OENCTBUN.
CoxpaHeHune/BoccTaHOBMNEHNE KOHMUrypaLmin yCTPOMCTB.

MocpegHunyectBo ¢ npoussBoauTenammn obopypnoBaHus (Vendor support), ecnu 3aka3uuk npuobpen Ycnyry nNoAaaepxKKu
npeanonaraemoro o6opyaoBaHus UK oHa NpegocTaBnseTcs no [JoroBopy CO CTOPOHHEN opraHu3aumei, To cneunanucTsl Baltneta
rnomoraroT B peLLeHny BONPOCOB M 06LLatoTCsA No BONpocaM COBMECTUMOCTM 060pyA0BaHUS.

B3anacHoe obopyaoBaHue B cnyyae nonomku, 3akasumky 6yaeTt npegoctaBneHo 3anacHoe obopyaoBaHue (He 06s13aTenbHO TO e
camoe, KOTOpoe 1cnonb3yeTcst 3aka3yvkom) Ans BPEMEHHOrO BOCCTAHOBMEHNS 6a30BoM yHKLMOHaNbHOCTWM/paboTocnocobHOCTH
CeTV 3a JONOMHUTENBHYIO eXXEMECSYHYI0 NNaTy, onpeaensemyo NCXOAA U3 CTOMMOCTU HeobxoanMoro o6opyaoBaHus.
AHanuTuka napameTpoB MOHUTOpUHra. OnpedeneHne cTaHAAPTHBIX MapameTpoB ceTu 3akasumka M MpO-aKTUBHLIN aHanus
OTKNOHEHWA OT 3TUX MNapamMeTpoB, OMNTUMM3aLMA CETU C MOMOLLLI HAacTpoeK, MpeAoCTaBneHne pekoMeHauuin npu
HeobxoaumocTu. B criyyae BO3HUKHOBEHWS MHLMAEHTA UM OTKNOHEHUSI OT CTaHAaPTHbIX NapamMeTpoB komnaHus Baltneta pomxHa
BbISIBUTb €70 U MPUHATb COOTBETCTBYHOLME MEpPbI, MpY HEOBXOAMMOCTU MNPOMHGOPMMPOoBaTh 3akasyuka U B3ATb Ha cebs
obs13aTenbcTBa MO YCTPAHEHUIO HEUCMPaBHOCTM B COOTBETCTBUM CO CPOKAMU pearpoBaHWs W YCTPaHEHUs Hemnonapgok,
npeaycMoTpeHHbIMK [loroBopoM. B Apyrux cnyyasx, Koraa MHLMAEHT CBSi3aH C hM3N4ECKOM HEUCNIPABHOCTBLIO 060pyA0BaHUS UK
TPeTbMMU NuLaMmn, komnanus Baltneta rapaHTupyeT, 4To NpeanpuMeT BCe BO3MOXHble (DMHAHCOBO OBOCHOBAHHbIE Mepbl Ans
yCTPaHeHUs MHUMAEHTa, OAHAKo B 06beM YCnyr He BXOAUT AOCTaBka HeucnpaBHOro obopyaoBaHus B LEHTP NOCNEnpoaaxHoro

obcnyxuBaHus 1 onnarta cyeTa 3a PeMOHT.

23.3 OMPAHUYEHWA YCNYTU

23.3.1

Bcs beHKLWIOHaI'IbHOCTb peannsyeTcda B COOTBETCTBUU C I'IOTpeGHOCTﬂMI/I 3akasyuka.

23.3.2 Cneumnanuctbl Baltneta crapatotcs BbinONHATL Bce paboTbl B pamkax Ycnyru no obCnyxuBaHWIO CeTW yAaneHHo, 4ToObl

23.3.3

Hauny4wmM obpa3oM yAOBMETBOPUTL MHTepechl 3akasuuka. B cnyuasx, koraa paGoTbl Unv HEMCMPaABHOCTb HE MOTYT ObiTb
yCTpaHeHbl AUCTaHLUMOHHO, crneuuanvcTtel Baltneta BbinonHsoT paboTtbl Ha Tepputopumn 3akasumka (B BunbHioce, KayHace u
Knaiinege paboTbl Ha TeppuTopun 3akadyuka He nofnexar AOMOINHATENBHON onnarte, B ApYrX ropoaax ¢ 3aka34ynkoB B3MaeTcst
[OMNONHUTENbHAs Mnata 3a nNpubbiTue Ha OGbEKT B COOTBETCTBUM C Tapudamu Ha NpubbiTve Ha TeppuTopuio 3akasuuka u
[ONONHUTENbHBIE PaboTbl, YCTAHOBINEHHBIMU B HacTosiLLeM [loroBope).

Ecrnun B o6opynoBaHun 3akasunka 1cnonb3yeTcs nporpaMMHoe obecneveHne, KOTopoe He MoaAepXvBaeTcsl NponssoauTenem

3TOro NporpaMMHOro obecneyeHnst (Unm CPoK ero AEnCTBUS UCTEK), koMnaHus Baltneta He HeceT OTBETCTBEHHOCTM 3a paspeLueHne
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NoBbIX MHUMOEHTOB, CBA3AHHbLIX C 3TUM NPOrpaMMHbIM obecneyeHvem.

23.3.4 Ycnyrano 06CJ'Iy>KI/IBaHVIIO CeTW He BKIOYaeT NepeyncneHHble Huke Ycnyru, Ho 3Tn Ycnyrm Moryt ObITb 3aKa3aHbl JONONMHUTESILHO

Mno OTAeNIbHOMY COrnalleHuio:

Mpoknagka kabenen nokanbHON CeTW, yCTaHOBKA PO3ETOK.

ApeHpa ceTeBoro 06opyAoBaHus.

[eTanbHas aHanMTUKa NOTOKOB AAHHbIX.

KoHdburypuposaHue n obenyxumarHue WAF.

PaboTbl no nepeHocy ceTen.

lMoaroToBka nnaHa murpaumm ceTu n HOBOW cpeapbl.

PemoHT annapaTHoro o6opyaoBaHusi.

YnpaBreHue KOHTpakTaMu ¢ TPETbUMU CTOPOHAMMU.

23.3.5 KoHcynbTaumu, JOKyMEHTUPOBaHMe, COCTaBIeHME OTHETOB Unu Nobble Apyrue paboTel, CBA3aHHbIE C ayAUTOM, OpraHM30BaHHbLIM
TPETbUMU TNKWUaMK, BLINOMHAKTCA TOMbKO MO NpeaBapuUTENbHOMY COMMacoBaHWIO B COOTBETCTBUM C paclieHkamu Ha
OOMOMHUTENbHBbIE PaboThbl, yka3aHHbIMK B HAcTosILLEeM [loroBope.

23.3.6 Tpwu yBenuuyeHun konuyectsa obcnyxueaemoro obopyagoaHus Baltneta nponopunoHansHo yBenuumBaeT cToMMoCTb YCnyru B
COOTBETCTBUU C YCNOBUSIMM, U3NOXEHHBIMW B HacTosiLeM [loroBope unu 3akase Ha obcnyxuBaHue.

23.3.7 3anpocbl Ha BHECEHWE U3MEHEHUI 1 NpedocTaBneHne nHopmaumm MoryT ObiTb 3apermcTpupoBaHbl TOMbKO YNOMHOMOYEHHbLIMU

npeacTasuTensiMu 3akas4vmka, ykasaHHbIMY B 3akase.

234 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

NMPEANONATAEMOE BPEMA
TAHOAPTHbIE PABOTbI / BAMEHA NMPUMEYAHUE
¢ A OTbI/3 BbINONIHEHUA PABOT

O6HoBeHVe cnucka ceTeBoro obopyaosaHns 30 MUH.

Otaenenne noacetent Wi-Fi 60 MUH OpaHa nokaums

. . Bpems Ha ogHO

MN3meHeHmne koHdbUrypaumm nHtepdeiica (interface) kommytatopa .
30 MUH. yCTPOMCTBO
Bpewms Ha 10
VameHeHre KoHdUrypaummn nepechInkn MapLupytusaropa .

30 MuH. MHTepdENCcoB.
WMameHeHwne naponsa Wi-Fi 30 MUH.
MN3meHeHne nmenn cetn Wi-Fi 30 MUH.
MpepocTtaBnexne darina KoHpUrypauum ycTpomcTaa 30 MUH.

MpepocTaBnTb MHOPMAaLIMIO O KOHMUIypaLMn NOPTOB KOMMYyTaTopa B
dopmarte pdf, xIs unu gpyrom coopmate 30 MuH.
OTnpaBuTb oT4eT 0 nor cawne (log file) 30 MUH.
MpepocTtaBnexne KoHdurypaumm nepechkinku (forwarding)
MapLupyTusaropa 30 MUH.
MpepocTtaBnexne otyeToB MoHuTOopuHra (ICMP, CPU, RAM, SWAP,
OLUMBKM) 30 MuH.
MpepocTtaBnexue cnucka ceTeBoro 060pyaoBaHus, noanexallero
TEXHUYECKOMY 06CNYXUBaHMIO 30 MUH.
MpepocTaBneHne cxembl TONOMOMMN CETU 30 MUH.
MpepocTtaBneHne oTyeTa o kadecTtse curHana Wi-Fi 30 MUH.
Mepesarpy3ka craHumn Wi-Fi 30
HacTpoiika pononHutensHbix IP-agpecos 30 MUH.
HacTpoiika/uameHeHe OCHOBHbIX NpaBun 6e3onacHoCT Ha

KOMMYyTaTope 60 MUH
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HacTtpoiika/zamena L2TP/SSL VPN (yganeHHbIn OCTyM) Ha O4HOM

CeTEBOM YCTPOWCTBE 30 MuH.

HacTpoika/usmeHeHe OCHOBHbIX NpaBun 6e3onacHocTn

MapLupyTtusaTopa 30 MUH.

HacTponka/usmeHenue koHdurypaumm VLAN 30 MUH.

24  NMPABWUINA NPEOOCTABIIEHUA YCNYI 3ALLUUTBI MEPUMETPA CETU (VUTM)

241 OMNCAHKME YCIYTU 3ALLNTBLI MEPUMETPA CETU (VUTM)

3awurta nepumetpa cetn (VUTM) - pelueHve Ha OCHOBE BMPTyanbHOrO MeXceTeBoro akpaHa (bpaHamayapalfirewall) B LIO[ Baltneta gns

npepoTBpaLLeHns pasnuyHblx BuaoB yrpo3 (DoS, DDoS-ataku, BTopxeHus B 6a3bl AaHHbIX, ouwmHr (phishing), Bupyckl, SPAM-coobLyeHuns).

242  OBBEMYCHYF

2421

2422

2423

2424

2425

24.2.6

2427

24.2.8

24.2.9

MnaHbl VUTM:
vUTM vUTM vUTM vUTM vUTM vUTM
25 50 100 150 200 500
PekomeHayemoe makcMmMarnbHoe Konm4ecTBo 25 50 100 150 200 500
nonb3oBaTtenewn (WT.)
MponyckHasi cnocobHocTs VUTM, (M6uT/c) (npu 100 200 250 450 600 1200
aKTVBMPOBaHHOM MakeTe npaBui 6e3onacHoOcTH)
MakcrmanbHas nponyckHast CnocobHOCTb 500 1000 1500 3000 3900 5000
6paHamayapa UDP (M6ut/c)
IPsec (Mbps) 75 150 200 250 325 450
SSL VPN (Mbps) 75 150 300 400 520 720
WAF (Mbps) 75 150 300 500 650 850
Anti-Virus (Mbps) 300 550 900 1500 1950 2500
IPS (Mbps) 200 370 450 780 1200 1500

PekomeHZyemMoe MakcumarbHoe KOnM4ecTBO nonb3oBaTeneil. PekomeHZyeMoe KONMYecTBO Momnb3oBaTeriel OCHOBaHO Ha
peanbHO Harpyske Ha CUCTeMy, Koraa Ans Kakgoro nonb3oBaTernsi BKIOYEH MakcumarbHbli Habop npasun Ge3zonacHoctu. B
cryyae 3HauMTENbHOTO YBENUYEHUsI KONMYecTBa nonb3oBateneil Baltneta nmeet npaso coobwmTts 3akasunky o HeobxogumMom
M3MEHEeHUN TapuMHOro nnaHa, U ecnu 3aka3yuk OTKasblBaeTCsi OT U3MeHeHus TapudHoro nnaHa, Baltneta He HeceT

OTBETCTBEHHOCTU 3@ KOPPEKTHOE PYHKLIMOHMPOBAHWE CUCTEMBI B Cry4ae yBENUYEHUS Harpy3ku Ha cuctemy.

Obwas nponyckHast cnocobHocTb VUTM, (M6wuT/c) (npu akTMBMpoBaHHOM nakeTe npasun 6esonacHoctn) B cnyvae
npegocTasneHns Ycnyrm B ceTn 3akasynka BKNOYaEeTCs CTaHAapTHbIN nakeT 6e30nacHOCTU, OrpaHUYMBaIOLLMIA MaKCUManbHYO
NpOonyckHyt cnocobHocTb ceTn B M6uT/c, koTopas npvBegeHa B Tabnuue HacToswmx npaswn. B Tabnuue Takke npuBegeHbl
MaKCHManbHO BO3MOXHAs N OPUEHTUPOBOYHASA NPONYCKHAs CMOCOBHOCTb ANS KaXAoN akTuBaumm yHKLMOHANBHOCTU.
Bpangmayap Bbicokon HapexHocTn (HA). UHdpactpyktypa GpaHamayap pasmelleHa B LeHTpe o6paboTku gaHHbix TIER3
komnaHuu Baltneta, rae peanusoBaHa BbicOKasi HaAEXHOCTb CepBuUca B COOTBETCTBUM ¢ TpeboBaHusimmn TIER3.

OrpaHuyeHne 1 KBOTMPOBaHUE MOTOKOB. PYHKLIMOHANBHOCTb MO3BOMSET OrpaHNYUTL pacrnpenerieHne COBOKYMHOro Tpaduka no

NPUNOXEHNAM UMW KaTeropusiM, NONb3oBaTeNsiM, FPyNMnoBOW NOMUTUKE.

Bawwrta ot DDoS, IPS. [Ina obecneyeHus 3awmTbl nepumeTpa cetu 3akaduvka nuueHanap vVUTM ncnonb3yeT nepefoByto cuctemy
3aLmThl HOBOTrO NokosneHus Intrusion Prevention System (IPS) 1 AByxMOTOpHOE aHTUBMPYCHOE CKaHMPOBaHWE C UCMOMNb30BaHNEM

COBCTBEHHbIX 1 CTOPOHHUX CUTHATYPHbIX 6a3.

MopTan camoobcnyxvBaHust notTpebutenen. 3akazyvk nony4aeT JOCTYN K nopTany camoobcnyxmBaHusi noTpebutenen B kayecTse
agMuHKUCTpaTopa unv HabnogaTens, B 3aBUCMMOCTY OT TOro, NpuobpeTaeTcst N Ycnyra ¢ NakeToM TEXHUYECKOro 06CNyXnBaHNs
unu 6e3 Hero. B cutyaumn, korga Baltneta n 3aka3unk umMeroT NorMHbLI C NpaBaMn aAMUHUCTPATOPa, HEKOPPEKTHBIE U3MEHEHNS,
BHECEHHbIE B MEXCETEBOM 3KpaH, CYMTAOTCH OTBETCTBEHHOCTbIO 3aka3uuka, a Baltneta npoBogut BoccTaHoBUTENBHBIE paboThl B
COOTBETCTBMM CO CTaHAAPTHLIMK NapaMeTpaMu KavyecTBa OGCMyXKMBaHWSI UMW NOYACOBLIMU Tapudamu, yka3aHHbLIMU B JaHHOM

[OKyMeHTe.

IPsec, SSL VPN, Remote Ethernet Device (RED) VPN. JluueHsnoHHble cpeactea npoussoamtenst VUTM no3sonstoT co3naBatb
sawmeHHble VPN Ha ocHoBe ctaHpapToB (SSL, PPTP, L2TP, Cisco VPN, Open VPN, RED VPN (tpebyeTtca gononHutensHoe
obopynoBaHue 3aka3uuka).

KoHTponb u orpaHuuveHve HexenaTenbHbIX npunoxeHun n nocewaemblx WEB-ctpaHuu. lNpoussogutens nuueHsnm vUTM
npegocTasnseT Bblbop CTaHAAPTHbIX LWABGNOHOB NOMUTUK M NPaBUN 415 OrpaHUYeHns Uy 3anpeTta AOCTYNHOCTU onpeaeneHHbIX

NPUMOXEHUA WU NPOTOKONOB B KOMMaHWW. KOHKpeTHble Habopbl MpaBui OrpaHUYeHUst MpPefoCTaBnsitoTCA 3akasuumky U
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cornacoBbiBalOTCA 40 YCTAHOBKU YCJ'IyFVI.

24.2.10 C6op paHHbIX 06 MCMONb3yeMbIX MPUNOXEHUAX U nocellaembix WEB-cTpaHuuax. Mpoussogutens nuueHsum VUTM cobupaet

24.2.1

TpaduK, npoxoaswmin 4Yepes OpaHamayap, U NpefocTaBnseT BO3MOXHOCTb YBMAETb B MOAyNe OTYETOB HaKOMMEHHYH
MHGOPMaLMIO O NPOCMOTpe MNpunoxeHu, cepsucos n WEB-cTpaHuu. MpoussoamTens nuueHsun vVUTM nmMeeT ctaHOapTHble
wabnoHbl oTobpaxeHns uHOpMaUMK, KOTopble MOryT OblTb CKOPPEKTMPOBAaHbI TOMbKO MOCMe 3aka3a TeXHWYEeCcKoro
o6CnyXuBaHus.

C6op 1 xpaHeHune xypHanbHbix 3anucen (logs). VUTM cobupaeT Tpadmk, npoxoasawmin yepes 6paHamayap, u npegocTtasnser
BO3MOXHOCTb MPOCMOTpA 3anuceii )xypHarnoB, KOTOpble XPaHATCS B CUCTEME B 3aBMCUMOCTM OT 3arpy3ku ceTy 3akasuuka U Hanmuus

cBOGOAHOMO AMCKOBOO NPOCTPaHCTBa Ha cepBepe.

24.2.12 Paspgenenve onepauuit ¢ VUTM 1 nHdpactpyktypoit 3akasuuka. B nepuog ucnonb3oBaHusa Ycnyru komnavus Baltneta Hecet

OTBETCTBEHHOCTb 3a NpaBunbHoe dyHKUmMoHupoBaHne VUTM, Bknoyas MHAPacTpyKkTypy, npeaHasHadeHHyo ans vVUTM (ueHTtp
06paboTkn faHHbIX, CepBepbl, ceTeBoe obopyaoBaHue) 1 nporpaMmHoe obecnevyeHne npovssoautens. B cnyyae c6os B pabote
nporpaMmHoro obecnedyeHnsi, 0 KOTOpPOM npou3soauTens nuueHaum VUTM odumumansHo yBegomnsieT, komnawusi Baltneta
06sa3yeTcs NPUHSATL BCe HEOBXOANMbIE Mepbl B pamMKax CBOEW KOMMETEHLMW A BOCCTAHOBMEHWUS paboTbl CUCTEMbI, BKIOYast
meToh Haunyuwmx ycunuii (best-effort), ncnonbsyemein camum npowussogutenem nuueHsmmn VUTM. Takke B cnyyae cboeB B
MHpacTpykType 3akasumka u, kak cneacteve, cboes B pabote cepsrca VUTM, komnaHusi Baltneta He HeceT oTBeTCTBEHHOCTY 3a

nNpoaoMKMTENbHOCTL CO0S 1 3a yCTpaHeHne cHos.

24.3 3AMPOCHI MO CTAHOAPTHOWM YCNYTE (RFC STANDARD)
NMPEAMNONATAEMOE
CTAHOAPTHBIE PABOTbI / BAMEHA BPEMSA NMPUMEYAHUE
BbINONHEHUA
BoccTtaHoBneHue noruHos Ana 3akasyvka*® 30 MUH. BbinonHseTcsa 3a gononHuTenbHyto nnaty
BoccraHosnenue konun VM 13 pesepsHoii konum (backup) 60 MyH -
BoccraHoBneHnue konun VM 13 MmoMeHTanbHoro cHumka (snapshot) 60 MVH .
MpepnocTtaBneHne otyeToB MoHuTopuHra (ICMP, CPU, RAM, 30 M -
SWAP, owmnbku) )
MpepocTtasnexne xypHana goctynHoctn VM 30 MuH. .
MpoBepka napameTpoB MOHUTOPUHra 30 MyH. .
Mposepka goctynHoctn VM 30 MuH. )

25

251

NMPABUIA NPEAOCTABIIEHUA YCNYI NO OBCNYXXUBAHUIO NEPUMETPA CETU (VUTM)

OMNCAHUME YCNYT MO OBCNY>XXUBAHUIO MEPUMETPA CETU (VUTM)

O6cnyxuBaHve nepumetpa cetu (VUTM) - yaaneHHoe obcnyxuBaHue pelleHns 6e3onacHocTi Ha 6ase BupTyanbHoro 6paHamayapa. YCTaHoBKa,

HaCTpOI;IKa, MOHUTOPWUHI OTKINOHEHWI B pa60Te CUCTEMBbI, ynpasJieHNe U KOHTPOJb BCEX OOCTYMHbIX beHKLlVIOHaJ'IbeIX BO3MOXXHOCTEMN pelweHunda

vVUTM.

25.2

YCIYTA BKINFOYAET B CEBA

25.21

Mnanbl Yenyr:

OcobeHHocTU Ycnyru STANDARD PRO

MoHuUTOpWHT:

MOHWUTOPUHI JOCTYMHOCTU +

KoHTpornb Harpy3sku -

AHanu3 xxunsHeHHoro uukna Ycnyr -

+| |+ |+

HoctynHocTb Beb-caita (ansa WAF) -

BpaHamayapbl 1 ynpaBneHne nHhpacTpyKTypPOii:

O6HoBneHve Bepcun GpaHamayapa B pabouee Bpems B Hepaboyee Bpems

PesepBHble Konuu 1 BOCCTAHOBMEHVE BUPTyanbHON MalunHbl Appliance + +

PesepBHoe KOonmpoBaHne n BOCCTaHOBIIEHNE KOH(bVIrypaLlI/II/I ExxemecsauyHas konus E>xeHenenbHbIN konust

YnpaeneHue Mogynem 6paHgmayapa 3akazuuka B y4eTHO 3anncu ynpasreHus - +

npoussoguTenem npogykra VUTM.

dopmMupoBaHue 1 ynpasneHve GpaHamayapomM Ha 6a3e Npon3BoauTens - +

Knactepa

YnpaBneHve nonb3oBaTeNamMmn 1 NPUNOKEHUSMU:
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CospgaHue 1 nogaepkka NonmuTHK aBTopM3aLum nonb3oBaTenen. + +
pynnupoBka nonb3oBaTenen. + +
dopmmpoBaHme OTYETHOCTU + +
YnpaBreHue 3anpeLyeHHbIMM nopTanamu v NPUIoXEHUSIMI + +
HacTporka ncknioyeHunii 3 npasun - +
OueHka 1 BHepeHMe U3MEHEHUIA HA OCHOBE 3anpocoB 3aka34ynkoB [o 3 nsmeHeHuit B mecay, | o 10 nusmeHeHuit B mecsiy,
YnpasneHue 6e30nacHoCTbIO:
IPS, IDS, aHTuBMpYyC, npotokonuposaxue (logging). + +
BkntoyeHne cTaHgapTHbIX NPaBun 3aLyThl ANeKTPOHHON NOYThI + +
npousBoauTens’®.
BkntoyeHune ctaHgapTHbIX npasun npoussoautens WAF* - 3a 4OMNONHUTENBHYO
nnarty
YnpasneHue ceTblo:

Hactporika IPSEC, L2TP/IPSEC, SSL TyHHene. + +
KoHdurypuposarne DHCP-cepsepa. + +
CkaHupoBaHue no npotokony HTTPS. + +

CermeHTupoBaHue rno 3oHam o 3 30H Lo 10 30H
Mopaepikka npasun knaccudmkaumm 1 ynpasneHust Tpacdrkom + +
MocpeaHnyecTBO C NponsBoaMTENeM Ans Noaaepxkv npoussogmtens (vendor - +
support)

*B cny4ae akTuBaLmy JOMNOMHUTENBHBLIX MOAYNen 6paHamayapa

2522

25.2.3

25.2.4

MonwuTopuHr. BpaHgmayap 3akasuuka BKMIOYEH B CUCTEMy MOHUTOpuHra Baltneta, kotopasi B pexume 24x7 oTcnexuBaeT
COCTOSsIHME YCTPOWCTB 1 paboTy cepBMCOB 1 nNpedynpexgaeT 06 OTKIOHEHUsIX OT CTaHAaPTHbIX (UNW COrnacoBaHHbIX) NapameTpoB.

MoHuTopuHr GpaHamayapa BKitoYaeT cregyowme chepbl:

[ocTtynHocTb. MNpoBepka OOCTYNHOCTM nporpaMmHoro obecneyeHuss no npotokony ICMP. UHTepBan nposepku - kaxable 300

cekyHa (5 MUHYT).

KoHTponb Harpysku (performance counter). CuctemMa MOHWUTOPUHra NPOBEPSIET U PerucTpupyeT cobbiTus BGpaHamayapa B ceTu
3akasuuka:

e [MapameTpbl NpoLieccopa, onepaTMBHON NaMsATU, AUCKOBOrO NPOCTPaHCTBA;

e KoHTponb coctosinust SWAP;

e Co0OLLEHNsI O KPUTUYECKUNX OLLIMBKaX 1 3anuncu B XXypHane.

AHanM3 XuU3HEHHOro umkna Ycnyr. KOHTPONMpYeTCst USHEHHbIA LMK BUPTYasibHbIX MaluuH, nepesarpysku, Bpems pabotbi,

Harpyska.

HocTynHocTb caviTa. B cnyyae BknoveHuss WAF, HabnogaeTca 4OCTynHOCTb BeG-caita B CUCTEME MOHUTOPUHTA.

BpaHamayapbl 1 ynpaBneHue nHpacTpyKTypoii:

O6HoBneHne Bepcun BpaHamayapa. B 3aBucumocTv oT nnaHa, o6HOBNeHWs 6paHamayapa BbIMOSHAIOTCA B COOTBETCTBYHOLLEE

BpeMsi No Mepe ouLmanbHOro Belxoga 0bHOBMEHWIA.

Pe3epBHble konuu 1 BOCCTaHOBMNEHVEe BUPTYanbHoM MalmHbl Appliance. ExxeHeenbHasi Konusi BUPTyanbHON MaLUMHbI, HA KOTOPOWA
paboTaeT cnyxba 6paHamayapa, CO3haeTcs U XpaHUTCA B LEHTpe obpaboTku AaHHbIX komnauum Baltneta n moxeT ObiTb

BOCCTaHOBIEHa B Cry4ae HeobxoanumMocTu.

PesepBHOe KkomupoBaHMe W BOCCTaHOBIIEHWE KOHUrypaumu. ExeHepenbHo AenaeTtcs konvsi koHdwurypauum GpaHamayaspa

38K83LWIK6, KOTOpasaA XpaHUTCA B LIeHTpe OGpaGOTKM OaHHbIX Baltneta n npu HeOGXO,EI.VIMOCTI/I MOXET ObITb BOCCTaHOBIEHA.

Ynpasnexue mofynem 6paHamayapa 3akasuvka B yHETHOI 3an1cu yrnpasneHus npovssoautenem npogykra vVUTM.

YnpaeneHvne nonb3oBaTensiMun 1 NPUIOXKEHNSMU:

Co3gaHue v noadepka MONMUTUK aBTopu3auuu nornb3oBaTeneil. Co3gaHve WM UHTErpauusi nokanbHbIX Nonb3oBaTenent ¢
cyliecTBytoLel y 3akasymka cuctemon ayteHTudmkaummn nonb3osatenen (LDAP, AD, RADIUS), npuBsizka aTux nonb3oBaTenemn K
CyLLeCTBYIOLLMM npaBunam 6paHamayapa un obecnedeHve nx paboTbl. Baltneta He HeceT OTBETCTBEHHOCTU 3a COBMECTUMOCTb
6paHamayapa 1 cucTemMbl ayTeHTUdMKaLUM nonb3oBaTenel 3akasyvka B criyyae UHTerpaumn, He NPOBOAMTCS AeTanbHbI aHanma
MCKIIOYMTESNBHBIX CIyYyaeB HEKOPPEKTHOro cpabaTbiBaHWsi TrpynroBov MOMWUTMKM WM aBTopu3aumu npu pabote obLiero
yHKLUMOHana, Baltneta He HeceT OTBETCTBEHHOCTU 3a KOH(UIypaLMmn CUCTEMbI ayTEHTUdMKaLMKU Nonb3oBaTenen 3akasyvka unm
noBbIX APYrMX YacTel MHPACTPYKTYpbl M He MOAKMYaeTCst K MHGPacTpykType 3akasduka, TakoW Kak CepBepbl, cuctema

ayTeHTI/I(*)I/IKaLl,I/IVI nonb3oBaTenen unu Apyrue cepBuchbl.

pynnupoBka nonb3oBaTenen. MpynnupoBka nonb3oBaTteneit bpaHamayapa ¢ NpUMEHEHWEM rpynnoBbIX MOMUTUK (OOCTYMHOCTb
NPUNoXeHun, HasHadeHve Tuna VPN, rpynnoBble NonuTukK 1 T.4.)

o dopmupoBaHme OTHETOB. PYHKLIMOHANBHbBIE BO3MOXHOCTMW BKITHOYAIOT:

o lMpepocTaBneHne AoCTyna kK MOAY M0 OTYETHOCTY;
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o PopMUpOBaHVE NEPUOANYECKNX OTHETOB 0BLLEro Xxapakrepa (MPUMOXEHNS U KOHTEHT, CeTb M yrpo3bl, ucnons3osaHue VPN);

o NHpuBnayanbHas oT4eTHOCTb Nonb3oBaTtens. HaMBuayanbHas OTYETHOCTb BeAeTCs TOMNbKO Ans obnagatowmx nnaHom PRO.

MakcmmarnbHoe KonM4YecTBO OTHETOB pasHbIX TUMOB HE MOXET MpeBbillaTh 10 0TYETOB Ha OAMH 3anpoc.
e YnpaBreHve 3anpeLieHHbIMU nopTanamu 1 NpUnoXeHUsIMu:
o HacTtpoiika ctaHgapTHbIX NpUnoxeHuin nponssoauTensa nuueHaui vVUTM n WEB-cunbTpoB Ans rpynn nnu npaswur;

o Co3gaHve n HacTpomrka HecTaHAapTHbIX Monb3oBaTenbckux npunoxenun unu WEB-dunbTpoB, a Takke HacTpouka

WCKIMIOYEHMIN 13 NpaBun AOCTYNHbI TONbKO Brnagensuam nrnaHa PRO;

e OueHka 1 BHegpeHWe M3MeHeHMn no 3anpocam 3akas3unkoB. [aHHasi PYHKLUMOHANbHOCTb BKIOYaeT B cebs aHanus 3anpocos
3akasyvka Ha npegMeT COOTBETCTBUS M OTCYTCTBUSI MPOTUBOPEYMS 3anpallmBaeMbIX U3MEHEHWUI 0o6LWMM NorM4ecknM npasunam

6paHamayapa v BbIMOMHEHNe 3THX 3arnpocoB.

25.2.5 YnpaeneHue 6e30nacHOCTbIO:

IPS, IDS, aHTuBMpYC, npoTokonupoBaHue (logging). Mopaepka aTon PyHKLMOHANBLHOCTH BKIOYaET:
o BkntoueHne 1 BHeceHve nsmeHeHuin B cTaHaapTHble npasuna nponssoautenei IPS/IDS/aHTnBupycos;

o MHauBmnaoyanbHoe cosfaHve u akTMBauusi nonb3oBaTenbCckux npaswun IPS saBnsieTcs ucknioumtenbHoW 06513aHHOCTBIO

BnagenbLeB TapudHoro nnaHa PRO;

o OBbem NamMATV AN XpaHeHWs 3anuceit xxypHana orpaHunyeH 50 Mb.

YnpaBneHue npasunamv 6e30nacHOCTW 3NEKTPOHHOM MOYTbl. PYHKLMOHANBHOCTb BKMOYaeT B cebs BKIOYEHME U yrnpaBreHue
M3MEHEeHUAMN CTaHAapTHbIX NpaBun GpaHamayapa, 3almTbl 3MeKTPOoHHOW nmoyThl unu WAF npoussogutens npogykra vVUTM.
KomnaHus Baltneta He HeceT OTBETCTBEHHOCTYM B Crly4ae HECOBMECTMMOCTUN CTaHAAPTHBIX (hMnNbTPOB UMK NpaBui NPoM3BoAUTENS
C WHdpacTpykTypoir wnu  WEB-cTpaHvuen 3akasumka M He paccmaTpuBaeT OTAernbHble VHUMAOEHTbI, CBA3aHHble C
NHpacTpyKTypon 3akasyumka B npolecce paboTbl Bcero pyHKUMoHana.

25.2.6 HacTpoiika TyHHenmen Ana yganeHHblX pabounx cTaHumi (yganenHbin L2TP/IPSEC, SSL VPN). [Ona BkmioveHuss 9Tomn
PYHKUMOHaNbLHOCTN TpebyeTcs TOMbKO HacTpoMKa 4acTu ceTeBOro obopyaoBaHus. 3akasuuk oTBevaeT 3a ycraHoBky VPN Ha
yaaneHHom paboyeM mecte 3akasumka. B pamkax gaHHon Ycnyru Baltneta He nogkntovaeTcs k paboyer ctaHumm 3akasymka n He

BbINOHSAET HUKaKUX AeNcTBUIA No HacTpoike VPN-3akasynka Ha o6opyaoBaHumn 3akasuuka.

25.2.7 YnpasneHue ceTblo:
Hactporika IPSEC, L2TP/IPSEC, SSL TyHHene.

HacTpolika yaaneHHbIx dounvManos Unu TyHHenemn CTopoHHux npoussoautenen (Site to site IPSEC VPN). B cnyyae ¢ IPSEC VPN

BKITOYEHWE (PYHKLMOHAMNBHOCTU Ha Ha3HaYeHHOM 3aka3ynkoM MHPPaCTPYKType TPETbUX NuLL He BXxoauT B obs3aHHoCTK Baltneta.
3aka3uunk HeceT OTBETCTBEHHOCTb 3@ COrfacoBaHue aetanen KoHdurypaumm ¢ TpeTeen CTOpoHon. Baltneta BeinonHseT aenctaums,
CBsi3aHHble C WHPACTPYKTYpOr U KOHdUrypauuei GpaHamayapa, a Takke NpoBOAMT CTaHAAPTHYHO AMArHOCTUKY, ecru oHa
TpebyeTcsi TpeTbMMM NMUAMU WM MO 3anpocy 3akasuuka, BKIOYas BKIOYEHUE/OTKMIOYEHUE TYHHeNst Wnu NpoBepKy
dyHkumoHanbHocTy IPSEC VPN y nponsBoautenst 6aszosoro npogykta VUTM. Peanusauns gaHHON yHKLUMOHANBHOCTU Takke He
noanagaeT nof cTaH4apTHbIE NapaMeTpbl kKayecTBa 06CMyKMBaHWS U3-3a NMPUBIEYEHNS TPETBUX NKL, NOSTOMY Npw 3anycke Ycnyru

NPUMEHSIETCA NMOAXOA, OCHOBaHHbIN Ha MaKcMMarbHbIX yeunusix (best effort ).

HacTpoiika TyHHenmen Ans yganeHHbix pabounx cTaHuwi (ydanenHbin L2TP/IPSEC, SSL VPN). [Ons BkmodeHuss aTon
yHKLMOHaNbLHOCTN TpebyeTcs TOMbKO HacTpoMKa 4acTu ceTeBOro obopyfaoBaHus. 3akasuuk oTBevaeT 3a yctaHoBky VPN Ha
yaaneHHom pabodem mecte 3akasduka. B pamkax aaHHou Yenyru Baltneta He nogkntoyaeTtcs k paboyen ctaHumMmn 3akasyuka u He

BbIMOMHSET HUKaKUX AeNCTBMI No HacTpoike VPN-3aka3unka Ha obopynoBaHuy 3akasyuka.

KoHdpurypuposanne DHCP-cepBepa.

CkaHupoBaHue no npotokony HTTPS. Moaaepxka 310 OyHKUMOHANBHOCTM BKMOYaeT B cebs BKMHOYEHME CTaHAAPTHLIX NpaBwurn
ckaHupoBaHus. CosnaHve MHAMBMAYyanbHbIX Npaswun, paboTbl, cBA3aHHble ¢ ynpaeneHuem Cnyx6on ceptudmkaumm vUTM, n
KOHCYnbTaLuM Nonb3oBaTenel no BONpocam pasBepTbiBaHUs Ha paboymx mecTax npeanaraetcs Tonbko obnagarowym nnaHom
PRO.

3oHanbHas cermeHTauus. MNogaepxka aTon PyHKLMOHANBHOCTY BKIIOYAET co3haHne n MoandukaLmio npasmn cerMeHTaumnm cetm

1 HOBbIX CEeTEeBbIX MHTepdencoB. KonnyectBo 30H orpaHWYeHo Ansi Kakaoro TapudpHoro nnaHa - Bragenbubl TapudHoro nnaHa

Standard moryT cermeHTMpoBaTh 40 3 OTAENbHbLIX 30H, BNagenbLpbl TapudHoro nnaHa PRO - go 10 30H.

Mopnepxka npaBun knaccudukaumm v ynpaeneHust Tpadukom. logaepxka 3TON (DYHKLUMOHANBHOCTU BKIOYaET co3daHve u

MoanduKaLmio NpaBuin CErMeHTaL MM CETU 1 HOBbIX CETEBbIX MHTEP(ENCOB. BknioueHne nepapxmnyiecknx npaBun knaccudmkaumm
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BO3MOXXHO TOsbKo Ans Bnagensues MnaHa PRO.

Ha Ycnyry no obcnyxvsanuio VUTM komnaHum Baltneta pacnpoctpaHsioTcst orpaHuyeHrs no npaeunam v KonmyecTBy U3MEHEHUI,
onpeferneHHble B HACTOSILLMX NpaBuiiax, Ho OCTaBnseT 3a coGOoN NPaBo MPUMEHUTb OrpaHUYEHne Mo BPEMEHU B criyyae siBHO
OJIMTENBbHOrO 3anpoca Ui Konmn4ecTea 3anpallnBaeMbIX USMEHEHWI NPEBLILIALLMX pa3yMHOE, NPy 3TOM BnagenbLbl TapudHOro
nnaxHa Standard orpaHuyeHbl 1,5 yacamu B Mecsily Ha 3anpochbl, a Bnagenblbl TapudHoro nnaHa PRO - 3 yacamu. B cnydvae
NPEBbLILIEHNS 3annaHMPOBAHHOIO BPEMEHM Mocneaytollee O6CMyXMBaHWE OnnadYMBaeTcs Mo AOMNOSIHUTENbHBIM MOYACOBbLIM

Tapuham, ycTaHOBNEHHbIM B HacTosLiem [Jorosope.

25.2.8 B cToumMocTb Ycnyru He BXOAST MEPEYNCIEHHbIE HMXKe YCMyru, HO 3T YCnyrn MoryT BbiTb 3aKka3aHbl AOMOMHUTENLHO MO OTAENbHOM

[loroBopeHHOCTHU:

PasBepTbiBaHne VPN-3akasunka Ha KoMrnboTepHOM pabodem MecTe 3akasuuka;

YcTaHoBKa cepTudurkaToB Ha KOMMbIOTEPU3UPOBAHHOE pa6o‘-|ee MecTo 3akasuuka;

YcTaHoBKa, HacTporika 1 ConpoBOXAeHNe nonb3oBaTtensckux npasun WAF;

JioGble KOHCynbTauuu, JOKyMEHTUpOBaHWE, COCTaBlIeHne OT4EeTOB U Jpyrue pa6OTbI, CBfi3aHHble C ayAMTOM TpeTbel CTOPOHbI,
BbINOMHAIOTCA TOMbKO Ha MpPeABapuTeNlbHO COrNacoBaHHOW OCHOBE M OMMavyMBalOTCA MO NMOYacOoBbIM CTaBKaM, yKa3aHHbIM B

HacTosiem [loroBope.

25.3 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

NPEAMNONATAEMOE
CTAHOAPTHbLIE PABOTbI / BAMEHA BPEMSA NMPUMEYAHUE
BbINONHEHUA
BoccTtaHoBneHne nogkntoveHnin ana 3akasvuka 30 MUH. BbinonHseTcsa 3a gononHuTenbHyto nnaty
BoccraHoBneHnue konuu VM 13 pesepsHoi konum (backup) 60 MVH -
BoccraHosnenune konun VM 13 MOMeHTanbHOro cHumMKa (snapshot) 60 MuH -
MpepocTaBneHve oT4ETOB MOHUTOPUWHra cepeepa vutm (ICMP, 30 MuH )
CPU, RAM, SWAP, oLm6ku) )
MpepocTtasnexne xypHana goctynHoctn VM 30 MuH. -
[MpoBepka napameTpoB MOHUTOPUHra 30 MUH. -
Mposepka goctynHoctn VM 30 MyH. -
BbinonHute anarHoctuky TyHHensi IPSEC: 30 M }
BKIOYEHUE/BbIKMIOYEHNE TYHHENS; )
OwnarHocTuka TyHHensi L2TP: BkntoueHne/BbIKNoYeHNe TyHHENS; 30 MuH. -
OnarHocTtuka TyHHenst SSL: BknoueHne/BbIKNoYeHne TyHHeENs; 30 MuH. -
BoccTtaHoBneHune konun koHdurypaumm 6paHamayapa u3 30 M }
pe3epBHON Konun )
BoccraHoBneHue konuu BUpTyarnbHOM MalmHbl (appliance) 30 MuH. -
M3meHeHne nonutukn 6panamayapa (Firewall) 30 MUH. -
BkrnioyeHne nonb3osaTeneii nokaneHoro 6paHamayapa (go 10 30 M )
nonb3oBarene) )
BkntoueHue/oTknoueHne yHKUmMmn ckaHmpoBanust HTTPS 30 MuH. -
BkntoyeHne/oTkNoYeHne cTaHaapTHbIX NOMUTUK
aHTMBUpYCHO/aHTMcnamoBon 6e3onacHocTu NpoussoauTens (4o 3 30 MUH. -
npasun)
BkrntoyeHmne/oTknoMeHNe CTaHAAPTHBIX MOMUTUK 6e30MacHoCTH 30 M
npunoxenuii n WEB-cTpaHuL, npovasoauTens (ao 3 npaswun) '
BkntoyeHne/oTknoYeHe cTaHaapTHbIX NONUTUK 6e3onacHocTH
30 MyH. -
IPS/IDS npoussoguTens (no 3 npasun)
MmnopTt/akcnopT ceptucpmkata HTTPS 30 MyH. -
BbikntoyeHve nonb3oBaTtesen nokansHoro 6paHamayapa (oo 10 30 MuH )
nonb3oBarerne) )
YpaneHue nonb3oBaTenen nokansHoro 6paHamayapa (go 10 30 M )
nornb3oBarenein) )
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Mogaundmkauus npaBun knaccudgmkauum ceTeBoro Tpadumka 60 MyH -

OcyLecTBuTb NepeHanpaeneHne nopTos 30 MuH. -

MN3meHeHune HacTpoek DHCP / pe3epsupoBaHue IP-agpecos 30 MuH. -

M3meHeHne HacTpoek DHCP / nameHeHne HacTpoek cepeepa 30 MyH. -

MpepnocTtaBneHne otyeToB MoHuTopuHra (ICMP, CPU, RAM, 30 MuH )
SWAP, oimbku) '

MpenocTaeneHve ogHOMo M3 CTaHAAPTHBLIX OTYETOB 60 mMuH -

MpepocTtaBnexune xypHana goctynHoctn VM 30 MyH. -

MpepocTaBuTb XXypHan pernctpaumu 3anucen (log) ot 30 MuH )
npounssoauTens npogykra VUTM )

[MpoBepka napameTpoOB MOHUTOPUHIa 30 MyH. -

MpoBepwuTb, BKNOYEHBI N CTaHAAPTHbIE NONUTWKN Ge3onacHoCTU 30 Mk )
npunoxexHun n WEB )
MpoBepunTb, 4TO CTaHAapTHbIE NoMUTKKM 6esonacHocTu IPS/IDS 30 M
BKIIHOYEHb! )

[MpoBepka BO3MOXHOCTW NPUMEHEHUsT cTaHAapTHbIX npasun WAF 30 MyH. -

Mposepka gocTynHocTH canta (B cnyvae WAF) 30 MUH. -

Mposepka goctynHoctn VM 30 MyH. -
[ob6aBneHne/nsmeHeHve agpeca aNeKTPOHHON NOYTbl A4Ns 30 M
OTMPaBKW OTHETOB )

HasHaueHue cyLecTByoLWMX NpaBun Ha GpaHamayape 30 M )
nonb3oBaTtenam (4o 10 nonb3oBaTenemn) )

HacTpoliika 3anpalumBaemMoro 3akasunkom UCKMIOYeHUs Ans 30 MuH )
npasun )

Hactpoiika TyHHensi L2TP IPSEC Ha cTopoHe 6paHamayapa 60 MyH -

HacTtpoika SSL-TyHHens Ha cTopoHe 6paHamayapa 30 MUH. -

Co3sgaHune nonb3osarenei nokansHoro 6paHamayapa (o 10 30 M )
nonb3oBaTene) )

CosgaHue y4eTHON 3anmcu Ha nnatdopme ynpaBneHus 60 M )

npoussoauTenamv npogykuum vuTM

CospaHue gocTyna Kk Moaynto ot4eToB BpaHamayapa (4ns ogHoro 30 M )
nonb3osarens) )

HasHaueHve nonb3oBatenein B rpynnbl 6paHgmayapa 30 MuH. -

MameHeHne nonutukn VPN 30 MyH. -

M3meHeHune nonb3osatenein VPN 30 MUH. -

26  MPABWUIA NPEOOCTABJIEHUA YCNYI NO OBCNYXXUBAHUIO SDN

26.1 OMNMNCAHUME YCINYTW MO OBCNY>XXUBAHNIO SDN

SDN MOHWUTOPWMHF - 3TO MNpOrpaMMHo-annapaTHoe CeTeBOe pelleHWe, MOo3BOoMsolWee NPeanpuUaTUSM  LEHTPanmu3oBaHHO, MNpoCTo U
aBTOMAaTU3MPOBAHO YNPaBMsATh CETbI YAaneHHbIX 06 bEKTOB U UCMONb30BaThb N0BY KOMOMHaUMIO IP-TpaHCNOPTHBIX YCnyr, BKIOYas ONTOBOOKHO,
MPLS, LTE n gpyrue.
26.2 OBBbEM YCNyr
26.2.1 MoHuTOpUHr focTynHOoCTW. LLInpokme BO3ZMOXHOCTM yaaneHHOro MOHUTOPMHIa, OLeHKa KadecTBa CcUrHana, BO3MOXHOCTb KOHTPONS
cocTosAHNA SDN-yCTPONCTB, @ Takke HaCTPOMKN U N3MeHeHUs kKoHdurypauum SDN-yCTponcTB.
26.2.2 TMpepocTtaBneHne 3akasvyuky naHenm MOHUTOPUHIa. BO3MOXHOCTb MOHUTOPUHIA COCTOSIHUA CETU YAANEeHHbIX CauToB, MPOCMOTpa
HaCTpoeK 1 COBbITU B pexrMme peanbHOro BpeMeHU B Ka4ecTBe rocTs, C NpaBamu TONbKO ANS YTeHus (read-only).
26.2.3 AstomaTnyeckne obHoBneHusi 6esonacHocTv anst SDN-yctpoincte. O6HoBneHne obopynosaHuss SDN cpasy e uHuummnpyetcs
©paHamayapoMm B cry4ae BO3HWKHOBEHMSA nHumaeHTa 6esonacHocT. ObopyanoBaHue nonyvyaeT 0OHOBMNEHUS HEMEANEHHO, BMECTO

TOro 4TobbI XXAaTb OKHA, 3annaHNpPoOBaHHOIo AN 06HOBNEHNs obopyaoBaHUs.
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26.2.4

26.2.5

26.2.6

26.2.7

26.2.8

26.2.9

baltya

3awmra Tpaduka yctpomrctsa C nomolpio npasun GpaHgmayapa. O6opyposaHue SDN nossonseT npubnuavTb npaswna
6paHamayapa k dunuanam. Tpaduk obopyanosaHus SDN nposepsieTcst 6paHaMayapoMm, Aaxe Koraa BHyTpeHHee obopyaoBaHue
obMeHvBaeTCs AaHHbIMU BHYTPU YCTPOCTBA.

CoxpaHeHue koHdurypaumin SDN-ycTpoircTe B wabnoHax GpaHamayapoB. B cnyyae Bbixoga us ctpos SDN-yctponcts wnu
[o6aBrneHust JOMOMHUTENBHOMO YAANEHHOTO OTAENEeHUsl Mbl MOXEM O4YeHb ObICTPO BOCCTAHOBWUTb WCMOMb3YEMblE HACTPOMKU

ceTeBoW Ge3onacHoCTu.

AHanus notpebnenus Tpaduka no nogpasgeneHuio. OueHka M aHanua Tpadvka noApasfgenieHuii KoMnaHuK, OTCrexvBaHue
OTKIMOHEHWI OT HOPMbl WM AKTMBHOE MPEfOCTaBlEHWE KOMMEHTApPWEB UMM PEeKOMEHZAUUNA MO WM3MEHeHUo npaBun paboThl

noapasfeneHnin Unm M3MeHeHIo CKopoCcTu VIHTepHETa B noapasaeneHusx.

PaclumpeHHble BO3MOXHOCTM MapuipyTusaummn (split tunneling). Bo3aMoxHOCTb pasgeneHns 30H, No3sonsiolwas oTkasaTbCs OT
npaeun GpaHamMayapa Ons 30H UMK KOHEYHbIX Touek, He Tpebywowmx obecneveHusi 6esonacHocTn. OTCYTCTBUME Meperpysku

6paHamayapa, Korga B 3TOM HeT Heo6X0AMMOCTH.

HasHaueHune npaBun Ans KOHKPETHOro YCTPOWCTBA, AOCTYNHOCTL A0 2 ypoBHSA aapeca (IP-agpec, MAC-agpec 1 1.4.). YcTponcTea
SDN no3BonsoT BUAETh paclUMpeHHOe YMCNO CeTEBbIX YCTPOWCTB BNOTb A0 aApeca BTOPOro YpOBHS M HasHayaTb npasuna ans
KOHKPETHbIX YyCTPONCTB.

CkaHupoBaHue no npotokony HTTPS. Moaagepxka 31O yHKUMOHANBbHOCTM BKMOYaeT B cebs BKMHOYEHME CTaHAAPTHBIX NpaBwun

CKaHupoBaHus. Coa,anme, ynpasneHue n KOHCynbTupoBaHne nonb3oBarenemn no BOMpocCaM BHeApeHNA Nonb30oBaTesIbCKUX Npasun
Ha pabo4ymx mecTax.

26.2.10 dunbTpaumsa Tpadmka Mexagy yCTPoMCTBaMM, HaxodsLWMMUCs B O4HOM 30He 6e3onacHocT. BO3MOXXHOCTb Ha3HayeHust npasun

26.2.1

6e30nNacHOCTM MEXCETEBOro akpaHa Ans OTAerbHbIX 30H 6e30MacHOCTM Npu obMeHe AaHHbIMU MeXay HUMK. [leTanbHbil aHanmn3
Tpaduka 1 NpocMoTPOB.
1 CospaHue 30H B ycTponcTtae. CosgaHne oTaernbHbIX 30H KOHEYHbIX YCTPOWCTB U HACTPOKa MHOMBMAYAbHLIX MPaBUI MEXCETEBOrO

3KpaHa B 3aBMCMMOCTU OT NOTpebHOCTe 1 ypoBHS Ge3onacHoCTy.

26.2.12 MocpepHnyecTBO C NpousBoauTenemM Ans nogaepxku npoussogutens (vendor support). MNpegoctasnsemoe obopyaosaHne SDN

nogaepXuBaeTcsd npoussogutenem, Yto no3songdeT nony4vyatb 0o6HOBNEHNSA oGopy,qosava N TeXHU4YeCKyro NogaepXkKy npu ero

HacTpolike nnm obcnyxmsaHum.

26.3 3AMPOCHI MO CTAHOAPTHOWM YCNYTE (RFC STANDARD)
NMPEAMNONATAEMOE
CTAHOAPTHbLIE PABOTbI / BAMEHA BPEMA NMPUMEYAHUE
BbINONHEHUA
Co3sfaHue yyeTHON 3anvcy Ha nnatdopme ynpaBneHust 60 M )
npoussoauTenamu npogykuuv vuTM
Co3sgaHune gocTyna K Moaynio 0TYeTOB nNpoussoauTens (ans 30 M -
0[HOro nonb3oBaTens) )
O6HoeneHune Bepcum SDN-ycTpolicTBa 30 MuH. .
MHuunmpoBaHune obHoBneHun 6esonacHoctn ans SDN-ycTpoicTs 30 MuH. )
CospaHune/mogndukaums Beibopa mapLupyTa (routing u split 30 M -
tunneling) )
HasHaueHue npaBmn Ha eanHULY KOHKPETHOTO KOHEYHOTO -
30 MuH.
o6opynoBaHue (0aHo)
HacTtpoiika oononHMTEeNbHOro BXxoga noaknioyeHns 4G 30 MuH. O6opynoBaHue JOMmKHO nopaepxusatb 4G
Ha3sHaueHve/usmeHeHne napameTpoB 6€30nacHOCTW Ans 30Hbl 30 M )
6e3onacHocTu )
MameHeHne HacTpoek DHCP / pesepBupoBaHue IP-agpecos 30 MuH. [o 5 wrT. 3a pa3
M3meHeHne HacTpoek DHCP / nameHeHve HacTpoek cepeepa 30 MUH. -
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TexHuyeckoe obCcnyxvBaHne KOMMNbTEPU3NPOBaHHbIX pabounx mecT (KPM) - aTo obcnyxuBaHue KOMNbloTEpa U CBA3AHHbBIX C HUM NepudeprinHbIX
YCTPOWCTB (MOHMTOP, Mbillb, KnaBuaTypa, AOK-CTaHUMS) 1 nepudeprinHbIX YCTPONCTB (NPUHTEP, CKaHep, MHOroyHKLMOHaNbHoOe yCTPOWCTBO) C

uenbio obecneyeHnss CBOEBPEMEHHOrO YAOBNeTBopeHus 3asBok. CepBucHoe obcnyxmBaHne KPM MoXeT OCyLLecTBRATbCS Kak yaaneHHo

OMUCAHME YCNYTU TEXHUYECKOIO OBCINYXXMBAHMA KOMMBIOTEPU3NPOBAHHBIX PABOYNX MECT (KPM)

NPABUIIA OKA3AHUA YCNYT MO OBCNYXXMBAHUIO KOMIMbIOTEPU3UPOBAHHbLIX PABOYUX MECT (KPM)

(cepBucHbin nnadH KPM REMOTE), Tak 1 yganeHHo u Ha Tepputopumn 3akasunka (cepsucHbin nnadH KPM PRO).

27.2

27.3

OTBETCTBEHHOCTb 3AKA34YNKA

27.2.1 3akasuuk 06s3yeTcst NMCbMEHHO MHopMmMpoBaTh Baltneta He MeHee yem 3a 5 pabounx oHel o nNobGbix paboTax, koTopble ByayT

baltya

npoBoauTbes Baltneta unu TpeTbumn nuuamu Ans ycTaHOBKM HOBOTO KOMMbIOTEPHOIO O60py,D,OBaHVIﬂ nnn paclimpeHunsa ceTu.

27.2.2 TpepocTaBnsATb KOHKPETHYIO U NocnefoBaTenbHyo MHdopMaumio npu peructpauum 3anpocos KPM ¢ npucBoeHWEM YHUKanbHOro

Homepa KPM kaxgol paboyeit cTaHLmMmM KoMMbloTepa.

27.2.3 He TpeboBatb nocelleHns komnaHuen Baltneta mecta yctaHoBku KPM B cnyyasix, korga 3anpoc MoXeT ObiTb peLleH yaaneHHo.

27.2.4 Tpun HeobxoaMmMocTn obecneynTb BO3MOXHOCTb MpedocTaBneHus Yenyr no obenyxueaHuio KPM Ha TeppuTopumn 3akasuunka B

Hepaboyee Bpewms.

27.2.5 3akasuuk 06s13yeTcsa B TeveHne 5 paboumx gHer nocne NnoanucaHusi 3akasa Ha TexHuyeckoe obenyxusaHne KPM npegoctaButb
KomnaHun Baltneta cnvcok Bcex coTpyaHukoB 3akasuuka, Ha obcnyxuBaHve KPM koTopbix pacnpocTpaHseTcs NoAnvMcaHHoe
nopyyeHuve, ¢ ykazaHuem haMmunum, UMeH|, oT4ecTBa, HoMepa TenedoHa 1 3NEeKTPOHHOM NOYTbI COTPYAHNMKA.

OBbEM YCNYTUN TEXHUYECKOIO OBCINY>KUBAHUSA KOMMBIOTEPU3NPOBAHHBIX PABOUYVX MECT (KPM)

27.3.1 TnaHbl TeXHUYECKOro 06CnyXMBaHNA KOMMbIOTEPU3MPOBAHHBIX paboynx MecT:

Ycnyra REMOTE PRO

YoaneHHoe obcnyxueaHne KPM + +

O6cenyxuanne KPM Ha TeppuTopun 3akasynka 60,00 EBpo/vac + nnara 3a +
npubbiTHe

MoarotoBka HOBOro paboyero Mecrta + +

3anacHoe obopynoBaHue + +

O6cnyxunsaHne nepudepuitHoro obopygoBaHust + +

O6cnyxuBaHue cneumanu3MpoBaHHOMo

nporpammHoro obecnedeHmst ) )

O6cnyxuBaHne aHTMBUPYCHOMO NPOrPaMMHOro . +

obecneyeHus

O6cnyxuBaHne M HacTpowka yaaneHHbIX paboumx

mecT (VPN) + *

NHBeHTapusaumsi usn4eckmx 1 nporpaMmmHbIX . +

cpedcTts

MpOo-aKTUBHbI MOHUTOPUWHT W yripaBrieHne + +

C60op v aHanu3 KOMMbITEPHbIX XypHanos (log) . +

Mepuoanyeckas yctaHoBKka OGHOBIEHWIA

nporpammHoro obecneyenus Microsoft + *

OueHka 1 pekoMeHaaLUmm no 3KOHOMUKe

MHPOPMALIMOHHBIX TEXHONOMMIA Anst + +

KOMMNbIOTEPU3UPOBaHHBLIX paboynx MecT

BblgeneHHbii MeHegxkep no obcnyxveanuto UT + +

KoHcynbTaumm no anekTpoHHOW noyTe u TenedoHy + +

KpyrnocyTtouHoe nHcgopmmposaHue o6 UT- . +

MHUMOEHTax

Cnyxba TexHU4ecKon Nogaepku (AocTynHa ans . .

BCEX COTPYAHWUKOB KOMMaHWUK)

OT14éThl 06 ObpaLLeHnax + +

BbiGop HoBOro 060pynoBaHMs U NPOrpaMmMHOro

o6ecneyeHns U KoHCynbTaumm * +

C60p 1 yT1nm3auus XecTkux guckos n 6atapen ot . .

Hevcnonb3yemoro obopynoBaHus

JILeH3Ms Ha aHTUBUPYCHYHO NporpaMmy

Mo HeobGxoaMmMocTu

Mo HeobGxoanmocTu

LLindpoBaHme komnbloTepa

Mo HeobxogumocTH

Mo HeobxogumocTH

3alumTa 3neKTPOHHOM NoYThbI

Mo HeobxogumocTH

Mo HeobxogumocTH

27.3.2 TexHuyeckoe obcnyxusaHne KPM BkntoyaeT B cebs pelueHne 3anpocoB, CBA3aHHbIX C KOMMbIOTEPHLIMU pabounMm cTaHuusMm 1

nepudepuitHeiMM yCTpONCTBaMu, yaaneHHo n/vnun Ha Tepputopum 3akasymka.

27.3.3 B cny4asix, korga 3anpoc 3akasqmka He MOXeT ObiTb peLleH AMCTaHUMOHHO, cneumanucTbl koMmnaHum Baltneta nposoasaT paboThbl
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Ha TeppuTopun 3akasduka. [na tapudHoro nnaHa KPM PRO konmuecTBO 3BOHKOB He orpaHuyeHo. B cnyyae wncnonb3oBaHus

nnaHa KPM REMOTE 3aka3uuk 4ONONHUTENbHO OnnayvBaeT Kaxabli BbI30B U paboThl, BbINOMHSEMbIE Ha TEppUTOpMM 3akasumka.

27.3.4 TMoprotoBka HOBOro paboyero Mecta nogpasymeBaeT NOArOTOBKY HOBOrO aBTOMAaTU3MpPOBaHHOro pabouvero mMecta Ansi HOBOrO
COTpyOHUKa UM MOATOTOBKY HOBOTO KOMMblOTEpa MyTeM nepeHoca Monb3oBaTenbCKMX AaHHbIX. B TapudHbix nnaHax KPM
REMOTE n KPM PRO noarotoBka HOBbIX paboymx MecT BKMOYeHa B CTOMMOCTb OBCNyXMBaHWUS, OAHaKO 3akasquk He MOXeT
peructpupoBaTtb 6onee 20% ot obLero konuyectsa KPM ans 3anpocoB Ha NoAroToBKy HOBbIX paboymx MecT B Te4eHWe OgHOro
KanengapHoro Mecsiua. Mpu npesbiweHun nopora B 20% B3umaeTcs nnata B pasmepe 59 EBpo 3a ogHo KPM 6e3 yyeta HOC.
Kpome Toro, ans nnaHa KPM REMOTE npegycmoTpeHa nnata 3a nocelleHne obbekta, ecnm aTo TpebyeTcs B paMkax 3anpoca Ha

noAroToBkKy HOBOro paﬁoqero MecTa.

27.3.5 Tpu HEBO3MOXHOCTM WCMONb30BaHUs 3aka3unkoM yHKUMOHanbHbIX Bo3moxHocTer KPM 6Gonee 8 uacoB (mpu cgadve
obopydoBaHMs Ha rapaHTUiiHoe/nocnerapaHTUiiHoe obCnyXxuBaHWe, MpU MONOMKe CTaporo obopyAoBaHWsl, NpU OXuAaHUM
nocTaBku HOBOro M T.4.), KoMnaHus Baltneta 06s13yeTcst npegoctaButh No 3anpocy 3akasunka cMeHHoe obopyaoBaHue. 3ameHa
obopyAoBaH/s BO3MOXHA TOSbKO AN NEPEeHOCHbIX KOMMbloTepoB. SLA He pacnpocTpaHsoTCsl Ha NpefocTaBneHne 3anacHoro

o6opynoBaHusi. CMeHHoe 060pyoBaHne AOCTYNHO TONbKO B pamkax nnaHa KPM PRO.

27.3.6 O6cnyxvBaHue nepudepuinHoro obopyaoBaHus BKIOYaET B cebs cnegytowme Ycnyrn: HacTpoika nepudepuinHoro obopyaosaHust
N ycTpaHeHve Henonagok B paboTte obopyaoBaHns - foctaska obopyAoBaHNS B/U3 aBTOPU3OBAHHOMO CEPBUCHOTO LieHTpa (B TOM
Xe ropoge), npu 3ToM 3akasymKk onnayvBaeT CYET, BbICTaBMEHHbIN CEPBUCHBIM LieHTpoM. Ecnn nepudepuinHoe obopynosaHune
npuobpeTeHo y TpeTbux NuL, To Baltneta BeinonHsAeT ToNbKo HACTPOVIKY NepudepuintHoro 06opyaoBaHus, HO He OKa3blBaeT MOMOLLIM
B YCTPaHEHUW Henonanok, KoTopble A0MKHbI ObITe MHULMMPOBaHbI 3aka3unkom nyTeM obpaLleHuns K MOCTaBLUMKY NepudepuitHoro
obopynoBaHus.

27.3.7 PaboTtbl B obnactn obcnyxvBaHusi cneumanvM3npoBaHHOro nporpamMmmHoro obecneyeHunst (MHctannsuus, obHoBneHne, cosgaHune
HOBBIX UMW AOMOMHUTENBHBIX (PYHKLWIA, @ Takxke Apyrue paboTbl, CBA3aHHbIE C UCMONb3yeMbIM 3aka3yrkom cneumanvavpoBaHHbIM
nporpaMmHbIM obecneyeHrem) He BKIoYeHbl B 06beM ycnyr obcnyxmaHus KPM. PaboTbl, cBA3aHHbIE CO CneLyanusnpoBaHHbIM
nporpaMmHbIM  obecrneyeHnem MOryT BbIMOMHATECA MO 3anpocy 3akasdyvka W onnayvBatoTcs  gononHutensHo. K
cneumanusnpoBaHHOMY NPOrpaMMHOMY OGECNEYEHUI0 OTHOCATCS CUCTEMbl yrnpaBneHust GU3HecoM, CUCTeMbl ByxranTepckoro
yyeTa, cucTeMbl JOKYMEHTOOB0POTa 1 ApYyrMe cneuman3mpoBaHHbIe NPUINOXEHNUS.

27.3.8 CrTtaHpapTHoe nporpammHoe obecrieyeHve BkntoyaeT B cebs onepaumoHHble cuctembl (Windows, Mac), naket MS Office,
anekTpoHHyto nouty Outlook, Be6-6paysepnl (Edge, Mozilla Firefox n gp.), npunoxenna MS (Visio, Project), aHTMBUpYyCHble
nporpamMmmbl, nporpammel apxusuposanus, Adobe Reader.

27.3.9 AHTMBMpYCHOE CONPOBOXAEHMWE BKINoYaeT B cebsa cneaytowme Ycnyru: yctaHoBka aHTMBMpycHoro MO, o6HOBNEHWe aHTUBUPYCHOTO
MO, aBTOMaTUYECKOE CKaHMpoBaHWe aHTuBMpycHoro MO, HacTpoiika napaMeTpoB (NonuTuk). B cnyyae ecnu 3akasyuk npuHUMaeT
pelleHMe O 3aMeHe CyLLEeCTBYIOLLEro aHTMBUPYCHOTO MporpammHoro obecnevyeHns Ha nporpaMMHoe obecrneveHue Opyroro
nponssoauTens, paboTbl N0 3aMeHe He CYUTAKOTCH YacTbio YCnyru, a NpoLecc 3amMmeHbl onnavnBaeTca B COOTBETCTBUM C Tapudamm

Ha [lJononHuTenbHble paboTbl, yCTAHOBMEHHbIMM B HacTosiLem [orosope.

27.3.10 ObcnyxvBaHve 1 HacTpolika BUpTyanbHow YacTHoi ceTu (VPN) BkrtouaeT B cebs yctaHoBky VPN-3akasumka Ha KOMMbIoTEp 1 ero

HaCTpOIZKy B COOTBETCTBUU C NpeoCTaBfIEHHbIMU YY4E€THbIMU JAaHHbIMW.

27.3.11 NHBeHTapusaumsa dusndeckoro n nporpammHoro obopynosaHus. B pamkax conposoxaenns KPM komnanusa Baltneta nposoant
MHBEHTapu3aLumio r3nN4ecKoro u nporpammHoro obopyaosaHusi. ViHBeHTapu3aumy nogBepraeTcst Tonbko To o6opyaoBaHue, Ha

KOTOPOM YCTaHOBJ1€Ha NPOo-akTUBHaA nporpamMmma TeéXHU4eCcKoro 060]'Iy)KI/IBaHI/Iﬂ KPM.

27.3.12 MNpo-aKTVBHbIN MOHUTOPWHT 1 ynpasneHue. [pn npo-akTMBHOM MOHUTOPUHIE 1 ynpasneHun Baltneta cneaunt 3a paboTon cnyx6 Ha
KOMMbIOTEPU3NPOBaHHbBIX pabounx ctaHuuax (KPM) u npegynpexaaeT o6 OTKNOHEHUSX OT 3aA4aHHbIX NapameTpoB, npoBepsieT
npaBa nonb3oBaresiell Ha KOMMbloTepe, NPOBEPSIET COCTOSIHUE XECTKOro AnCKa, 0CBODOXJaeT AMCKOBOE NPOCTPaHCTBO MO 3anpocy
3akasuuka.

27.3.13 MNepuoanyeckas ycraHoBka obHoBneHui nporpammHoro obecneveHns Microsoft. B pamkax TexHudeckoro obcnyxusanus KPM
KomnaHusi Baltneta ocyLuecTBnsieT akTMBHYI0 yCTaHOBKY OGHOBMEHMIN MporpammHoro obecneyenusi Microsoft Ha paboumnx ctaHumsx

3akasyuka.

27.3.14 OueHka x03s1CTBa KOMMbIOTEPU3NPOBaHHBIX pabounx mecT. Mo 3anpocy 3akasuuka B TedeHue 60 AHel nocne 3akasa Ycnyr unm
oAVH pa3 B rof komnaHusi Baltneta npoBoguT nepBuuHYl0 OLEHKY Napka KOMMbOTEPHbIX pabounx mect (KPM) 3akasuumka u
npepoctasnseT ot4eT 06 oueHke napka KPM, koTopbiii BkntovaeT: nHBeHTapusaumio UT-nHdpactpykrypel (KPM, nepudepuitHoe
obopyaoBaHue, nporpaMMHoe obecneyeHne), oueHKy (yHKUMOHaNbHOCTW, HapexXHocTn u 3awmeHHocTn KPM; BbisiBneHve
pUCKOB; pekomeHpaumMn no yctpaHeHuto UT-puckos. Mo pesynbTaTam OLEHKM Mapka KOMMbIOTEPU3NPOBAHHLIX pabodmx mecT

AarnbHenwme paboTbl U BbINONIHEHWE PEKOMEHAALMI COrNacoBbIBaOTCS C 3aKa3yMkoM B MHAUBUAYaNbHOM Nopsiake.
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27.3.15 B pamkax Ycnyr no conposoxgeHuto KPM komnanus Baltneta npepgoctaBnsier 3akasuvky BblOeNeHHOro MeHemxepa no
obcnyxusaHunio UT, KOTOpbIN KOHCYNbTMPyeT 3akasyvka Mo BOMPOCaM MCMOMHEHWUS CyLECTBYIOLUMX W 3aKIMOYEHUS HOBbIX
KOHTPaKTOB.

27.3.16 B pamkax Ycnyr no conposoxgeHuto KPM komnaHus Baltneta koHcynbTupyeT 3aka3ymkoB Mo BOMpocaM Bbixoda W3 CTpos,
aKcnyarauum, MogepH13auum nnm npruobpeTeHns KOMNbLITEPHOrO U NepndepunHoro o6opyAoBaHUS.

27.3.17 ExemecsiyHO aBTOMaTMUYECKN (DOPMMPYETCS OTYET O NpOoBedeHHbIX paboTax no TexHMYeckomy obcnyxusaHnio KPM 1 BpemeHu,

3aTpa4yeHHOM Ha MUX YCTpaHeHue, KOTOpbIN pasmellaeTcs Ha noptane 3akasuuka https:/myportal.balt.net.

27.3.18 B pamkax Ycnyr no conposoxaeHunto KPM komnaHusi Baltneta npegoctaBnseT 3akasumky BO3MOXHOCTb 0GpaLLaThCs K KoMnaHum

no Bonpocam BblGopa 1 npuobpeTeHust HoBOro 060pyAo0BaHNSA U NMPOrPaMMHOro obecneyeHmns.
27.3.19 O6cnyxmBanne KPM He BkntoyaeT B cebsi o6enyxmBaHne MOGUNbHBLIX YCTPOWCTB NONb3oBaTeNeln cepeuca.

27.3.20 Ecnn nocne BbINONHEHWA pekoMeHaaumi no oueHke xosanctea KPM, B KPM ocTatoTcst ycTaHOBNEHHBIMU HenogaepXusaemMble

onepaumoHHble cUCTeMBbI, TO Ha 3Tu 3anpockl KPM He pacnpocTpaHsieTcst ypoBeHb SLA, ycTaHoBneHHbIN B 3akase.

27.3.21 Ecnn 3akasuuk umcnonb3yeT nporpaMMHoe obecneyeHve, He uMMelolee MNporpaMmmHOA MNOAAEPXKKM OT Npou3BOAMTENs
nporpaMmMHoro obecneveHunst (UnNu cCpok AENCTBUS KOTOPOWN MUCTeK), komnaHusi Baltneta He HeceT OTBETCTBEHHOCTU 3a pelueHune

NtoObIX BONPOCOB, CBA3AHHBIX C 3TUM MPOrpaMMHbIM obecrneyeHnem.

27.3.22 Komnanus Baltneta He npoBoanT 0byyeHne paboTe ¢ KOMMLIOTEPHON TEXHWKOM U MPOrpaMMHbIM obecneyeHnem npeacraBuTenei

3akasuuka (nonb3oBaTenen KPM).

27.3.23 [Ina obecneyeHnst kayecTBa M MPO-aKTUBHOCTU Tpebyemoro cepBuca peanusyeTcs nporpaMMa rnpo-akTUBHOTO MOHUTOPUHIa
KaXXJ0ro KOHTPONMPYeMOro KOMMNbTEPU3NpoBaHHoro paboyero mecta (KPM). YpoBeHb SLA No ymonyaHuio He NpuMeHsieTcs, ecnu
Ha KOMMbIOTEPU3NPOBAHHbLIX pabounx MecTax He yCTaHOBIIEHO NporpamMMHoe obecneyeHne Ansa Npo-akTMBHONO MOHUTOPUHTa.

27.3.24 KoHcynbTauuy, noarotoBka [OKYMEHTOB, COCTaBfieHWE OTYeTOB wnu nobble apyrve Buabl paboT, cBA3aHHble C ayauToM,
OpraHn3oBaHHbIM TPETbUMW NMUAMM, BbIMOMHAOTCA MO npeaBaputenbHon [JoroBOPEHHOCTU TONbKO MO AEWCTBYIOLLEN Ha TOT

MOMEHT MOYaCcoBOM CTaBKe AOMNONMHUTENbHbLIX paboT komnaHumn Baltneta.

27.4  3AMPOCbI NO CTAHOAPTHOW YCNYTE (RFC STANDARD)
NMPEANONATAEMOE
CTAHOAPTHAA PABOTA BPEMA BbINMONHEHUA NMPUMEYAHUE
PABOT
Korga avickoBoe NpocTpaHCTBO 3aKaHYMBAETCS, UHXEHeP Mo
OcBoboXxaeHne UCKOBOro
30 MyH. ykasaHuto 3akasyvka nepemellaet/cTupaeT n3bbITOUYHYO
NpoCcTpaHCcTBa
MHopMauuto.
Mpon3BoanTCA NOAKNIOYEHNE K KOMMBIOTEPY U OOHOBIEHNE
nporpaMmmMHoro obecneveHusi (06HoBneHusi Microsoft
BbinonHeHne ctaHaapTHbIX yCTaHaBnmBatTCa cuctematundeckmn). CtangapTHoe nporpaMmMHoe
0BHOBMEHWI NPOrPaMMHOro 30 vuH obecneyeHne BKMoYaeT B cebs: onepaunoHHyto cuctemy (Windows,
obecneyveHus ' Mac), naket MS Office, anektpoHHyto nouTty Outlook, Be6-6pay3sepbl
(Internet Explorer, Mozilla Firefox un gp.), npunoxenus MS (Visio,
Project), aHTuBMpycHbIE, apxuBHbIe NpunoxeHus, Adobe Reader,
rpadunyeckue npunoxerus (AutoCAD, Corel Draw, Photoshop).
BoccTaHoBneHune napons .
P 15 MuH. BoccTaHoBneHnne vyepe3 AD/Proactive
YcTaHoBKa 513bIKOBOrO nakeTa 15 muH YcTaHoBKa Ha KOMMNbIOTEP AOMNOMHUTENBHBIX S3bIKOBbLIX NaKeToB
' (Hanpumep, LT/RU)
N 3710 MOXeT 6bITb No6Goe yCTPONCTBO (Nepudepusi, NPUNOXEHNE), Ha
YcTaHoBKa HOBOIO YCTpoWcTBa (npu
KOTOpOe NpeaocTaBnseTcs JOKyMeHTauus, B criyvae ecnu pabora He
Hanuunm foKyMeHTaLum) 20 MuH.
npesbilwaeT 1 yaca. B npotuBHom cnyyae pabota paccmaTtpusaeTcs
KaK AOMOMHUTENbHbIN 3aKas.
YcTaHoBUTE nakeTa NporpamMmmHoro )
X YcTaHoBka knueHTckoro naketa Office ¢ nMueH3naMmn n gaHHbIMK Ans
obecneyenus Office 30 MUH.
BXOAa B CUCTEMY.
CTtaHgapTHOe nporpammHoe obecneyeHmne BkroyaeT B cebs:
YcTaHoBka/yaaneHve nporpaMmHoro onepauuoHHyto cuctemy (Windows, Mac), naket MS Office,
obecneyeHns U3 CTaHAapTHOro crmcka 30 Mk anekTpoHHyto noyty Outlook, Be6-6paysepsl (Internet Explorer, Mozilla
nporpamm ' Firefox n gp.), npunoxexuns MS (Visio, Project), aHTuBmpycHble,
apxvBHble npunoxexusi, Adobe Reader, rpaduyeckune npunoxeHus
(AutoCAD, Corel Draw, Photoshop).
YcTaHoBKa/yaaneHvue aHTUBUPYCHOrO
nporpaMmmHoro obecneveHus 20 MuH. -
YnaneHue faHHbIX Yepe3 20 v Monb3oBaTtenb yaanseTcs ¢ KOMMboTepa, a AaHHble CTUPaTCS Unn
nonb3oBaTtens (y4eTHyto 3anmcb) ' NepeHOCHATCSA Ha ApYyroe YCTPOWCTBO Mo Mepe HeobX0AMMOCTH.
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3ameHa aucka

180 MuH. 3amMeHa ecTKoro Aucka KoMnbloTepa Ha HOBbIV U NEPEHOC AaHHbIX.

MameHeHve si3bika KOMMbloTEPA

20 MUH. MameHeHuve si3bika B cpege Windows PC

MoagroToBka paﬁoqero MecCTa B

Hactpoiika napameTtpoB Windows Anst HOBOro koMmnbtoTepa,
noaKIto4eH1e K IOMEHy, MOAEpHM3aLus, HanncaHue cTaH4apTHOrO

yAaneHHoM pexunmMe 120 muH
nporpaMmHoro obecneyeHus, BBOA, B TEXHUYeckoe obcnyxusaHmne u
HacTpoWiKa Nonb30BaTENbCKON Cpeabl.
MoprotoBka paboyero mecta k noesake Hactpoiika napameTtpoB Windows anst HOBOro koMmnbetotepa,

Ha 06bekT (6e3 yueTa BpeMeHM Ha

150 M NoAKIto4YeHNe K JOMEHY, MOAEPHM3aLus, HanncaHe cTaHaapTHOro
aopory) ' nporpaMmHoro obecneyveHus, BBOA B TEXHUYECKOe 0BCnyXvBaHue 1
HacTpoWiKa Nonb30BaTENbCKON Cpeabl.

MpenoctaBuTb cnncok
KOMMbOTEpOB/Nonb3oBaTenemn 20 MUH. OT4eTHOCTb 13 cucTembl Proactive

MopkntounTe KOMMblOTEP K AoMeHy (6e3
nepeHoca npoduns 3akasuuka) 20 MUH. MopxkntoyeHne komnbroTepa k AD.

ApxvBrpOBaHMe NOYTOBOrO SALLMKaA

ApxvBurpyem noyty B noyty nporpamme Outlook n cosgaém npasuna

30 MUH. N
apxuBaumu (co3gaétcs 1 npasuno)
PopMUpoBaHMe CTaHAapPTHOroO oTyeTa 20 MuH Bce wabnoHHble 0T4eThI, KOTOpble MOTYT BbITb ChOpMUPOBaHbI C
’ nomoLubto Proactive

MoaknoyeHne K KOMNbIOTEPY M yCTaHOBKa NpUHTEpa/ckaHepa,

YcTaHoBKa npuHTepa/ckaHepa 20 MuH 3a10KyMEHTMPOBAHHOrO B y4eTHOW 3anucu 3akasvuka. Ecnv Ha
' MOMEHT MHBEHTapU3aLmMn yCTaHoBKa He Obina naeHTuduumposaHa, To

paboTbl paccMaTpuBaOTCS Kak MOHTaX HOBOW YCTaHOBKM.
HacTpoiika noytoBoro npoduns Ha o
HacTporika nodtoBoro npocpuns B Outlook ¢ ykazaHueM AaHHbIX Ans
KOoMMbloTepe 15 MuH.
BXOAa B CUCTEMY.

Hactporika VPN Ha komnbloTepe 15 muH YcTtaHoBka VPN-3aka3unka Ha KOMMbIOTEP U ero HacTpoKka Ha OCHOBE

npenocTaBfieHHbIX YY4EeTHbIX OaHHbIX

Co3sgaHve HOBOrO Mosib30BaTers ¢
nepegayei AaHHbIX

Mpy cMeHe nosb3oBaTens KOMMbITEPA CO34AETCS HOBbI
120 MUH nonb3oBaTernb U nepeaatTcs HeobxoanMble AN HEro AaHHbIe (Ao
CMEHbI KOMMbIOTEP YXKe Haxoawurcst Ha obCnyxnBaHUm)

[Oo6aBuTb Anckn (NprcoeanHuTb ann
€ 06LMM JOCTYMNOM K

nonb30BaTeNbCKON cpeae) u 15 MuH.

obecneynTb NOAKINIOYEHNE K cepBepY

MopxkntoveHve obLuen nanky K cpeae nornb3oBaTens nytem
npenocrtaBfeHnsa y4eTHbIX JaHHbIX A4 BXo4a B CUCTEMY.

LLincpposaHmue xecTKoro ancka
KoMMbloTepa

LLincppoBaHue xecTKoro Ancka komnbroTepa ¢ nomoLbio Bitlocker nnu
30 MUH. aHanorM4yHoro cpeacTsa C COXpaHeHneMm Kniova g poBaHns B
ykasaHHOM 3aka34yuKkoM MecTe.

27.5 [OPYIUE YCIOBUA

2751

2752

2753

2754

27.5.5

27.5.6

27.5.7

Pab6oTbl, He Bxoaslme B abOHEHTCKYH0 nnaTy BblbpaHHOro 3akasymkom cepsucHoro nnaHa KPM, BbIMOMHSOTCSA MO COrnalleHuto
CTOPOH B COOTBETCTBUM C AENCTBYIOLLMM Ha TOT MOMEHT NoYacoBbIM Tapudom komnaHum Baltneta n odopmnsitotest aktom npuema-
nepegauu.

MpencTtaButens 3akasyvka 0653yeTcsl MpUHSATbL 3akasaHHble paboTbl 6e3 oTAenbHOro npeaBapuTENbHOTO MUCbMEHHOTO
cornalleHusi Npu ycnoBmK, YTO CTOMMOCTb A0NOMHUTENbHbIX paboT He npesbiwaeT 400,00 EBpo 6e3 yueta HOC. PaboTbl JOMKHbI

ObITb 0chopmneHbl akToM Mpuéma-nepenaym pabor.

Mpw ncnone3osaHun nnaHa KPM REMOTE nnata 3a npubbitue B ounuan 3akasyvka B3MaeTcsi B COOTBETCTBUM C Tapudamu Ha

npubbITUE, ykasaHHbiMM B O6Lwem [JoroBope o npegoctasnerHun Yenyr (OOMY), ecnu nHoe He OroBopeHo B JaHHOM 3akase.

Mpwn ncnone3osanunn nnaHa KPM PRO nnata 3a npmbbiTve B dmnuan 3akasuuka 3a npegenamu BunbHioca, KayHaca, Knannegbl

B3/MaeTCsi B COOTBETCTBUM C Tapudamu Ha npubbiTue, ykasaHHbIMK B [loroBope OLINY, ecnv nHoe He OroBopeHo B A@HHOM 3akase.

Mpn yBenuyeHun KonmyecTBa OBCNYXMBAEMOro KOMMbIOTEPHOro obopyAoBaHWMA KomnaHuusi Baltneta nponopumoHansHo
yBeNMUMBaeT eXeMeCsiuHylo nnaty 3a obcnyxueaHue C nepeoro paboyero AHA cregylowero kaneHgapHoro mecsua. Ecnu
KONM4ecTBO 06CyXMBaemMoro o60pyAoBaHUA YMEHbLUAETCSt MO CPaBHEHWIO C yKa3aHHbIM B JaHHOM 3akase, 3aka3yvk obssaH
coobwmTb 06 3TOM MpeacTaBUTENAM koMnaHum Baltneta v BepHyTb npenocTaBneHHble Mo AaHHOMY 3akaly ckuaku (nnaty 3a

akTusaumio Yenyru n oueHky KPM).

3aka3uvk 06s13aH BO3MECTUTb npeaocTtaBfieHHble CKUOKKU, ecnu nencTeus 3akasuuka npuBOoOAT K W3MEHEeHUo yCJ'IOBI/IVI

npenocrtaesneHnsa yCﬂyFM, Ha OCHOBaHMU KOTOPbIX 6bina npegocraBfieHa CKMAKa Ha MOMEHT nNoanucaHnsa 3akasa.

K0Hcyanau,vm, AOOKyMEeHTUpOoBaHWe, CoCTaB/ieHne OT4eTOoB Unun niobble apyrve Buabl pa60T B CBA3M C ayanTOM, OpraHn3oBaHHbLIM
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TpeTbMMN nuuamu, BbIMOJNTHAKTCA TONMBbKO MO npeaBapuTesibHOMY cornacoBaHuUlo Mo no4yacoBon CTaBKe, MPUMEHSIEMON B

COOTBETCTBUU C pacLeHKaMn Ha OO0MNONHUTENbHbIE paﬁOTbI, npegycMoTpeHHbIMU HACTOALWNM ﬂ,OFOBOpOM.

NMPABWUIIA NPEOOCTABJIEHUA YCNYI NO OBCNY>KMUBAHUIO CEPBEPOB

OMNCAHUME YCIYTW MO OBCNYXXUBAHUIO CEPBEPOB

Ycnyra o6enyxusaHus cepeepa BkitoyaeT B cebsi NocTosiHHOe 06CryXuBaHWe cepBepHO MHGPaCTPYKTYpPbI, OCYLLECTBIIIeMOe Kak yaaneHHo, Tak

1 no TpebosaHuio 3akasyuka, BkNtovaroLee B cebs paspeLueHue 3anpocos, nepsoHavasbHylo HacTPOIKY, CBOEBPEMEHHYIO YCTaHOBKY OGHOBIEHUIA

1 NPO-aKTUBHbBIN MOHUTOPWHI NapamMeTpoB cepBepa.

28.2

28.3

OTBETCTBEHHOCTb 3AKA3YMKA

28.2.1

28.2.2
28.2.3
28.2.4

28.2.5

3akasuuk 06s3yeTcsl He MeHee YeM 3a NsTb pabounx gHel NMCbMeHHO HAOPMUPOBaTL KoMMaHuio Baltnet o mobbix paboTax no
yCTaHOBKe HOBOTO NMPOrpaMMHOro oGecneyeHust, KoTopble GyayT NPOBOAUTLCS CAMOCTOATENBHO UMK C NPUBIIEYEHNEM TPETBUX ML,

a Takke 0 NObIX APYrUX U3MEHEHMSIX, KOTOPblE MOTYT MOBMMSTL Ha paboTy cepBepoB.
Obecneuntb BO3MOXHOCTU NPOBeAEHNs paboT Mo TEXHUYECKOMY OBCIY>KMBaHWIO.
MpepocTaBnsTb KOHKPETHYIO U NocneAoBaTENbHY MHGOPMaLWMio Npu pervcTpaumm 3anpoca.

Mpu HeobxoamMMocTH obecneyunTs BO3MOXHOCTb NPpeAoCcTaBneHns Ycnyr no o6CcnyxuBaHunio cepeepa Ha Tepputopum 3akasyvka B

Hepaboyee Bpewms.

CospgaTb ycnoBus Ansi Toro, 4ToGbl COTPYAHMKM Baltneta Mornv npoBoanTe peMOHT cepBepHOro 06opyaoBaHust.

OBBEM YCIYT MO OBCIY>XUBAHNIO CEPBEPOB

28.3.1

28.3.2

28.3.3

28.3.4

28.3.5

28.3.6

28.3.7

28.3.8

Ycnyra no obcnyxuBaHuio cepBepa BkrtovaeT B cebsi: mepBoHayanbHyld YCTaHOBKY W KOHGUIypupoBaHWe, YCTaHOBKY
onepaumoHHOW CUCTEeMbl, HEeOOXOAMMbIX porewt (CepBUCOB), CPEACTB MOHUTOPWMHIA CepBepa W HaCTPOWKy HeobXoaMMbIX
napameTpoB, KOTOpble AOMKHbI BbITb BLINOMHEHbI B TedeHne nepBbix 30 kaneHaapHbIX AHEN C MOMeHTa Havana AencTeus 3akasa
Ha o6cnyxuBaHue.

Ycnyra BktoYaeT ycTaHOBKY OGHOBMEHWI U KOHCYNbTUPOBaHMe, BKIHOYaloLLee YyCTaHOBKY OGHOBEHWI ONepaLmoHHOM CUCTEMBI,
0GHOBIIEHMIN NPOTPAMMHOTO 0BECTEYEHNsI U aHTUBMUPYCHBLIX OGHOBIIEHWI. 3aKasumKy Takke NPeaoCTaBMSAOTCA KOHCYIbTauum Mo
BOMpPOCAaM 3KCMlyaTaLmy, MoOAepHU3aLmMm 1 NprobpeTeHns cepBepoB.

B o6beM Ycryr BXOAWUT NPo-aKTUBHLIA aHanua 6e30nacHoCTH, Nnor-haiinios, UCMonb30BaHKs PECYPCOB, NaHMpOBaHWe pecypcos,
aHanu3 NPon3BOANTENBHOCTU CUCTEMBI, OMTUMU3ALMS NMPOM3BOAUTENBHOCTM CUCTEMbI C MOMOLLBLIO HACTPOEK, KOHCYMbTauuu no
ONTUMMU3ALMM  MPUMIOXKEHWIA, NpPepocTaBneHne  paspaboTymkam  MPUIOKEHWA  NOTOB  HE3dEKTMBHO  paboTalowmx

3anpocoB/NPoLIECCOoB.

B pamkax Ycnyru ocyLiecTBNsSieTCs MOHUTOPWUHI MPOUM3BOAUTENBHOCTN CEPBEPOB W BbiAaeT OMNoBeLleHWs 06 OTKIMOHEHUsIX OT

3a4aHHbIX NapamMeTpoB.

Baltneta o6s13yeTcs ynpaBnaTb pe3epBHbIM KONMpoOBaHMEM cepBepa, ecnn 3akasyuk npuobpen aTy Ycnyry unu nmeet cpeacrsa
(auck, nporpammHoe obecrnieveHne) Ans BbIMNOSHEHWSI Pe3epBHOr0 KOMMPOBaHUA, B 3TOM crlydyae Bce paboTbl, CBSi3aHHbIe C
pe3epBHbIM KOMWPOBAHWEM, T.e. YCTAHOBKA, MOHWUTOPWHI, W3MEHEeHWe MpaBui, BOCCTAHOBMEHWE, BLIMOMHAITCA KOMMaHuewn
Baltneta. Ecnn cepsep pacnonoxeH B fata-ueHTpe Baltneta, To anckoBoe npocTpaHCTBO ANS XpaHEHWUS Pe3epBHbIX KOMUA 1
nporpaMmmHoe obecrneveHne Ans pe3epBHOro KONMPOBaHWS NpUobpeTaloTCs AONONHUTENbLHO. Ecnu cepBep pacnonoxeH He B garta-
LeHTpe Baltneta, 3akasuuk 0653aH NpefoCTaBUTL MECTO ANt XPaHEHWs pe3epBHbBIX KOMWI M NporpaMmHoe obecrieyeHune Ans

KOMMpPOBaHUA.

BoccTaHoBneHne gaHHbix. B crnyyae notepu AaHHbIX UK BbiXoda U3 CTPOA 060py,ClOBaHI/IF|, Baltneta BoccTtaHaBnuBaeT AaHHble
3akasuuka, yCneLwHo CcKkonupoBaHHble Ha pe3epBHOE AUCKOBOE NPOCTPaHCTBO, C NOMOLLbIO cnelnanm3npoBaHHOro NnporpaMmmMmHoOro
obecneyveHus. Ecnu ans BoccTaHoBNEHUs AaHHbIX Tpe6yeT0ﬂ CMEHHOe oGopy,qosaHme, ay 3aka3yunka ero HeT, TO OHO MOANEXUT
pononHuTenbHon onnate. Baltneta moxeT BbINONMHWUTL BOCCTaHOBMNEHWE AaHHbIX Ha ypoBHe OC unu 6a3bl JaHHbIX B pamMkax YCner

TOJTbKO B TOM Crny4ae, ecnm pelleHue no BOCCTaHOBJIEHUIO AaHHbIX NpaBuUIiibHO HACTPOEHO.

Pa6oTbl B obnactu OGCJ'Iy)KI/IBaHVIﬂ cneymnanmsmpoBaHHoOro nporpaMmmMmHoro obecneveHus (VIHCTaJ'IﬂﬂLI,VIﬂ, obHoBneHWe, co3naHve
HOBbIX UM OONOJTHUTESIbHbLIX (byHKLlI/IVI, a Takxe gpyrue pa60TbI, CBA3aHHbIE C UCNonb3yeMbiM 3akazumom cneunanusnpoBaHHbIM
nporpaMmmMmHbIM 066CI'Ie‘-{eHI/IeM) He BKMYEHbl B 06bem ycnyr 06CJ'Iy)KVIBaHVIFI cepBeposB. PaboTbl, cBfi3aHHble CO
cneuynanu3npoBaHHbIM - nporpamMmMHbIM obecneyeHvem MOryT BbINONTHATBCA MO  3anpocy 3akasumMka U onnaynBalTCcs
pononHutensHo. K cneymanmsnpoBaHHOMY nporpaMmmMmHOMYy obecneyeHmno OTHOCATCA CUCTEMbI ynpasneHuna 6u3HecoMm, cuctembl

6yxranTepCKoro yyeTa, CUCTeMbI ﬂOKyMEHTOO60p0Ta n apyrue cneunann3npoBaHHbIe NMPUNoXeHus.

Ponu n 06bem obecnyxvBaembix CepBepoB:
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cepBep MS Active Directory

Beb-cepsep - LAMP (Linux, Apache, MySQL, PHP)

. MpoBepka >xypHana cobbITui;

. LleHTpanusoBaHHoe ynpasneHne 06HOBMNEHUSIMY;

. YnpasneHve npasamu B Active Directory;

. YnpaBneHve gomeHHbIMU cnyx6amu Active Directory;
. YnpaeneHvne DNS-cepBepowm;

. Ynpasnexnue GPO (rpynnoBbiMuU NONUTUKaMWU);

. YnpaBneHve 6paHgmayapom;

. ALMUHUCTPUPOBaHNE aHTUBUPYCHOMN CUCTEMBI.

. M3MEHeHWe HacTpoek NPorpamMMHOro obecneyeHus;

. o6HOBNEHWe nporpamMMHoro obecnevyeHusi (40 HavBbICLLEN
noaaepXuBaemoii Bepcumn, ykasaHHOW B MHCTannsTopax
NPUNOXEHWI);

. UKCUPOBaHWE 1 aHanm3 oLIMBOK HaCTpPOWKY;

. npefocTaBneHne OTYeTOB O COAEpXUMOM  dhaiinos
xypHanos (log) mo 3anpocy (He 4Yalle ogHoOro pasa B

mecsiL);

. KOHTpOnb pa3mepa chaiinos xypHanos (log);

. nepepacnpefeneHme UCKOBOro NpocTpaHcTBa ¢hannosoit
CUCTEMB;

. KoHGurypuposaHue PHP u apyrux mogynen Apache;

. ynpaBreHue npaBaMu JoCTyna K dhannam;

. BHedpeHne 6ubnuotek PHP  (unu  ppyrux  cpep
nporpaMmmnpoBaHust) No mepe HeobxoaMmMocTu;

. HacTpolika SSL-cepTudukaToB no TpeboBaHumIo;

. Virtual host, cosfaHve/yaanexve nonb3oBaTtenen,
ynpaBreHue npaBamu;

. pesepBHoe KonnpoBaHue c NMOMOLLbIO
cneuManu3npoBaHHOro NporpamMmMHoro obecneyeHus Ha
TokanbHOM ANCKe;

. aHanu3 no TpeboBaHWMIO annoB XypHana MeAneHHbIX
3anpocos (slow query log);

. aHanu3 npoueccoB paboTbl 6asbl AaHHbIX, WM3MEHEHWe
napamMeTpoB 6asbl AaHHbIX, BMUSIOLMX Ha CKOPOCTb W
(PYHKLMOHANbHOCTb CUCTEMBI;

. MS TepmuHanbHbi cepsep (Terminal Server)

. Cepsep bl (My SQL Server, PostGre)

. npoBepkKa XypHana cobbITui;

. LieHTpanu3oBaHHoe yrpaeneHne oGHOBNEeHUsIMU

. ynpasneHme  TepMuHanbHbiMKM  Ycnyramu/YaanéHHbim
paboynm cTonom

. yrnpasneHue Ycrnyramu neyatu;

. ycTaHoBKa nporpammHoro obecneyenusi (Adobe, MS Office,
cpeacTBa apxuBauuu, Apyroe npuknagHoe nporpamMMHoe
obecneyeHune)

. yrnpaBneHue npaBamu A0CTyna K carinam;

. aAMVHUCTPUPOBaHNE aHTUBUPYCHOW CUCTEMbI;

. ynpaeneHue 6paHamayapom;

. aAMVHUCTPUPOBaHUE NULIEH3NIA

. M3MEHeHWe HacTPOeK NPOrpamMMHOro obecneyeHus;
. obHoBReHVe nporpammHoro obecneyeHus (Ao HamBbICLLE
noaAepXuBaemoii Bepcum, ykasaHHOW B MHCTanmnsitopax

NPUNOXeHWN);

. bMKCHpOoBaHUe 1 aHanma owMboK HaCTPONKK;

. npefocTaBneHne OT4EeTOB O COAEepPXMMOM  (hannos
XypHanoB (log) no sanpocy (He 4alle OgHOrO pas3a B
mecsu);

. KOHTpOnb pa3mepa chaiinos xypHanos (log);

. nepepacnpegeneHne QNCKOBOro NpocTpaHCcTBa chainosow
cUCTeMbl;

. pesepBHOEe KonnpoBaHue c NOMOLLbI0

cneLnanu3vpoBaHHOrO MNporpamMmmHoro obecrneyeHuns Ha
TIoKanbHOM ANCKe;

. aHanu3 no TpebGoBaHWO arinoB XypHana MeAneHHbIX
3anpocos (slow query log);

. aHanua npoueccoB 6asbl AaHHbIX, WH(OPMUpOBaHME O
BHe3amnHbIX U3MEHEHUSIX B CUTyaLnu;

. ontummsaumst  6asbl  JaHHbIX  MyTeM  W3MEHeHUst
napameTpoB, BIIMSIOLLMX Ha ee NPOU3BOAUTENBHOCTb;

. yCTaHoOBKa " HacTpolika [OMONMHUTENBHbBIX
nHcTpymeHToB/cepucos (Memcached, Sphinx, Maatkit,
Pgfouine, Pgpool2 n 1.4.).

. CepBep MS SQL

. MouToBLI cepBep Baltmail

. LieHTpanm3oBaHHoOe yrpaBneHne o6HOBNEHUAMY;

. npoBepka XypHana cobbITuii;

. ycTaHoBka o6HoBneHuit SQL no 3anpocy 3akasuuka;
. MOHUTOPUHT cnyx6 SQL;

. M3MeHeHWe HacTpoek nNporpaMmHoro obecneveHus;
. oBHOBREHWE NporpaMMHoro obecneyeHus
. hbMKCHpoBaHUe 1 aHanma owmboK HaCcTPONKY;

. MOHWUTOPUHI COCTOSHUSA 6a3bl AaHHbIX; . npegocTaBieHne OT4EeTOB O CoAepXumom  bannos

. MOHWUTOPUHI  JUCKOBOrO MPOCTPaHCTBa, 3aHWMaeMoro XypHanos (log) no 3anpocy (He uvalle OAHOrO pasa B
6a30i1 JaHHbIX; mecsu);

. aAMUHUCTPUPOBaHWE XXypHanoB TpaH3akuui (transaction N KOHTPOMb pasmepa haitnos xypHanos (log);
log) 6a3 gaHHbIX; . nepepacnpefeneHe ANCKOBOro NpocTpaHcTea channosom

. nedparmeHTaumns 6a3sbl JaHHbIX MO 3anpocy 3akas4yuka; CUCTEMBI;

. OTYETHOCTb 06 Ucronb3yembix 6asamMu JaHHbIX pecypcax b afMVHICTPUPOBaH1e U yripaerexue cuctemoin AntiSpam;
cepBepa Mo 3anpocy; . MOHMTOPUHI NOYTOBON OYepeau;

. pesepBHOe KonupoBaHue (Tonbko ecnm . MOHUTOPUHI YepHbIX CMUCKOB W YyAaneHue u3 Hux |IP-
yCTaHOBIeHO/3aKa3aHo cneunanmsnpoBaHHoe aapecos;
nporpaMmHoe obecneyeHvie ANs pe3epBHOro KONMMPOBaHUS . yCTaHOBKA W HACTPOMKa CMUCKOB PacChinkv no mepe
M 3aKasaHo MM AOCTYNHO AMCKOBOE MPOCTPaHCTBO ANs HeobxoanMoCTy.
XpaHeHusi pe3epBHbIX KONu);
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ynpasrneHve 6paHomayapom;
aAMUHUCTPUPOBAHWUE aHTUBMPYCHOW CUCTEMBI.

darinosbii cepsep MS

cepBep Samba

npoBepKa XypHana cobbITuii;

LieHTpanm3oBaHHoe yrpaeneHne o6HOBNEeHUIMU
MOHUTOPUHI HanonHeHns aitnosbIX CepBepoB;
nHdopmMupoBaHne 3aka3uuka 06 OKoHuYaHuu paboyero
MmecTa;

OTYeTHOCTb Mo TpeboBaHWIO O MPOCTpaHCTBE haiinos U
KaTanoros (He pexe OQHOro pa3a B MecCsiLl);

BHeApeHue u ynpasneHue Print services (Ycnyru neyatn);
ynpasneHve npaBamu AocTyna K cainam;
aAMVHUCTPUPOBaHUE aHTUBUPYCHOW CUCTEMBI;
ynpasneHue 6paHaMayapom.

M3MEHeHWe HacTPOeK NPOrpamMMHOro obecneyeHus;
o6HoBMeHne nporpaMMHoro obecneveHns

UKCUPOBaHWE 1 aHanm3 oLIMBOK HaCTPOWKY;
npefocTaBneHne OTYeTOB O COAEepXuMoMm  daiinos
xypHanoB (log) mo 3anpocy (He 4alle ogHOro pasa B
mecsiL);

KOHTpOrnb pa3mepa chaiinos xypHanos (log);
nepepacnpefeneHme JUCKOBOrO NMpocTpaHcTBa hannoBoi
cUCTeMbl;

ynpaBrieHue npasamu foctyna k dainam;
co3faHvie/yganeHve nonb3oBartenen,
npaBamu.

ynpasneHve

Cepeep MS Hyper V

Mpokcu-cepsep (Nginx, Varnish n 1.4.)

06HOBMNEHWE NporpaMmHOro obecneveHms (TonbKo no
3anpocy 3akasduka);
npoBepKa XypHana cobbITui;

M3MEHeHNe HacTpoeK NporpamMMHoro obecneyeHns;
o6HOoBMNeHWe nporpammHoro obecneveHuns (4o HauBbICLLIEN
noaaepXXnsaemMon Bepcun, ykasaHHoW B MHCTannsaTopax
NPUNOXEHWIA);

hbMKCUpOBaHME U aHann3 oLMBOK HACTPOWIKK;
npegocTasiieHne OT4ETOB O COAEPXXMMOM hannos
XypHanos (log) no 3anpocy (He Yalle ogHoro pasa B
mecsL);

. aAMUHUCTPMPOBaHNE aHTUBNPYCHON CUCTEMBI; KOHTpOIb pasmepa cainos xypHanos (log);

. ynpasneHue 6paHamayapom; nepepacnpegeneHve JMCKoOBOro NpocTpaHcTea hannosom

. MOHUTOPUHT JOCTYMNHOCTY; cuUcTeMbl;

. KOHTPOIb 3arpy3ku. HacTpovika SSL-cepTudumkatoB no TpeboBaHuIo;
BbIGOP 1 KOHUIyprpoBaHNe obbema KaL-NamsiTu;
aHanu3 3anpocoB k Beb-cepBepy (Apache u ap.), Bbibop
cTpaTtermm kawmpoBaHus (cache), nogrotoska
npeanoxeHwUn A4ns pa3paboTunkoB NPUNIOXKEHWN,
peanusauus pelueHus;
KOHCYTNnbTUpOBaHWe no 3aronoskam (headers).

MS Web cepsep Cepsep npunoxeHnun (Java, Tomcat, node.js n ap.)

. 06HOBMNEHWS NporpammHoro obecneveHuss; M3MEHEHWNE HACTPOEK NPOrpaMMHOro obecneyeHus;

. LeHTpanu3oBaHHoe ynpasneHne 06HOBNEHNAMU; 0o6HOBMEeHWe NnporpammHoro obecneveHuns (40 HanebiCLLIEN

. npoBepKa XypHana cobbITuii; noaaepXnBaemMon BepCun, ykasaHHOW B MHCTannsaTopax

. MOHWUTOPUHT AUCKOBOTO NPOCTPAHCTBA, 3aHNMaeMOoro NPUNOXEHWNN);

6a30l1 faHHbIX; UKCMpOBaHME N aHanu3 oLWNBOK HACTPOWKK;

. aAMVHUCTPUPOBaHNE aHTUBUPYCHON CUCTEMBI; npeaocTaBneHne OT4eTOB O COAEPXUMOM chainos

. ynpasneHue 6paHamayapom; xypHanos (log) no 3anpocy (He Yalle ogHOro pasa B

. ynpasneHve ceptudukatamu; mecaL);

. MOHUTOPUHTI CEepPTUUKATOB; KOHTpOIb pa3mepa dannos xypHanos (log);

. ynpaneHue cnyxtamu DNS; nepepacnpeaeneHne QUCKOBOro NPOCTpPaHCTBa hannoBom

. MOHUTOPUHT CePBUCOB 6a3 aHHbIX;

MOHUTOPUHI JOCTYMHOCTU;
KOHTPOJb Harpy3ku,

CUCTEMBI;
aHanu3 NpoLeccoB, NHGOPMUPOBAHME O BHE3AMHbIX
VN3MEHEHUSAX B CUTYaLIK;

28.4

28.5

OrPAHUYEHWA YCNYTU

e TecToBble BOCCTAHOBIIEHUS A@HHbIX HE BXOAAT B 06beM Ycnyru.

Ecnn 3aka3uunk ucnonb3yeT nporpaMMHoe obecrneyeHne, He UMetoLee NporpaMmmMHON NOAAEPXKKU OT MpPoM3BoAUTENs (MK CPOK
OeNCTBMS NPOrpaMMHON NOALEPXKKU UCTEK), kKoMnaHus Baltneta He HeceT OTBETCTBEHHOCTM 3a paspelleHne niobbiX MHUWAEHTOB

1N 3anpocos, CBA3aHHbIX C HenoaaepXuneaemblM nNporpaMmmHbIM obecnevyeHvem.

Baltneta He 0GyyaeT npeacraBuTenen 3aka3ynka HaCTPOWKe U yCTaHOBKE CEpBEpPOB, paboTe ¢ nporpamMmmamu (MPUIoKeHUsSIMM).

KomnaHus Baltneta He gomkHa BbINOMHATL paboThl, HE MMetoLLME NPSIMOTO OTHOLLEHUS K AaHHOMY [JoroBopy, Takue kak BHeCeHue

MN3MEHEHUI B OnepaLMoHHyt0 CUCTEMY cepBepa, NraTdopMy BUpTyanu3auum 1 npuknagHoe nporpamMHoe obecnedeHne.

Baltneta He npepocTaBnsieT Ycnyrn no y4veTy, YCTaHOBKE, HACTPOMKE U aBapuiHOMY BOCCTAHOBIEHMIO Creuuann3npoBaHHbIX

nporpamMm (ecnu He OroBOPEHO MHOE).

Mpu obecnyxmnBaHUM cepBepoB BpeMsl Ha pa3peLleHne 3anpocoB He BKIKYaeT BpeMs YCTAHOBKM ONEePaLMOHHON CUCTEMbI, BPEMSI
BOCCTaHOBIIEHUS AaHHbIX 13 Pe3epBHbIX KOMUIA, hopMaTrpoBaHve aucka, AedparMeHTaumio v Apyriue MOMEHTbI, He 3aBucsLLme OT
komnaHun Baltneta. Ecnn ans paspewenus 3anpoca Tpebyetcsa 3ameHa obopyaoBaHusi, TO Takoe ob6opygoBaHue

npenocrtaendaeTca 3akasunkom.

3AMPOCHI NO CTAHOAPTHOW YCIYTE (RFC STANDARD)
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NPEAOMNONATAEMOE BPEMA
CTAHOAPTHAA PABOTA BbINONHEHMS PAEOT NMPUMEYAHUE
3anpockl Ha o6cnyxuBaHue cepBepoB Linux
Jamn (dump) PostGre/MySQL 15 MUH.
Ecnu SSL-ceptudmkaT npuobpeteH y
O6HoBneHne SSL-ceptudumkata 15 MUH. komnaHuu Baltneta, Heobxoaumo 3akasatb
€ro npoAneHve 3a AoNOMHUTENbHYIO NnaTy
He pevicTByeT, ecnu peyb MAET O YaCcTHON
BoccTtaHoBneHune aaHHbIx/cepeepa ns
. 60 MuH nHpacTpykType 3akasymka n 3akasuvk He
pes3epBHOI Konun o
npefocTaBun MECTO ANS XPaHEHUS KONun
YcTaHoBUTE CTaHAapTHbI mogynbe PHP 13
15 MUH.
penosutopusi PHP
MHuunmposaTh yaaneHue IP-agpeca 15 uH
cepBepa U3 YepHbIX CMMCKOB '
M3meHeHne DNS-3anuceli B cepBepax MMeH
15 MUH.
Baltneta
M3meHeHne DNS-3anuceii B cepBepax MMeH
30 MUH.
Baltneta
3meHeHne napons OCHOBHOIO
15 MUH.
none3oBaTtens
CosfgaHve OononHUTenbHoM 6asbl AaHHbIX 15 MUH.
3asBku Ha o6cnyxuBaHue Windows Server
OcBoboxaeHne ONCKOBOro NPOCTpaHcTBa 30 MuH.
BHeceHve namerHeHuii B npasuna
: 30 MuH.
6paHamayapa Windows
Ecnun SSL-ceptudmkaT npuobpeTeH y
O6HoBneHne SSL-cepTndmkata 30 MUH. KomMmnaHum Baltneta, Heobxoaumo 3akasaTtb
€ro NpoAneHve 3a AONONMHUTENbHY NnaTy
. He pencTeyerT, ecnu peyb naeT o YacTHOW
BoccTtaHoBneHne aaHHbIX U3 pe3epBHOii
Kon 60 MUH nMHpacTpykType 3akasymka n 3akasyvk He
npeaocTaBun MECTO A5t XPaHEHUS KON
YcTaHoBKa NpuUHTEpa Ha cepBep nevatu 30 MuH.
OuuncTka 6a3bl gaHHbIX (shrink) 15 MUH.
KnoHvpoBaHue 6a3bl faHHbIX 30 MUH.
BbInonHseTcs, korga cepeep HaxoauTcs Ha
YBenuyeHue ANCcKoBOro
. pecypcax Baltneta. Ecnu cepsep 3akasuuika,
npocTpaHcTBa/npoueccopa/onepaTtMBHON 15 MUH.
HamsTy TO MOXeT notpeboBaTbcs NpuobpeTeHne
OOMNOMNHUTENBHbLIX YacTen
M3meHeHne DNS-3anuceii B cepBepax MMeH
20 MUH.
Baltneta
MameHeHne DNS-3anuceli B cepBepax MMeH
20 MUH.
Baltneta
M3meHeHne npae gocTyna nonb3oBatens K 20 M
darinoBomy cepBepy Yepes kaTtanoru '
M3meHeHne npaB focTyna nonb3oBaTenst K 20
daiinoBoMy cepBepy Ha ypoBHe rpynnbl '
M3meHeHre napons nonb3oBaTens 15 MUH.
. Ecnu Hy>HO TonbKko A06aBuTb B
M3meHeHre npas nonb3oBaTenen 15 MUH.
COOTBETCTBYOLLME IPynMbl
[o6asneHwve B cnvcku White n Block
20 MUH.
cepBepa Exchange
MpepocTaBneHne AaHHbIX CUCTEMBI 20 M
moHuTopuHra (CPU / Disk / Network) )
Mepesarpyska cepsepa 15 MUH. Ecnu nocne nepesarpyskn HAYEro He HYXHO
nenatb
Mepesarpy3ka cepepa 15 MUH.
MHuuumpyeTcsa npu noucke NpuymHbl
CkaHupoBaHuWe cepBepa Ha Hanudve o
- 60 MuH 3aHeceHuns IP-agpeca cepBepa B YepHbIN
BPEAOHOCHOW aKTUBHOCTM
CNUCOK
Co3sgaHne OoNoNHUTENBHOrO Nonb3oBaTens 15 MUH.
CO3,CI,aHI/Ie/KOppeKTII/IpOBKa o6bekToB Active 15 MuH.
Directory
29 MNPABWINA NPEOOCTABIEHUA YCNYI NOAQEPXXKU NONIb3OBATENIENA MICROSOFT 365
291 OMUCAHWE YCNYI1 NOOOEPYKMN NONb3OBATENEN MICROSOFT 365
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Ycnyra no nogaepxke nons3oatenen Microsoft 365 BkntovaeT B cebst agMuHucTprpoBaHmne nnatdopmbl Microsoft 365 (Office, Exchange Online,

Teams, SharePoint, OneDrive) 1 nocTosiHHOE peLLeHne 3anpocoB nonb3oBatenen Microsoft 365.

29.2  OBbEM YCNYT MOOAEPXKMW MOJIb3OBATENEN MICROSOFT 365

29.21

29.2.2

29.2.3

29.2.4

29.2.5

29.2.6

Monb3oBatenu:

CospaHue/yaaneHve nonb3oBaTenei.

HasHaueHune nuueHsunii nonb3oBaTento, nepegada nuUeH3uin Apyromy nonb3oBaTtento, aHHynMpoBaHUe NULEH3NIA .
BoccTaHoBneHune napons.

[ob6aeneHne nonb3oBaTtens B rpynmny.

WHdopmaumsa no yuétHon 3anven M365 npegocTtaBnsiercs 3akasdyvky no 3anpocy (MHdopmauus npegoctaensieTcs B oopmate
csv)*.

HacTpotika napameTpoB B kOHCOMM ynpasneHns M365. HacTpolikn KoHUryprpyoTcs B COOTBETCTBMM C 3anpocoM 3akasyvka Ha
BKIOYEHWE/BbIKMIOYEHVE OnpeaeneHHbIX NapaMeTpoB.

MouTa:

Co3sgaHue 1 agMUHUCTPMPOBAaHWE NMOYTOBOrO SILLMKA.

CospaHue n agMmuHucTpupoBarue rpynn/Shared Maibox (konnekTMBHOIO NOYTOBOIO ALWMKA).

Co3spaHune 1 aMUHUCTPYPOBAHWE NOYTOBOIO sLLUKa 060pyA0BaHNSA/NMOMELLEHWIA.

Co3aaHne KOHTaKTOB.

MpoBepka 3anucen B xypHarne u npefocTaBneHne nx 3akasyuky no 3anpocy:

YnpaBneHue atpubytamm nons3osatenen Exchange.

N3meHeHne DNS-3anucu (npu npegoctaBneHnn 3aka3ymkoM JOCTyna K naHenm agMUHUCTPUPOBAHNS).

[o6aeneHne JoNONHUTENBHOrO IoMeHa (Mpy NpegocTaBneHMn 3akaz4ynmkoMm AOCTyNa K NaHenu agMUHUCTPUPOBaHUS).
BoccTaHoBneHve/yganeHne AaHHbIX Mo 3anpocy (Ha OCHOBE MHCTPYMEHTOB M BO3MOXHOCTeN, npefocTasnsiemMbix MS).

OKCNOPT MOYTbI OAHOTO fALMKa B hopmaTe pst.

ObecneyeHne BO3MOXHOCTN apXMBUPOBAHWUS 3MEKTPOHHOW NMOYTHI B PEXUME OHMaWiH.

SharePoint/Onedrive:

OcHoBbI ynpaBneHusi npaBamu gocTyna k Sharepoint.

YnpaBneHue HacTporkamu Sharepoint/Onedrive.

Teams:

YnpaBneHve napametpamy Teams.

BesonacHocTb:

BnokupoBatb/pa3bnokupoBaTh IP-agpec/agpec anekTpoHHon noytskl 3a CMAM.

AxTtuBaumsa MFA.

OT4eTbl N0 6e30NacHOCTM Ha OCHOBE BO3MOXHOCTEN NpuobpeTteHHon Azure AD.

Ecnu B TeyeHune cpoka aeincteums [loroBopa konuyecTBo nuueHsnii Microsoft 365, nmetowmnxcs y 3akasuuka, usmeHuTCs u He byaet
COOTBETCTBOBATL YCINOBUSAM [AEWCTBYIOLLEro NnaHa, nnaH u ctoMmMocTb obcnyxwusaHusa Microsoft 365 mMoryT 6GbiTb U3MEHEHbI B

OAHOCTOPOHHEM MnopsAaKe Ha ,D,pyFOVI nnaH, COOTBeTCTByIOU.lMVI KONMn4ecTBy UMerLLnXca TINLEH3UN.

29.3  3AMPOCHI NO CTAHOAPTHOW YCIYTE (RFC STANDARD)

NPEONONATAEMOE
CTAHOAPTHAA PABOTA BPEMS BbIMONMHEHUA NPUMEYAHUE
PABOT
BoccraHoBneHwe yaaneHHbIx nncemM nons3oBaTens BoccTaHoBreHe BO3MOXHO TOMbKO B TOM criydae,
45 MUH. €eCnu OHK Mo-npexHeMy xpaHsTcs B cpeae M365.

BnokupoBats/pasbnokvposats IP-agpec/agpec
ANEKTPOHHOWM NoyThl 3a CMAM 45 MUH.

OkenopT nrceM B pst (4N Kakaoro NoYToBoro

AlmKa) 60 MUH OpAHOro NOYTOBOIO SALLMKA.
BknioyeHne MFA gns ogHoro nonb3oBarens Ecnn 3akasunk camMocTosiTeNlbHO  HacTpauBaeT
20 MUH. ayTeHTUdmKaTop.
BknounTb OHNariH-apxvBupoBaHme 45 MUH.
BkntounTb nons3osatens B rpynny 15 MUH.
Mpeo6pa3oBaHune no4ToBoro sumuka B SharedMailbox
(6e3 xpaHeHWs aaHHbIX B OneDrive) 15 MUH.

MepeHanpaBneHne CooBLLEHWNIA SNEKTPOHHOM MOYTbI

Ha Jpyron Awmk 15 MUH.
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MameHeHue 3anvucu DNS Korga 3akasuvk npegocTaBnsieT AOCTYNn K naHemnu
20 MUH. agMuHucTprpoBaHmsa DNS.
M3ameHWTb napornb 15 MUH.
KoppeKTpoBKa y4aCcTHUKOB B rpynmnoBbIx/06Lwmnx
NoYTOBbLIX ALUMKax (group/shared mailbox) 20 MUH.
PepaktupoBaHue atpubyToB nonb3oBaTtens
(Hanpumep, gobaBneHve Homepa TenedoHa, MoxeT BknoyaTb: gobaBneHve [OoMOSIHUTENBHOMo
nobaBneHne [ONONHUTENBHOTO agpeca 3NeKTPOHHON agpeca 3MeKTPOHHOW MoyThl, fobaBneHne Homepa
noyThbl) 15 MUH. TenedoHa, fobaBneHne oTobpaxxaeMoro UMeHu
MpenocTtaBneHne oT4éta 06 UCMONb30BaHUN OT4YeTbl O TOM, KaKMM MoMnb3oBaTeNsiM Ha3HayeHbl Te
NULEH3NI 30 MUH. WM UHbIE NULIEH3NN.
MpenocTaBneHve 3anuncen B XxypHane B »ypHane MoryT GbiTb cAenaHbl crefytoLime 3anucu:
1) Mo4emy nucbMo He gowno Ao agpecata; 2) Kto u
korga otnpasBun nucbMo; 3) C kakumx |P-agpecos
30 MuH. ocyLectensancsa goctyn k M365.
Mepepava nuueH3ny gpyromy nonb3oBaTento 15 MUH.
[obaBneHune [ONONHUTENBHOTO HOMEpa Korga 3aka3uvk npepocTaBnsieT JOCTYN K MaHenwu
30 MuH. apMuHucTpupoBanns DNS.
HasHaveHve nuueH3uy nonb3oBaTento 15 MUH.
Co3spaHue o6LLero NoYToBOro fALMKa 20 MUH.
Co3gaHue rpynnoBoro No4YTOBOroO silMka (group
mailbox) 20 MYH.
Co3sgaTtb nonb3oBartens Monb3oBaTtenb €o30aéTCA B KOHCOMU YynpaBreHus
20 MUH. M365.

30

30.1

MPABUNA NMPEOOCTABIIEHUA YCNYI APEHAbI IMLEH3UA MICROSOFT 365

OMWCAHWE YCNYTN APEHABI JIMLEH3WM MICROSOFT 365

Ycnyra apeHapbl nuueHsuii Microsoft 365, ato Ycnyra apeHabl nporpammHoro obecnevenus. CyliectByeT ABa cnocoba apeHabl nuueHsunii Microsoft

365:

1) ExxemecsayHas apeHga nuueHaum Microsoft 365 ¢ exxemecayHbimMmn obs3aTtenscteamu (P1MM).

2) BExxemecsiuHast apenga nuueHsumn Microsoft 365 ¢ rogobim oba3aTensctsom (P1YM).

O6Ga meTofa OCHOBaHbl HA MOAENW EXXeMECSHHbIX NiaTexen 3akasymkom.

30.2

30.3

Bepcusa 20250717

OTBETCTBEHHOCTb 3AKA34YNKA

30.2.1

MoanuckiBas Hactosiwmii [oroBop, npeactaBuTenb 3akasyuka MOATBEPXKAAET, YTO Ha AaTy NOANUCaHUS OH O3HAKOMWICH W
cornaceH c ycnosusimm O6wwmx nonoxeHui n ycnosuii Microsoft Cloud, onybnukoBaHHbIx Ha cavite https://docs.microsoft.com/en-

us/partner-center/agreements.

YCNOBWA NPEQOCTABIEHNA YCNYTU APEHABI NIMLEH3WM MICROSOFT 365

30.3.1

30.3.2

30.3.3

Ha Ycnyry apeHapl nuueHnsuin Microsoft 365 pacnpocTtpaHsieTca SLA npon3BoaumTensi, C KOTOPbIM MOXHO O3HAKOMUTLCSI Ha canTe

npounssoauTena www.microsoft.com.

LleHbl vnu ycnosusi apeHabl NUUEH3UA MOryT ObiTb M3MEHEHbl B COOTBETCTBUM C YCIOBMAMW HacTosiwero [doroBopa unu

N3MEHEHNAMU, UHULUNPOBAHHbIMU NPOU3BOAUTENEM NNLUEH3NN Microsoft.

Ycnosus apeHapbl nuueHsun Microsoft 365 (P1MM):

CTOpOHbI NPAIMO cornallatoTcs ¢ Tem, 4To nuueHsun Microsoft 365 (P1MM) npepoctaBnsoTcs Ha cpok 1 (0AMH) Mecsw u cpasy
aKTVMBUPYIOTCS Ha BECb Nepuos.

Jlnyensun Microsoft 365 (P1MM) geiicTBuTENbHBI B TedeHne 1 (04HOr0) MecsiLa ¢ MOMeHTa akTuBauuu. Ecnm B TedeHne 72 yacos
rnocrne WUCTeYeHWst Cpoka AeWcTBMSi 3akasa HU ofHa M3 CTOPOH He MnoxenaeT pacTOprHyTb WMNM u3meHuTb 3akas, To 3akas
aBTOMaTU4eCKu NMpoANEeBaeTCs Ha credyroLmii cpok B 1 (0AMH) Mecsil, Ha Tex e ycrnoBusix. KonnyecTBo Takux NpoAneHuin He
orpaHuyeHo.

B cnyyae pactopxeHus 3akasa no nHuumatuee 3akas3yvka [0 UCTEYEHWst cpoka, ykadaHHoro B 3akase, CTOPOHbI cornalluaroTcs,
yTo 3akasyuk 0b6s3aH BbINNATUTL KomnaHuu Baltneta Becb ocTaTok exemecsyHOW nnaTbl W MOracuTb BCE NPEoCTaBlieHHble
3akasyuky ckuakv He nosaHee 30 KaneHdapHbIX AHEN C AaTbl pacTopxeHus 3akas3a. 3akasuuk Takke obAsyeTcs onnatuTb BCe
Tapudbl 3a NpefocTaBneHHbIe AONONHUTENbHbIE YCyru.

CTOpOHbI OAHO3HAYHO COrfaLlalTCsa ¢ TeM, YTo nuueH3aun Microsoft 365 (P1MM) npenocTaBnsaoTCA yYMTbIBas ASUCTBYIOLLYIO Ha
TOT MOMEHT LeHOBYIO nonutuky Microsoft, n ueHbl MoryT ObiTb M3MeHEeHbl B OAHOCTOPOHHEM MOpSAKE CTOMbKO pas3, CKOMbKO
Microsoft 6yneT nx KoppekTmpoBaTb.

3akas ynonHomMo4eHHoro npeacraBuTens 3akasymka Ha yBenuyeHue konuyectsa nuuensuii Microsoft 365 (P1MM) Ha cymmy, He
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npesbiwatowtyto 300,00 espo/mecay (6e3 yveta HIOC), BbinonHsietca 6e3 npeaBapuTEnbHOTO MUCbMEHHOTO COrflacoBaHWs B

TeyeHne 1 pabouero OHs. 3akas3uyvk nNpusHaeT npaBo komnaHum Baltneta B3umaTb ¢ 3akasymka nnaTy B 3aBUCUMOCTM OT

aKTU4eckoro KonnyecTsa NULEH3Ui, 3akadaHHbIX 3aka3ynkom.

30.3.4 Ycnosus apenabl nuueHsuit Microsoft 365 (P1YM):

o CTOpOHbI NMPSIMO CcornaLlakTecs ¢ Tem, 4To nuueHaunmn Microsoft 365 (P1YM) npegoctaBnsioTcst Ha cpok 12 (aBeHapuaTb) MecsueB

1 nofnexar HemeAneHHON akTMBaLMK Ha BeCcb Nepuop, ykasaHHblii B 3akase.

e 3akasyvk onnadMBaeT exerogHyr NMUEH3NOHHYI0 nnaTy komnaHum Baltnet ogHvM 13 cnegytoLmx cnoco6oB:

o BbinnaumBaeTcs nonHoCTbIO B TeveHne 12 mecsueB paBHbIMU exeMecsyHbIMy nnaTtexamm (1/12);

o lMonHas onnata B TeveHne 30 KaneHgapHbIX AHEN C AaTbl BbICTABNEHUSA cyeTa.

o JlnueHsun Microsoft 365 (P1YM) gencteBuTenbHbI B TedeHve 12 (ABeHaauaTh) MecsileB C MOMEHTa aktusaumun. Ecnmn He meHee

YeMm 3a 1 (0guH) MecsL OO UcTeveHns cpoka AencTeusa 3akasa H1 ogHa 13 CTOPOH He 3asBNSET O XenaHuu NpekpaTuTb Unn

n3MeHnTb 3aka3, 3aka3 aBTomMaTUYeckn NpoaneBaeTcs Ha criedytowmii nepuog B 12 (aBeHaguaTb) MecsiLeB C NPUMEHEHNEM

[OENCTBYIOLLEro B 9TOT nepuwof, (CTaHgapTHOro) LeHoobpasoBaHus nuueHsuii Microsoft. KonvmuectBo Takvx npoaneHwin He

orpaHuYeHo.

o B cnyyae pactopxeHusi 3akasa no nHuumaTtnee 3akasqumka [0 UCTEYEHNS CPOKa, ykazaHHoro B 3akase, CTOPOHbI cornaluaroTcs,

yto 3aka3unk 06s13aH BbINMATUTL KOMnaHuu Baltneta Becb ocTtaTok exerogHow nnatbl, NMOMHOXEHHbIA Ha KONM4ecTBO

CbaKTI/NeCKVIX 3aKasaHHbIX NULEH3nA - ecnn onnaTa npou3BOAUTCA B COOTBETCTBMM C OAHHbIM MYHKTOM U MNoracutb BCe

npegocTaBneHHble 3aka3uunky ckuaku He nosgHee 30 kaneHaapHbIX AHEN ¢ AaTbl pacTopxkeHus 3akasa.

31 MPABUIIA NPEQOCTABJEHUSA YCNYT MO YNPABNEHUIO MOBUIIbHBIMW YCTPOMUCTBAMU (MDM)

31.1 OMWCAHUE YCNYTU YNPABIEHUA MOBUNBHBIMU YCTPOUCTBAMW (MDM)

Ycnyra no ynpasneHuio mobunbHeiMu ycTpoicteamu (Mobile Device Management - MDM) ocHoBaHa Ha nporpammHoM obecnedveHun Microsoft

Intune unn SureMDM 1 BkntovaeT B cebs nepBoHaYarnbHy0 YCTAaHOBKY Y HACTPOWKY peLLeHns, Co3aaHne nonuTuk 1 npasmn 6e3onacHocTu, a Takke

TekyLee obcnykmBaHne MOBUIbHbIX YCTPOWCTB, UCTONb3YeMbIX B OpraH13aLmy.

31.2 OBBLEM YCNYT YNPABIIEHUA MOBUNBHBIMU YCTPOVUCTBAMK (MDM)

Cragusa

Ocob6eHHOCTH Yenyrn

MoaroToBka

CospgaHune cnucka ycTponcTs

YcTaHoBka

Peructpaums yctpoiicts B cpeae "Microsoft Intune”

Pervctpauus yctponcte Windows 10 B "Microsoft Azure Active Directory”

HacTpoiika pyHKUMIN 1 napameTpoB 6e30nacHOCTM Ha YCTPOMCTBax

KaTanormsauusi n HacTpovika cTaH4apTHbIX KOPNOPaTUBHbIX NPUIOXEHNI

HaCTpOI?IKa napamMeTpoB 3alinTbl JaHHbIX Ha ypOBHE ﬂpI/IJ'IO)KeHI/IVI.

HacTtporka Wifi 1 VPN Ha ycTporicTBax

HacTpolika nouTtoBbIX Npodunen Ha ycTporcTBax
HacTpolika 1 passepTbiBaHNe NONUTUKM aBTOMaTYeckoro obHoBneHus npunoxexuin "Office” Ha ycTponcTBax

HacTpoika wncpoBaHma AUCKOB Ha YCTPOMCTBaX

AOMUHWCTPUPOBaHUE

MpepocTtaBnexne nHgopmauum o6 yctporncteax

MpegocTasneHne UHopmaLmm 06 YCTaHOBMEHHbBIX MPUSIOKEHWSX Ha 3apEerMCTPUMPOBaHHbIX YCTPONCTBAX

YcTaHOBKa NPUMNOXEHWI Ha 3aperucTpupoBaHHbIe YCTPOUCTBa

YaaneHue npunoxeHnii ¢ 3aperMcTpupoBaHHbIX YCTPOCTB

MonHoe nnn yactnyHoe yoanexHve VIHq)OpMaLWII/I C yCTpOVICTBa

MpepocTtaBneHne oT4ETHOCTU, co3aaBaemolrt Microsoft Intune

PyyHas ycTaHoBKa HOBOrO YCTPOIICTBa / yAaneHne cTaporo yCcTpoicTea

31.2.1 Cepsuc goctyneH npu Hanuaum nuuensun "Microsoft Intune” nnu "42Gears SureMDM". 3T NULEH3NMN He BXOAAT B COCTaB YCnyrn

MDM w 3akasbiBatoTca oTaenbHo. Ecnu 3akasynk He ucnonb3yet 3TV NULEH3UWU, TO OH AOMMKEH 3aMeHWUTb WCMOofb3yeMble B

HacTosiwee Bpems nuueHsun Microsoft 365 Ha cnepytowme nuueHaun: "Microsoft 365 Business Premium"; "Microsoft 365 E3";

"Microsoft 365 E5"; "Enterprise Mobility + Security E3"; "Enterprise Mobility + Security E5"; "Microsoft Intune" unu npuobpectu nx

LAONOJTHUTENbHO!

31.2.2 CepBuc nopgaepxumBaeTcs TOMbKO Ha Creaylolwmx Bepcusx onepaumoHHbix cuctem yctponcts: Windows 10 - Pro, Education,

Enterprise; Android - Bepcusi 6.0 u Bbiwe; iOS - Bepcus 12.0 u Bbiwwe; iPadOS - Bepcusi 13.0 u Boiwe; iMacOS - Bepcusi 10.13 1

BbllLe.
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31.2.3

31.24

31.25

31.2.6

31.2.7

31.2.8

31.2.9

balt i3

Baltneta obecneunBaet yctaHoBKy nporpammHoro obecnedenus VPN Ha ycTporicTBax 3akasuuka, HO He obecneymBaeT HaCTPONKY
VPN.

YcTaHoBKka nporpammHoro obecneveHnss VPN He npegycmatpuBaeT aBTOMaTMUYECKOrO MpefoCTaBneHust AaHHbIX AnS BXoda B

cuctemy. Monb3oBaTtens JOMmKeH nogknoumTbes k ceTn VPN, BBeAs CBOM AaHHbIe NOAKMHYEHNS.

YcTaHoBka KoHgurypaumu cetn WIFi He npegycmaTtpuBaeT aBTOMATMYECKOTO MPEAOCTaBMEHUs PErvcTPaLMOHHbLIX AaHHbIX

nonb3oBaTens. MNonb3oBatenb JormkeH noakntounTees k cetn WiFi, BBegs CBoM pernctpaumoHHble AaHHbIe.

YctaHoBka cetn WiFi He npepycmaTpuBaeT HacTpOWKy C WCMONb30BaHWMEM MONb3oBaTeNbCKMX cepTudukatos (Hanpumep
“Certificate Authority").

Baltneta He HeceT OTBETCTBEHHOCTW, €CnM YCTPOWCTBa 3akasyvMka He MOryT 3apeructpupoBaTtbes B cpege "Intune" m3-3a
HenpaBuUnbHOW BEPCUM OMEPALMOHHON CUCTEMbl YCTPOWCTBA WM TNOBbLIX APYrMX TeXHWYeckux npobnem, CBsi3aHHbIX C
YCTPOWCTBOM;

Baltneta He HeceT OTBETCTBEHHOCTM, eCnn Ha YCTponcTBax 3akasyvka He yaaeTcs YCTaHOBUTb NPedyCMOTPEHHbIE MOMUTUKA U
NPUNOXEHUs1 13-3a HenpaBWUIIbHON BEPCUMM OMEPALMOHHON CUCTEMbI YCTPOMCTBA MM MoObIX APYrMX TEeXHWYeckux npobnem,
CBS13aHHbIX C YCTPOWCTBOM.

Ecnn B obopyaoBaHun 3akasyvka MCnonb3yeTcs nporpaMMHoe obecnedeHue, KOTopoe He NoaaepXvBaeTCs Npou3BOAUTENEM
3TOro NPOrpamMmHOro obecneyenHuns (M1 CPoK ero AencTBus UCTek), komnaHus Baltneta He HeceT OTBETCTBEHHOCTH 3a pa3pelleHne

NOObIX MHUMAEHTOB, CBA3aHHbIX C 3TUM NPOrpaMMHbIM obecneveHvem.

31.3  3AMPOCHI NO CTAHOAPTHOW YCINYTE (RFC STANDARD)

CTAHOAPTHAA PABOTA NPEONONArTAEMOE BPEMA NMPUMEYAHUE

BbIMONHEHUA PABOT

YcTaHoBKa W yaaneHve npuoxeHus Ha/msa
3apermcTpMpoBaHHbIX YCTPOWCTB 30 MuH. -

MpepocTtaBnexne nHgopmauum o6 ycTponcraax 20 MUH. -

MpepocTtaBneHne HdopMaumm 06 yCTaHOBMEHHbIX -
NPUNOXEHUSIX Ha 3aperncTpPMPOBaHHbIX

yCTpoWcTBax 30 MuH.
MpepocTaBneHne oTY4ETHOCTU, CO3AaBaEMON -
Microsoft Intune 45 MUH.
PyuHas yctaHoBKa/yaaneHvue HOBOro yCTponcTea 15 MUH. -

[MonHoe nnn yactTuyHoe yaaneHne nHgopmalmum c -

ycTpovicTea 25 MUH.

32 NPABUNA NMPEOOCTABIEHUA YCNYI NO APEHAE U OBCNYXXUBAHUIO XPAHUITULLIA OAHHBIX (NAS)

321 OMNCAHWME YCNYT MO APEHAE N OBCNY>KNBAHUIKO XPAHUITULLA OAHHbBIX (NAS)

ycnyra apeHabl n OGCJ'Iy)KVIBaHI/Iﬂ XpaHunuuia aaHHbIX (NAS) BKIto4aeT B cebs apeHay yCTpOVICTBa XpaHeHua OaHHbIX U Tekyllee 06CJ'Iy)KVIBaHI/Ie

peLleHnd, a Takke CBoeBpeMeHHOe pa3peLleHne 3arnpocos. ycnyra MOXET NpeaoCTaBlATbCA B IBYX BapuaHTax: 1) apeHna ceTeBoro xpaHunuilia c

obcnyxusaHvem; 2) obcnyxuneaHue cobCTBEHHOrO CETEBOrO XpaHunuiLa 3akasuuka.

32.2  OBASATEJIbCTBA 3AKA3YMKA

32.21

B cnyyae obcnyxmBaHusi cobcTBEHHOrO XpaHunuwa gaHHbix 3akasdumka (NAS), 3akasumk oba3aH npegocTaBuTb AOMNONHUTENBHOE
OMCKOBOE MPOCTPAHCTBO WM HECTU [OMOMHUTENbHbIE pacxofbl, HeobXoauMble AN pacluMpeHnsl OUCKOBOrO MNPOCTPaHCTBa,
CcaMoCToATENbHO UK ¢ nomolbio Baltneta. PaclumpeHue guckoBoro npocTpaHcTBa Ha xpaHunuwe aaHHbix (NAS) 3akasuuka
onnayMBaeTcs B COOTBETCTBUM C [EUCTBYIOLWMMM Ha TOT MOMEHT B komnaHuu Baltneta novacoBbiMu Tapudamu Ha

[OMONHUTENbHbIE PaboTbl.

32.3 OBbEM YCNYIM MO APEHAE W OBCNYXXVBAHWIO XPAHUIULLA JAHHBIX (NAS)

32.31
.
.
.
.

Ycnyra BknovaeT B cebsi:

Hactporika npasun;

YnpaBneHue nonb3oBaTensMm - npegocTaBneHne npas, Jo6aBNeHNe HOBbIX NOMb3oBaTenNen, yaaneHume crapbix;
MOHWTOPWHI 1 pearnpoBaHmne Ha CUCTEMHbIE OMOBELLEHWS;

OB6HOBIEHVE OMEpPaLMOHHOM CUCTEMBI;

BoccTaHoBneHne AaHHbIX 13 COXPaHEHHbIX PE3EPBHbIX KOMWIA;

YBenuyeHue o6bEMa namsaTu.

B cnyyae apeHnabl ceteBoro xpaHunuvwa (NAS), Baltneta 06s3yeTcs opraHvsoBaTtb paclUMpEHUE OWCKOBOrO MPOCTPaHCTBa C
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COOTBETCTBYHOLLEN KOPPEKTUPOBKOWM aBOHEHTCKOI MaThbl B 3aBUCMMOCTU OT 06bema AOMONTHATENbHOTO AMCKOBOIO MPOCTPaHCTBA.

32.4 Ycnyra He BKIOYaeT yCTaHOBKY COBCTBEHHOrO XxpaHunuwia aaHHblx (NAS) 3akasuuka. dta paboTta onnaymBaeTcs no AencTBYOLWEN Ha TOT

MOMEHT MoYacoBOW CTaBKe 3a AoMnonHuTeNbHbIe paboTsl B Baltneta.

33  MPABUNA NPEOOCTABJIEHUA YCNYI BALTNETA SIEM'AAS
33.1 OMUCAHWME YCNYTU BALTNETA SIEM'AAS

Ycnyra Siem'aas npeactaensieT cobon pelueHne no obecneveHnto 6e3onacHocTn Ha 6a3e nporpammHoro obecnevenusi Graylog, paboratollee B
naTta-LeHTpe Baltneta, koTopoe cobupaeT xypHarnbHble 3anucu (logs) 13 pa3nuyHbIX MCTOYHUKOB (CepBepbl, ceTeBoe obopyaoBaHue, annapaTtHble
cpeactBa M T.4.), aHanuM3VMpyeT UX B PeEXVMe pearbHOro BpeMEHW WM MOCTOSIHHO MHdopmupyeT 3akasdyvka 06 yrposax unu MHUMOEeHTax
6e3onacHocTu. Cepauc SIEM'AAS pasgeneH Ha Tpu CTaH4apTHbIX CEPBUCHBIX NilaHa B 3aBUCUMOCTM OT MOSNUTMKM XpaHeHus xxypHanos (50 I'b, 100
B, 200 I'B).

33.2 OBbEM YCIYI BALTNETA SIEM'AAS

33.2.1 Ycnyra BKnoYaeT B cebsi:

CocraBneHue cnmcka 06beKToB, C KOTOpbIX ByAyT cobMpaThes 3anucy XypHana.

YcTaHoBka nporpaMmHoro obecneveHmnst Graylog B nHdppactpyktypy Baltneta/3akasuumka.

WHTerpaums nporpammHoro obecriedeHust Graylog €O BCeMu YCTpOMCTBaMW, AN KOTOpbIX 6yaeT  OCyLecTBAATLCS

LeHTpan13oBaHHbI cOop >XypHanbHbIX 3anucei (logs).

BbinonHeHe HeobXxoAMMbIX KOHMUIYpaLWii 1 CO34aHve npasur.

CospaHue pabounx okoH (dashboards) (B pamkax gaHHon Ycnyr MoxeT 6bITb CO34aHO 40 Tpex paboymx okoH 1 Ao 9 napameTpoB

Ha ogHo paboyee OKHO).

Oby4eHre ynonHOMOYeHHoro nuua 3akasymka paboTe C y)Ke HaCTPOEHHbIM MHCTPYMeHToM Graylog.

ConpoBoxaeHue Ycnyru ans obecneyeHns KOppekTHol paboTbl YCryrn Ha NporpaMMHOM YPOBHE 1 pa3peLleHysi 3anpocoB.

XpaHeHvie 3anucen B xypHane(-ax).

O6HoBneHne nporpammHoro obecneveHus Graylog.

B TeyeHwue cpoka AevicTBus [JoroBopa MoryT 6biTb BHECEHBI OGHOBMNEHUS B CEPBHC 1 A06aBMNEHbI HOBbIE 3anncK XXypHana.

33.2.2 Cnucok 3anucen B XXypHane, BXogsLwmx B 06bem Ycnyru:

CospgaeTcst HOBbIN Nonb3oBaTerb.

Monb3oBaTtenbckme AaHHble U3MEHEHbI.

Monb3oBaTtens yaansercs.

HeypayHas nonbiTka BxoAa Nonb3oBaTens B CUCTEMY.

MonbITKN CMeHbl napons.

Monb3oBaTtenb AobaBreH B rpynny.

Monb3oBaTtenb yaaneH 13 rpynneoil.

XyprarnbHas 3anuch Gbina yaaneHa.

WHnumuvpoBaHa nepesarpyska KoMmnbloTepa.

Kputunyeckune coobLueHns (owmnbkun) onepaumoHHOM CUCTEMbI.

CoobLeHuns naeHTudmKaummn nonb3oBaTenen 6ecnpoBoAHbIX CeTEN.

MoakrtoYeHne K NaHensiM ynpassieHnst KOMMyTaTopoB, GpaHaMayapoB U y3roB A0CTyna K GeCnpoBOAHON CETH.

MN3meHeHUs B KOHUIypaLmm CUCTEMBI.

CoobueHuns 06 ayteHTUdMKaummn nonb3osatenen VPN.

CoobLeHuns 06 ayTeHTUdMKaLMKM nonb3oBaTenen bpaHamayapom.

BbICOKOI'IpVIOpI/ITeTHbIe yBeooMIeHUsa Ang BCcex CeTeBbIX yCTpOVICTB.

Co006LLEeHNst 0 COCTOSHUM (PU3NYECKUX CEPBEPOB (NOMMHbI, HeyAa4Hble NOrViHbI, COCTOSIHWE AUCKOB, MUTaHMWE).
33.2.3 Ycnyra Siem'aas He 3aH1MaeTcsi 06paboTKo 3anpocoB Ha yPOBHE cepBepa.
33.2.4 Ycnyra Siem'aas He cobupaeT XypHanbHble 3anucy Ha ypoBHE NPUNOXEHNIA.
33.2.5 PaboTbl N0 KOHUrypMPOBaHUIO OOBLEKTOB, He BXOAALWMX B 06beM Ycnyr Siem'aas, BbINMOMHATCA B COOTBETCTBUM C NMOYaCOBOMN
CTaBKOW 3a JOMOSHUTENbHbIE paboTbl, NpUMeHsieMoi koMnaHuen Baltneta B HacTosiwem [Jorosope.
33.2.6 O6bem faHHbIX, NepeaaBaeMblx No Ycnyre Siem'aas, He MOXeT npesbiwate 5 I'b B AeHb.
33.3 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)
| CTAHOAPTHAA PABOTA ] MNPEONONATAEMOE ] NMPUMEYAHUE
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BPEM#A BbIMNOJIHEHNA

PABOT
BbInosniHeHne 06HOBMEHMS NPOrPaMMHOro 30 MvH )
obecneueHusi Graylog '
HacTpoika cepB1CHbBIX OOHOBNEHWIA OTM 0BHOBNEHUSI HE ABNSAIOTCS NEPUOANYECKUMU - OHU
60 MuH Npou3BOAsATCS, koraa UHxeHepbl Baltneta HaxoasaT cnoco6bl

ynyyLWwnTb 06CnyxmBaHne 3akasuvkoB, UCMONb3yst Myyune

NPakTUKK.

Co3spaHune 0HOro JOMOMHUTESIbHOMO
paboyero okHa (dashboard)

Cospaetcs paboyee 0KHO, B KOTOPOM oTobpakatoTcsi rpacpukm
15 MuH. 1 Tabnuubl cobpaHHbIX 3anucen xypHana. Tabnuu/rpadmkos
CTOSIbKO XK€, CKOIbKO TUMOB COBpaHHbIX 3anucelt B XXypHarne.

34  NMPABUNA NPEOOCTABJIEHUA YCNYT MO OBCNYXXUBAHUIO KNACTEPA KUBERNETES

34.1 OMUCAHWME YCNYTW MO OBCNYXMBAHUIO KIACTEPA KUBERNETES

Ycnyra no obcnyxuBaHuio knactepa Kubernetes - ato cepsuc anst uHgpacTpykTypbl knactepa Kubernetes, knactepa Kubernetes n cepsucos,

KOTOpble Ha HeM paboTatoT (Hanpumep, cepsuc GanaHcupoBku Harpysku - Loadbalancer), cBasb cetu, cnyxx6a DNS, knactepHbin IP, BHewwHwui IP

Knactepa, Toyka AocTyna K knactepy (Ingress), camo npunoxeHue, paboTatoLlee Yyepes oguH ceteor nopT ([opT) Haa3op 3a ykasaHHbIM U Npo-

aKTUBHOE ynpaslieHue.

342  OBBEM YCNYIY MO OBCNYXXMBAHUIO KINACTEPA KUBERNETES

. M3ameHeHve koHdurypaumm knactepa Kubernetes;

. O6HoeneHue knactepa Kubernetes (engine);

. dukcaumnsi 1 aHanu3 3anucen B xxypHanax knactepa Kubernetes (Log);

. MpepocTaBneHve oTHETOB O coAepPXVMMOM haiinoBs XypHarnos (log) no 3anpocy (He Yalle ogHOro pasa B MecsL);

. HabntogeHve 3a cnocobHocTAMM KnacTepa (capacity), NpoakTUBHOE ynpaBneHvue n pearnpoBaHue;

. MepepacnpegenexHve 1 onTMMM3aLmnsi QUCKOBOTO NPOCTPaHCTBA KracTepa;

. Hactpoiika SSL-cepTucukaToB B knacTepe;

. KoHTponb cpokoB gevictBus SSL-ceptndmkatoB n nHpopmmpoBaHue 3akasymka 0 Cpokax Ux AenNCTBUS;

. Bbl60op cnyx6bl yCKOPEHUS NaMATU Y PEKOHUIYPaLUSi NPUIOXKEHUS;

. Ananus 3anpocos B knactep Kubernetes

I'Ipe,El,ﬂo)KeHI/Iﬁ paspa60T~W|KaM npvu'|0>|<eH|/||7|, peanusauna peleHunsd;

(Nginx, Proxy n 1.4.), BbIGOp cTpaTternm yckopeHusi/kaumposanmst (Cache), npegocraBnexHne

. OueHka pyckoB 6e30nacHOCTU KrnacTepa pa3 B MecsiL (OLeHUBaeMble kaTeropun: naponu, ynpaeneHue npasamv 1 orpaHuyeHne gocryna

(Encryption in transit);

. Ynpasnexue cnyxb6amv DNS; YnpaBneHue 6paHgmayapamu cryxo;

L] MOHI/ITOpVIHr ﬂpI/IJ'IO)KeHI/IPI, KnacTepoB N MeXCEePBUCHbIX B3aMMOLENCTBUN;

e PesepBHoe KONMpoBaHWe KOHUIypaLmm.

34.3  3AMPOCHI NO CTAHOAPTHOW YCIYTE (RFC STANDARD)

CTAHOAPTHAA PABOTA NMPEOMNONIATAEMOE BPEMSA NMPUMEYAHUE
BbINOJIHEHUA PABOT

Mpoanexue SSL-cepTucdmkaton 15 MUH. MpoBoanUTCS 0aMH pas B roa
MoaroToBka Kk 3anycky HoBoro npunoxexus (deployment) 60 MUH )
M3ameHenme CI/CD pipeline 15 MUH. )
M3meHeHne koHUrypaummn Beb-cepemca NpunoXXeHust 60 MUH )
MameHeHne koHdurypaumm 6a3sbl AaHHbIX NPUNOXEHNS 30 MUH. )
Oamn (dump) PostGre/MySQL 30 MUH. .
MameHeHne DNS-3anuceit B cepBepax UMeH Baltneta 15 MUH -
MN3meHeHne DNS-3anuncei B cepBepax nmeH Baltneta 30 MuH -
OrtueT o pabote knactepa Kubernetes 60 MyH -
BoccTaHoBneHne gaHHbIx/cepBepa U3 pe3epBHON Konuu 60 MyH -
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YcTaHoBWTe cTaHAapTHbIN mogynb PHP 13 penosutopus

PHP 15 MUH.
MHuuumpoBaTh yaanexue IP-agpeca cepBepa 13 YepHbIX )
CrMCKOB 15 MUH.
CospgaHune AononHUTENbHON 6a3bl AaHHbIX 15 MUH. -
344  OPYIVE YCNOBUA
34.4.1 TMnarta 3a ycTaHoBKy knactepa Kubernetes B3nMaeTcsi OTAENBHO U He BXOAUT B @XEMECSYHYI0 NnaTy 3a o6cnyxuBaHue, ecnv nHoe
He yKa3aHo B 3aka3e Ha obcrnyxumBaHue.
34.4.2 Ecnu B TeyeHue cpoka AenctBusi [JoroBopa W3MEHSETCA KONMMYECTBO CEepPBEPOB, KMacTEPOB WM CEPBUCOB B KNacTepHOMN

UHdpacTpykType Kubernetes 3akaaunka, CTOUMOCTb YCIyrn MOXeT GbiTb M3MEHeHa B O4HOCTOPOHHEM MOPSiAKE B COOTBETCTBUM C

LIeHON pacluMpeHuns, ykasaHHOM B 3aKase Ha Ycnyry.

35 NPABWUNA NMPEOOCTABJIEHUA PELLEHUA NO YNPABJIEHUIO NAPONIAMU

35.1

OMNCAHWE PELLEHWA MO YNAPABNEHMIO MNAPOJIAMUN

PelueHne aonsa ynpaeneHusi naponsMu npeacTaBnsieT coboi nporpamMMHbIA NpoZykT Keeper, BKnovalowmii B cebs WNpOBaHHbIA XpaHunuLe

napone|7| ANA Ka)XOoro nonb3oBatesia U KOHCOMb yrnpaBlieHua And agMUHUCTpaTopa XpaHunuwa naponel?l. Pewenne no ynpaeneHno naponamm

COCTOMT U3 ABYX YacTeii 1) apeHa nuueH3un Ha nporpaMmHoe obecneveHve Keeper; 2) cnyx6a nogaepkv peLleHns no ynpaerieHUo naponsmMm

KomnaHuy Baltneta. PelueHne no ynpaBneHuio naponsiMu MoXeT ObiTb NMpefoCTaBNeHO Kak C NoadepkKoi, Tak U 6e3 noaaepxXkuM CO CTOPOHbI

komnaHun Baltneta. Ecnu pelueHve gns ynpaesneHus naponsiMu NnoaaepxmBaeTcs koMmnaHuen Baltneta, To komnaHnst LONONHUTENBHO BLIMOMHAET

NEepBUYHYIO HACTPOIKY NnatdopMbl Keeper, NepBrYHyto HaCTPOKy NpaBsun 1 pornen, oByYeHre nonb3osaTernei 1 KOHCYbTMPOBaHWe Mo BOMpocam

paseuTus. Ecniv pelueHve no ynpasreHntio Nnaponsmm npegocTasnsercs 6e3 noaaepkkm co CTopoHsl Baltneta, To Baltneta npegoctasnsiet Tonbko

nporpaMMHoe obecneyenne, Heobxoanmoe Ans paboTbl peLleHus.

35.2 MPABUNA TPEOOCTABINEHNA APEHOblI NMAUEH3MA HA MPOTPAMMHOE OBECIMNEYEHVME KEEPER (ONA PEWEHWA MO

YTPABJIEHUIO MAPONAMN)

35.2.1 Ycnyra apeHabl NUULEH3MI Ha nporpaMMHoe obecnedeHne Keeper npegoctaBnsieTcs Ha yCnoBysX MOMECAYHON apeHabl.

35.2.2 TporpammHoe obecneyeHne Keeper OCHOBaHO Ha MOAENM EXEMECSHHON onnaTon 3aka3umnkom.

35.2.3 Ycnyra apeHapl NuuUeH3uii Ha nporpaMmMHoe obecneyeHne Keeper npegoctaBnsieTcst B coOoTBETCTBUM ¢ SLA npoussoguTens.

35.2.4 [oroBop apeHAbl NMLEH3NA Ha nporpammHoe obecneveHve Keeper 3akniovaeTcst TONMbKO Ha 12 MecsueB, B TeY4EHUE KOTOPbIX
Baltneta He MOXET N3MeHATb LieHbl Ha apeHay NULEH3UI Ha nporpaMMHoe obecneyeHue.

35.2.5 HoBble ycnosusi [loroBopa Ha apeHay nuLeH3uin Ha nporpammHoe obecneveHne Keeper oroBapuBatoTcsl kaxaple 12 mecsiLeB B
COOTBETCTBMU C AENCTBYIOLLEN Ha AaHHbIN MOMEHT odhMLManbHON LIeHOBOWM NONUTUKOW Nponssoantens Keeper.

35.2.6 CTOpPOHBLI NPAMO cornawianTca ¢ TeM, 4TO NUUEH3NM Ha nporpaMmmHoe obecneveHne Keeper npegocTtaBnsoTcs Ha cpok 12
(ABeHapuaTb) MecsaLeB 1 Noanexart HemMearneHHON akTBaLumn Ha BeCb Nepuop, ykasaHHbln B 3akase.

35.2.7 B cny4ae pacTopxeHusi 3akasa no nHuMumaTMBe 3akasumka [0 UCTEYEHWS cpoka, ykasaHHoro B 3aka3e, CTOPOHbI cormallaTes,
41O 3akasvuk 0653aH BbINNATUTL KOMNaHWM Baltneta Becb ocTaTok exerogHom nnaTbl, TOMHOXEHHbIV Ha KONMMYECTBO PaKTUHECKNX
3aKasaHHbIX NULEH3WA W noracutb BCe npedocTaBneHHble 3akasuuky ckuaku He nosgHee 30 KaneHdapHbIX AHeW C gathbl
pacTopxeHus 3akasa.

35.2.8 Ecnu He meHee 4em 3a 1 (0OMH) MecsiL, 0 UCTEYEHUs cpoka aencTBus 3akasa HU ogHa u3 CTOpPOH He noXenaeT npekpaTtuTb unu
n3meHutb 3aka3, 3aka3 aBTOMaTWYeCKu npoafieBaeTcs Ha cnegywwmn nepuwod B 12 (OBeHaguaTb) MeCSILEB, NPUMEHss
OencTByloWmne Ha TOT MOMEHT LieHbl Ha nuueH3nn Keeper. KonvyectBo Taknx NPOANEHN He OrpaHnyeHo.

35.2.9 3aka3 ynonHOMOYEHHOrO NpeAcTaBUTeNs 3akasunka Ha yBenuYeHne KonnyecTsa nuueHsmnii Keeper Ha cymmy, He NpeBbILLatoLLyto
300,00 eBpo/mecsy, (6e3 ydeta HAC), BoinonHseTca 6e3 npegBapuTENbHOrO MMCbMEHHOTO CornacoBaHus B Tedenne 1 paboyero
OHSA. 3akasyuk npusHaeT npaso Komnawuu Baltneta Baumatb ¢ 3akasumka nnaTy B 3aBUCUMOCTU OT (DaKTUHECKOro KonuyecTea
TNMUEH3MI, 3aKa3aHHbIX 3aKa34nMKOM.

35.2.10 Buapl nuueH3nii Ha pelueHne Ans ynpasneHuns naponsmu Keeper:

ENTERPRISE
MnaH DyHKLMOHANBHOCTb ENTERPRISE
PLUS
3alumngpoBaHHOE XpaHUNWLLE AN KaX4O0ro nonb3oBaTens + +
JIMUEH3N KEEPER
Manku n BNoxeHHble nanku + +
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O6Lwme KoMaHAHbIe Nanku + +
[locTyn ¢ HeorpaHM4YEeHHOro KoNM4ecTBa yCTPONCTB + +
MexaHuam pa3paboTku 1 peanusauum NOAUMTUK + +
AyanT 6e3onacHocTu + +
OTYETHOCTb O AEATENBHOCTM + +
YnpaeneHne komaHaowm + +
Bbasosas asyxdaktopHas ayteHTudukaums (SMS, TOTP,

smartwatch n FIDO U2F) ¥ *
AyTeHTuukaums no npuHumny "eguHoro Bxoaa" (SAML

20) + +
ABTOMaTV3MPOBaHHOE ynpasneHne KOMaHAon + +
MpoaBuHyTasa asyxdakTopHasa ayteHTudmkaums (DUO n

RSA) ¥ ¥
CuHxpoHnusauus Active Directory n LDAP + +
Ob6ecnevenune SCIM n Azure AD + +
ABTOMaTM4ECKOE NPeaoCTaBNeHNE ANEKTPOHHON MOYThI + +
Co3sfaHune pe3epBOB C MOMOLLbH0 KOMaHAHOW CTPOKK + +
API ons paspaboTyunkoB Anst potauum naponen un

MHTerpaumm ¢ 6akeHaom ¥ *
XpaHunuwe o6bemom 100 I'b + +
Breachwatch (Hag3op 3a HapyLueHusimn) - +
PaclumpeHHbIi Molyfb OTYETOB M OMOBELLEHUI - +
Xpanunuwe oovemom 1 Th - +

35.3  OBBbEM YCNYT MO NOJAEPXKE PELWEHWA MO YNPABMEHUIO NAPONAMU
CTAOUA PABOTbI

MoparotoBka CornacoBaHve TpeboBaHuii K Ycnyre ¢ 3akasymkom

[MepBOHa4anbHbIN 3anyck 1 HacTporika nnaTdopmbl Keeper

Co3sganue nonb3osartenei/ rpynn AD

KoHdurypauumsa SSO Ha ocHoBe [OCTYMNHOW/BbIGpaHHOM TexHonornm SSO

Hactporka 2FA

YcraHoBKa
CornacoBaHue npasun 1 ponen ¢ 3akasz4ymkom

HavanbHas koHdburypaums npasun 1 ponen

O0by4yeHne nonb3oBarene (no 3anpocy 3akasunka) [pedocmasnsemcsi 8 sgudeoghopmame

MHCTpyKUmMK (B COOTBETCTBUM C NOTPebHOCTAMM 3akasuuka)

KoHcynbTaumm (2 4 B Mecsil) No pasBUTUIO/OONOMHEHWIO/AONONHUTENBbHBIM KOHUIYpaLmsaim
dT1an okasaHus Ycnyr
peLueHusi

35.4  OPYIVE YCNOBUA

35.4.1 Baltneta He nmeeT gocTyna K KOHCONMW aAMUHUCTPUPOBaHWUSA MaponbHOro kabuHeta 3akasynka BO BpeMs oka3aHusa Ycnyru

NnoAAEPXKKU peLleHNA No ynpasrieHno naponisamu. lepaBneHme KOHCONbO agMUHUCTPaTOpa Keeper ocyulecTendaeTcA 3akasymkom.

35.4.2 B pamkax Ycnyrv nogaepxku pelleHvs no ynpaeneHuio naponsmm komnanus Baltneta ocylectsnseT nepBoHavarnbHbIN 3anyck 1

HacTpoviky nnatdopmbl; co3gaHue nonb3osatenei/ rpynn AD; HacTpoiiky SSO (B COOTBETCTBUM C UMEHLLENCS/BbIOpaHHOM
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TexHonornen SSO); HacTporky 2FA; cornacoBaHue MpaBwun U pornen ¢ 3akas4yMkoM U MepBOHaYaribHyl HaCTPOWKy; obyyeHue
KOHEYHbIX MOrib30BaTeNen peLleHuo Mo ynpaBneHuio naponsimu (B dopMaTte BUAEOPONUKA); NOArOTOBKY WHCTPYKUMA (B
COOTBETCTBUU C NOTpebHOCTAMM 3akasunka).

35.4.3 B pamkax Ycnyrm nogaepXKku pelleHus no ynpasrneHuio naponsmu komnaHusi Baltneta exemecsuHo npepoctaBnsieTr 2y
KOHCYINbTaLWi MO BOMPOCaM Pa3BUTUS, COBEPLUEHCTBOBAHWUS U AOMONMHUTENbHbIX KOHMDUIypauui pelleHust No ynpaBneHUo
naponsiMu. [lononHWUTenbHbIe Yackl ONS1a4nBaoTCs B COOTBETCTBUM C pacLeHkaMu Ha AONONHUTESbHble paboTbl, yCTaHOBNEHHBIMU
B HacTosiLem [lorosope.

35.4.4 B pamkax Ycnyrvu noaaepku peLleHuns no ynpasneHuo naponsmv komnaHus Baltneta He 3aHumaeTcsi paccmoTpeHnem 3anpocoB

KOHEYHbIX NOMb3oBaTenen, CBA3aHHbIX C UCMOMb30BaHNMEM PeLLeHUst N0 YNPaBneHnio NaponsimMu.
36  NPABWUNA NMPEOOCTABJIEHUA YCNYT NO OBCNY>XUBAHUIO CLOUDFLARE
36.1 OMNCAHUME YCINYTW MO OBCNYXXMBAHNIO CLOUDFLARE

Ycnyra no obenyxuBanuto Cloudflare - aTo koHCcynbTauus u HacTpovika napameTpoB 1 npasun cepsuca Cloudflare (WAF, DDoS-3awmTa u 1.4.),

no3BorstoLLasa NoBbICUTb 6e3onacHOCTb canTa nnv MobunNbHOro NPUNOXeHNs 3akasyuka.

36.2 OBBEM YCNYT MO OBCITYXNBAHWKO CLOUDFLARE

36.2.1 Baltneta BHocuT nameHeHusi B HacTporiku DNS-cepBepoB carita 3akasuuka.

36.2.2 KomnaHus Baltneta oka3biBaeT KOHCYyNbTaUMOHHBIE YCNyru, a Takke Ycnyrn no nogbopy v BHEAPEHWIO peLleHnii no obecneyeHnto
6e3onacHocTy Be6-calnToB C UCMONb30BaHNMEM UHCTPYMEHTOB M Habopos npasun Cloudflare.

36.2.3 Baltneta HacTpauBaeT napameTpbl 1 npasuna ans cepsucos Cloudflare.

36.2.4 Cloudflare, kak Habop Ycnyr TpeTbUx Nuu, NpegocTaBnseTcs no NpuHUMny "kak ects” (as is), n Baltneta He moxeT 1 He rapaHTupyeT
B6ecnepeboiiHyto paboTy ero yHKUmMA unu 6e3ownbouHyto paboty atux dyHkumii. SLA Cloudflare, npumeHumble k TapudHbIM
nnaHam Business u Enterprise, gocTynHel Ha caiite www.cloudflare.com.

36.3  [OPYIVE YCNOBUA

36.3.1 CtoumocTb Ycnyrn no obenyxmsanuio Cloudflare paccuntbiBaeTcst ans ogHoro canta 3akasuyvka (415 ogHOro TapudHoro nnaHa
Cloudflare ¢c ogHumM gomeHom).

36.3.2 [ns npepoctaBneHus Ycnyrn no obcnyxuBaHuio Cloudflare moxeT ObiTb mMcnonb3oBaHa CyLlecTByoLas yyYeTHas 3anucb
Cloudflare 3akasuuka, nubo Baltneta moxeT odopMuTb Nognucky Ha Heobxoammbli TapudHbI Nnad Cloudflare.

36.3.3 Ecnu yyeTHas 3anuck Cloudflare 3apernctpmpoBaHa komnaHuen Baltneta, To nnan Cloudflare aktuBnpyetcsi Ha 12 (aBeHaguaTb)
MecsiueB. YuyeTHasi nnaTa Cloudflare 3a BbibpaHHbI 3akasunkom TapudHbiv nnaH Cloudflare BeinnaunBaeTcs exemecsyHo. Ecnu
3akasyuk npekpaluaeT obcnyxveaHue 40 UCTeveHus 12-MecsyHoro nepuoaa, oH obs3aH onNnaTuTb OCTaBLUMECA HEOMNayeHHble

MecsiLbl.
37 NMPABWIA NPEOOCTABJIEHUA YCNYT WI-FI U APEHbl CETEBOIO OBOPY[JOBAHUA
37.1 OMWCAHWE YCNYT APEH[bLI WI-FI U CETEN

ApeHga WI-FI n ceteBoro obopynoBaHusi faeT 3aka3umky BO3MOXHOCTb Ha OrpaHUYEHHbI CPOK WCMONb30BaTb B CBOEW WMHMPACTPYKType
obopynoBaHne MMpOBbLIX NpousBoauTenei cetesoro obopyaosanus Fortinet, Sophos, HPE, MikroTik, Cisco, Juniper, Ruckus, Ubiquiti, Cisco, HP
Aruba v gp.

37.2 OBBLEM YCINYT MO APEHAE OBEOPYOBAHWSA ANS CETEN WI-FI

37.2.1 YkasaHHoe B 3akase WI-FI n ceteBoe obopynoBaHue fJocTaBnsieTcs kypbepoM wnu 3akasumk 3abupaeT obopynoBaHue B
6nkaniuem ocduce komnaHum Baltneta.

37.2.2 B cny4yae Bbixofa 13 cTposi 060pyaoBaHus He No BuHe 3aka3unka, 3akasunk perncTpupyeT HemcnpaBHOCTb B LieHTpe TexHnyeckoro
obcnyxuBaHus Baltneta, a komnaHusi Baltneta npounssoauT 3ameHy o6opyaoBaHus Ha paBHOLEHHOE, OTNPaBNss ero Kypbepom no
ykasaHHOMY agpecy, nmbo nepenaeT obopyaoBaHve HermocpeACTBeHHO 3akasuuky B Gnvkaiiem oduce Baltneta. 3akasumk
0653yeTcs AOCTaBUTL HencnpaBHoe o6opyaoBaHve B oduc Baltneta B TeueHune 7 gHei.

37.3 OrPAHUYEHUA YCNYTU

37.3.1 Ycnyra He BKnoYaeT HACTPOWKY U YCTaHOBKY 060pyaoBaHUS. YCnyru no HacTpomnke 1 ycTaHoBKe 060pyAoBaHNSA 3aKka3biBaloTCH B

cooTBeTCTBUM C Tapudamu "MpubbiTne Ha TeppuTopuio 3akasdymka U AOMOMHWUTENbHble paboThl”, yKazaHHbIMW B HAcTOsILLEM

[orosope.

38 NPABWUNA NMPEOOCTABJIEHUA YCNYT BALT-IX
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OMPEOENEHWME YCNYT CBA3W BALT-IX

BALT-IX - ato mowHasi nnatchopma obMeHa AaHHbIMU, O6beAUHSAOLWAs LUMPOKUIA KPYr MHTepHeT-npoBanaepos (ISP), BegyLmx caiToB, KOHTEHT-

MeHepKepoB U noTpebuTeneil KoHTeHTa B BanTtuiickom pervoHe. OGecrneuynBaeTcsi BO3MOXHOCTb YNpaBrieHWst Maplipytamu v TpadukoMm, a

coeauHeHns NNaTtgopmbl C LIENeBbIMU CETAMU rapaHTUPYOT MUHMMaIbHY0 3a4epXKKy Aaxe Nnpu NMKOBbIX Harpyskax Ha ceTb.

38.2 OTBETCTBEHHOCTb 3AKA34MKA

38.2.1 3akasuuk 0bsA3yeTcs obecnedmnTb Hanuume u Hanuyme B Nepuog okaszaHust Ycnyr Bcex Heo6XoAMMbIX pa3peLLeHuii, KOTopble MOryT
notpe6oBaTbCs A5t OkasaHWs YCnyr B ykazaHHOM MecTe oka3aHusi Ycnyr, a Takke 06a3yeTcs 3a cBoi cyeT obecneymntb, YToOb! B
TeyeHve cpoka Aencteus [loroBopa Baltnet He npensTcTBOBanNM (3anpelanv) peanu3auuio TEXHUYECKUX BO3MOXHOCTEN Ans
okasaHusi Ycnyr B BblbpaHHOM 3akasumkom MecTe okasaHusi Ycnyr. [laHHoe ycroBue CUMTaeTCsi CyLLEeCTBEHHbIM YCMOBUEM
npegocTasneHns Ycnyr 3akasyuky.

38.2.2 3aka3uvk He UMeeT npaBa NPOU3BOSIbHO MEHSTb MECTO YCTaHOBKM Ycnyrn n 06s3aH uHpopmMupoaTh Baltneta 3a 30 gHe o nobbix
N3MEHEHUSAX.

38.2.3 3akasuvk HeceT MOMHy OTBETCTBEHHOCTb MO MPETEH3UsIM U UCKaM, NpeabsBMEHHbIM TPeTbMU Nuuamn k Baltneta B cBsa3n ¢
ncnonb3oBaHveM 3akasuukom Ycnyr Baltneta; ecnu Baltneta yctaHosut, 4to ncnonb3oBaHve 3akasdvkoM Ycnyr HapyLliaeT npasa
OpYrvX nn, 3aKoHbl Ny MexayHapoAHble [loroBopsl, Baltneta umeeT npaBo HeMeaneHHO NpekpaTUTb NpeaocTaBnexHne Yenyr.

38.3 OBBLEM YCNYI BALT-IX

38.3.1 Baltneta obecneunBaeT ycTaHoBKy Ycryru VIHTepHeTa unm nepeaayn AaHHbIX , pefocTaBneHme u obenyxvsaHve Ycryru Bniotb
[0 BBOAA, BKIOYAs KayeCTBEeHHylo paboTy BHyTpeHHero obopyaoBaHus Baltneta, T.e. Baltneta He HeceT oTBeTCTBEHHOCTU 3a
ntobble cbon B paboTe cepsuca, ecnm 3T c60U BbI3BaHbI KOMMBIOTEPHON CeTbIo 3akasunka Unm Ucrnonb3yemMelM 06opyaoBaHNeM.

38.3.2 Co6bowu B cetnt Baltneta, Bo3HuKLLNE He MO BUHe 3akasuuka, ycTpaHstoTcst becnnartHo.

38.3.3 B TeyeHue rapaHTUMHOrO CpoKa HEUCNPABHOCTU KOHEYHOrO 060pyA0BaHUS, BO3HUKLLME HE MO BUHE 3aKkasyvka unm TpeTbux nuu,
ycTpaHstoTca 6ecnnaTtHo. B cnyyae HeBO3MOXHOCTM 3aMeHbl HEUCTPaBHOIO KOHEYHOro 06opyaoBaHWst Ha 060pyAOBaHMe TOro xe
npoussoauTens u moaenu, Baltneta umeeT npaBo 3ameHUTb HencnpaBHOe 060OpyAOBaHWE Ha APYroe 3KBUBANEHTHOE KOHEYHOE
obopyaosaHve. Ha 3aMeHeHHoe KoHe4YHoe 060pyAoBaHNE HOBbIN CPOK rapaHTUIMHOTO 06CMyXXMBaHUSt He pacnpocTpaHaeTcs.

38.3.4 Wcnonb3yemoe 3akasumkom 06opyaoBaHne JOMKHO ObiTb B MICMPABHOM COCTOSIHUM C YCTAHOBIEHHBIM KOPPEKTHLIM NPOrpaMMHbIM
obecneyeHnem. B npotmBHoM cnyyae Baltneta He HeceT oTBeTCTBEHHOCTU 3a nepebou, Bbi3BaHHbIE YCTAHOBKOW MPUIOXEHUNA,
HeobxoaMMbIX ANS NOAKMIOYEHMS.

38.4 OrPAHUYEHUA YCNYTU

38.4.1 Ycnyra goctyna B VIHTEPHET 1 Nepefayvmn AaHHbIX He BKIOYaEeT NpoKagKy ceTeBblx kabenen, Ho 3T Ycnyru MoryT ObiTb 3aka3aHbl
oTAens5HO No [JoroBopeHHOCTH.

38.4.2 [pyrve paboTbl, He BKMIOYEHHbIE B 06bEM YCNyr, TakKe CYUTATCS AONOMHUTENBHBIMU

38.5 CTAHOAPTHBIE 3AMNPOCHLI HA OBCNTYXXMBAHWE (RFC STANDARD)
NPEANONAIAEMOE
CTAHOAPTHbIE PABOTbI / BAMEHA BPEMA NPUMEYAHMUE
BbINOJIHEHUA
PABOT
3amenuTe punbtp AS-SET/AS 30 MuH.
M3ameHeHne koHdurypauum nHtepdeinca noaknioyeHust 30 MuH.
38.6 OPYIVE YCNOBUA
38.6.1 Baltneta He npoBepsieT N He HeceT OTBETCTBEHHOCTM 3a feranbHOCTb YCTaHOBMNEHHOro 3aka34ynMkoM NporpaMmMHOro obecneyeHus,

38.6.2

ero COBMeCTUMOCTb C NapameTpamu Ycryr u Apyrim nporpaMmHbIM oGecredeHmem.

Ycnyra He cuutaeTcst He paboTatowmii no BuHe Baltneta, n goctynHocTb Ycnyru cHuxkaeTcs, ecnu:

I'Iep960|/| B pa60Te ycnyrm BbI3BaHbl AEVCTBMAMMN 3akasumka unm ero nporpaMmmMmHoro 06eCI'Ie‘-{eHI/Iﬂ, HEeCaHKLMOHNPOBaAHHbIM BXOAO0M B

cucTeMy Unu npegHamepeHHbIM B3nomom/aTakon (hacking);

nepe6ou B 06CNyXnBaHWK, Bbi3BaHbl MACCOBbLIMW pPacchlfikaMn peknambl Unu nHdopmMauuu (cnam);

NPOBOAMTCA MNaHOBOE TEXHUYecKoe obCnyxuBaHuWe cucTembl, cbou Bbi3BaHbl dhakTopamu, He 3aBucawmmu oT Baltneta, dopc-

Ma>XOpHbIMU obcrosiTenscTBamMu.
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39 NMPABUIA NPEOOCTABJIIEHUA YCNYI RPA‘AAS U OECNYXKUBAHUA RPA‘AAS

39.1 OMPEOENEHWE YCIYTU RPA'AAS

RPA‘aaS — aTto ycnyra, npegHasHadyeHHasi Ansi pobotusaumm (aBTomaTmsaummn) BblOpaHHbIX Gu3Hec-npoueccoB unu GuaHec-3agad, KoTopasi

OCYLLECTBMSETCA C MOMOLLBIO CheumanbHoro nporpaMMHoro obecnedeHnss nytem pas3paboTkv, BHEAPEHUS M TEeCTUPOBaHWUS pPeLleHus no

po6oTuzaumm.

39.2  OBBLEM YCNYTU RPA'AAS

39.2.1

39.2.2

39.2.3

39.2.4

Ycnyra RPA‘aaS BknovaeT nepBuYHbLIN aHann3 BO3MOXHbIX MPoLeccoB poboTu3aumm, KOTOpbI MOXET ObITb BKIHOYEH B 06LLYO
LeHy peweHnst RPA'aaS nmbo oLeHeH 1 onmaveH oTAeNbHO.

Ycnyra RPA‘aaS BkntoyaeT nogroToBKy nnaHa paboT npoueccoB poboTusaumu, cosgaHve pelleHns npoueccos poboTusaumm,
MHCTannsLmio, TECTUpOBaHUe 1 0bydeHne KOHEYHbIX Nosb3oBaTenen.

Ycnyra RPA'aaS MoxeT BknovaTb npeaBapuTenbHbI noacyeT MHAHCOBOW OTAauu, npegnonaraeMoi nocrne MHCTannsauum
pewexuns RPA‘aaS. MpeasaputenbHbIi NoAcHeT (PUHAHCOBOW OTAAYM BbINOMHAETCS TOMNBKO No TpeboBaHmio 3akasyuka.
Pewenne RPA'aaS moxeT ObITb MHCTannMpoBaHo B AaTa-LUeHTpe Baltneta. Takxke Baltneta moxeT npegocTtaButb nocTosiHHOE
TEeXHUYeckoe obcnyxuBaHWe WHAPaCTPYKTYpbl, NpeaHas3HadeHHou Ana pewenns RPA‘aaS (aTm ycnyrm 3akasbiBaioTcs U
onna4nBaloTcs OTAENbHO).

39.3 OrPAHUYEHWA YCNYTUN RPA'AAS

39.3.1

39.3.2

39.3.3

39.3.4

39.3.5

O6bem n ueHa ycnyrm RPA'aaS moryT ObiTb pasnuuHbiMM ONns Kaxgoro poboTusvpyemoro npouecca B 3aBUCMMOCTM OT
notpebHocTen 1 cneundrkm gesTensHOCT 3akasuuka.

B HacTosLLEeM foroBope onucbiBaeTCs TONbKO CTaHAapTHbIN (06wumin) o6bem yenyrn RPA‘aaS, Bce cneunduyeckue TpebosaHuns

Kk ycnyre RPA‘aaS, ncknioyeHns, UsMeHeHns1 U AONOMHUTESNbHbIE COrMnalleHns OnNucbIBaloTCS B AOKYMEHTE 3akasa ycnyriu.

[na peanusauuu ycnyrn RPA‘aaS o6si3atenbHO Hanuuve nuueHsum nporpammHoro obecnevenmnsi Uipath, nuueHsumio 3akasymk
MoXeT npuobpecTn y Baltneta unu y Tpetben ctopoHsbl. B cnyyae npnobpeteHus nporpammHoro obecneyenusi UiPath y Baltneta,
Baltneta BbInonHsAET TONBLKO PYHKUMM nNepenpodaxu NPOorpamMHOro obecneyeHus U He HeceT OTBETCTBEHHOCTWU 3a paboTy
nporpammMHoro obecnedenuns UiPath, ero nameHeHusi, MHUMOEHTbI, CBSI3aHHblE C KMbBepHeTMYeckon Ge3onacHOCTbI0, a Takke
apyrve akTopbl, OTBETCTBEHHOCTb 3a KOTOpble HeceT npou3BoauTenb nporpammHoro obecnevenns UiPath. Mo Bcem
aKTyarnbHbIM BONpPOCaM, CBSI3aHHbLIM C NporpaMMHbiM obecneveHrem UiPath, 3akasunk gomkeH obpaluatbecst K Mpou3BOAUTENO
nporpammHoro obecneyveHusi UiPath.

B Tom cnyyae, ecnu 3aka3 o6 apeHge nporpammHoro obecnedeHusi Uipath, pactopraetcs no nHuumatuee 3aka3uuka paHee
yka3aHHoro B 3akase cpoka, CTOpOHbI J0roBapmBaloTcs 0 ToM, YTo 3aka3ymk 0653aH He no3gHee Yem B TedeHue 30 kaneHgapHbIX
OHel co AHs pacTopxeHus 3akasa BbinnaTuTb Baltneta Bclo ocTaBLuytocs HEONMAYeHHOW YacTb MECSAYHOTO NnaTexa U BEpHYTb
BCE NpefocTaBrieHHble 3aka3uumky ckuaku. Takke 3akasuuk o6sa3yeTcs onnatuTb BCe NnaTexu 3a NpefocTaBlieHHbIE

LAONOJTHUTENbHbIE YCIYyTU.

C uenbto peanusauum ycnyrn RPA‘aaS Baltneta paGotaer ¢ napTtHepamu, KOTOpble OTBEYalOT 3@ CO3LaHWe TEXHWYECKOro

peweHnst RPA'aaS, BHeapeHue 1 TeCTpOBaHMe.

39.4  ONPEOENEHWE YCNYITY OBCNYXNBAHUA RPA'AAS

O6cnyxuBaHme RPA'aaS — npoakTMBHoe obcnyxuBaHve co3gaHHoro poboTnsmpoBaHHOro npowecca.

39.5 OBBbEM YCINYTN OBCINY>XUBAHUA RPA'AAS

39.5.1

39.56.2

Ycnyrm obenyxvBaHust RPA‘aaS BknovaloT ycTpaHeHWe NOBPEXAEHWA U OWWMBOK, a Takke TeCTUPOBaHUE, MHCTannsauuio
06HOBNEHMI, OBHOBNEHWE AOKYMEHTaLuW, NpeaoCTaBneHne OTHETOB (CBA3AHHbIX C OLIMBKaMM 1 UMEBLUMMU MECTO NOMEXaMM),
MOHUTOPUHI paboThl npouecca poboTusauum u yaobcTBa nonb3oBaHWs, KOHCYNbTauum no TenedoHy u an. noyte (c 8:00 go
17:00).

B nepvon npepocTtaBneHus ycnyr obcnyxuaHus RPA‘aaS 3akasuuky OyaeT npefgocTaBrieH KaHanm  KOMMYHUKaLuu,

npeaHasHaveHHbIN Ans pernctpaumm nHumaeHTos, RFC n RFI, cBazaHHbIx ¢ yenyron RPA'aasS.

39.6 OMPAHUYEHWA YCNYT OBCNY>XXMBAHUA RPA'AAS

39.6.1

39.6.2

39.6.3

Bepcusa 20250717

LleHoobpa3oBaHue obcnyxusaHnas RPA‘aaS MoxeT pasHWTbCS B 3aBUCMMOCTM OT KOMWYECTBA W CIOXHOCTM MPOLECCOB

poGoTusaumn.

B HacTosLLeM goroBope onvcaH Tonbko CTaHAapTHbIM 06beM yenyrn obenyxvsanus RPA‘aaS, Bce cneuudmyeckue TpebosaHmns
K ycnyre obcnyxumBaHna RPA'aaS, ncknioveHns, usmeHeH1s 1 oNoNHUTENbHbIE COornalleHns On1chiBaloTCS B JOKYMEHTE 3akasa

ycnyru.

Bonee macwrabHble mogndukaummn nnatcopmbl RPA‘aaS nmbo nameHeHns yHKLMOHaANbHOCTN OLEHNBAKOTCS Kak OTAEeNbHbIe
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39.6.5

baltjV'a

NPOEKTbI U OMMa4YMBalOTCH COrNacHO OTAENbHON AOrOBOPEHHOCTH.

Ycnyra obenyxkuBanus RPA'aaS MoxeT onnavmBaTtbCsl JOMOMHUTENBHO COMMacHO NPeayCMOTPEHHONW HaCTOSILLMM [OFOBOPOM
no4yacoBoOW onnarte B TOM Cly4ae, ecnu B Te4YeHNe OAHOro KaneHaapHoro mecsiua Ha obcnyxvBaHue RPA'aaS otsegeHo 6onee

8 paboumnx 4acoB 1 3aKa3oM yCryrm UHOe He NPeayCMOTPEHO.

C uenbto npegocTtaBneHust ycnyrn obcnyxveanus RPA‘aaS Baltneta npuBnekaer napTHEPOB, KOTOpble OTBeYalT 3a

obcnyxuBaHune peanu3oBaHHoro peweHns RPA‘aaS.

40 MPABWIA NPEOOCTABIEHUA YCNYI CETU TPAHCNALMUN KOHTEHTA (CDN)

40.1 OMNCAHWME YCNYT CETU TPAHCINALNN KOHTEHTA (CDN)

CDN - 370 cuctemMa [OCTaBKM U yrpaBrieHUsi KOHTEHTOM Ha Ga3e 06nayHbiX BblYMCHEeHWn. CeTb CneunanusnpyeTcsl Ha peLleHusX Ans NOTOKOBOW

nepegayn BUMOEOKOHTEHTa (streaming). lMpegocTtaBnseT OOCTYN K roTOBOW WMHApPacTpykType Ans ob6paboTkm oveHb Oonblumx BMOEOMNOTOKOB

KOMMaHWsiM, NpefoCcTaBnsAloWmMM YCnyrm unm nicpopmaumoHHoe HanomnHeHne (KOHTEHT) Yepes VIHTepHeT, ocyLlecTBnsiowmMM Be6-TpaHCcnaumum unm

KpynHble npoekTbl, Tpebytowme becnepebonHon paboThbl MM BO3MOXHOCTY MOHETU3aLMN KOHTEHTA.

40.2  OTBETCTBEHHOCTb 3AKA3YMKA

40.2.1

40.2.2

40.2.3

3akasunk 06s13yeTcs obecneunTb HanMune n Hanuyve B Nepmog okasaHus YCnyr Bcex Heo6xoamMbIx paspeLLeHnii, KOTopblie MOryT
notpe6oBaTbCs ANt OkasaHusl YCnyr B ykazaHHOM MecTe oka3aHusi YCnyr, a Takke 06s3yeTcs 3a cBoi cyeT obecneymntb, YToOb! B
TeyeHue cpoka Aenctusi [oroBopa Baltnet He npensiTcTBoBanw (3anpelyanu) peanv3aumio TEXHUYECKUX BO3MOXHOCTEN ANs
okasaHusi Ycnyr B BblbpaHHOM 3aka3umkom MecTe okasaHusi Ycnyr. [laHHoe ycroBue CUMTaeTCsi CyLLEeCTBEHHbIM YCMOBUMEM
npepocTasneHuns Ycnyr 3akasuuky.

3akasuyvk He nMeeT NpaBa NPOM3BOSIbHO MEHSATH MECTO YCTaHOBKM YCnyru 1 06s3aH nHgopmmnposatb Baltneta 3a 30 gHel o nobbix

N3MEHEHUSX.
3aka3uvk HeceT MOMHy OTBETCTBEHHOCTb MO MPETEH3USIM U UCKaM, NpeabsBMEHHbIM TPeTbUMU Nuuamn k Baltneta B cBs3n ¢
ncnonb3oBaHveM 3akasuukom Ycnyr Baltneta; ecnu Baltneta yctaHosut, 4to ncnonb3oBaHve 3akasdvkoM Ycnyr HapyLliaeT npasa

APYTUX NL, 3aKOHbI MU MexayHapoaHsle Jorosopel, Baltneta nmMeeT npaso HemMeaneHHO NpekpaTUTL NpeLocTaBneHre YCnyr.

40.3 OBBEM YCNYr

CepBucHble nnaHbl NMnatcdopmsl CDN Baltneta CDN
Cepsuc ,Live streaming* +
MakcumanbHasi nponyckHas cnocobHOCTb ANs IMTOBCKUX NpoBangepos out/c 180
MakcumanbHas nponyckHas cnocobHocTb 3a pybex [but/c 30
MoHUTOpPUHT cepBepoB 1 cryxo6 +
,Video on demand” 3a 10 I'b "cache" npoctpaHcTBa +
Cratuctuka +

40.4  YCIYTA BKITKOYAET B CEBA

40.4.1

40.4.2

40.4.3

40.4.4
40.4.5

Ycnyra Baltneta CDN BknitoyaeT B cebs nepBoHavaribHy0 HAaCTPOVKY M akTUBaLMIO cepBuca Ha uHdpacTpykType Baltneta. Bece
OOMOMHUTENbHBIE PaBoThl OMNAaYMBaOTCs NO AECTBYIOLE Ha TOT MOMEHT MO4YacoBOW CTaBke 3a AOMNOSIHWUTENbHblE paboThl B
Baltneta.

Monb3oBaTenb Ycnyru uMeeT NpaBo NpeBbILLaTh NpMobpeTeHHyo Nonocy nponyckaHus He 6onee YeM Ha 2% BpeMeHM B TeKyLLeM
KaneHaapHom mecsue 6e3 4ONONHUTENbHOW onnaThbl; Ecnn nonb3oBatenb Ycnyr npesbilaeT npuobpeTeHHyo
MpPOMYCKHY0 CNocoBbHOCTL Gonee Yem Ha 2% BpPemMeHu B TeKylleM KaneHdapHOM Mecsue, NOoCcTaBlMK Ycriyr umeeT npaso
NpUMEHUTb AOMONMHWUTENbHYD nnaty. MecsauyHasa nnata onpefensieTcs nyTemM Aenedust Tpaduka, MCMOoNb30BaHHOMO 3a
KaneHaapHbIn Mecsl, Ha 5-MWHYTHble cpedHue 3HaYeHus, PacrionoXeHHble B Mnopsake Bo3pacTaHus, u oTbpacbiBaHus 2%
HambonbLUMX 3HAYEHWI, OCTaBLUMECS HaMbonblUne 3HaYeHUs TapudULMPYIOTCH NO LieHaM, 3apaHee ykas3aHHbIM B 3aKase.

Baltneta He HeceT oTBeTCTBEHHOCTM 3a NMtobble cbon B paboTe cepBuca, eCnm 3Tn cOom BbI3BaHbl KOMMbIOTEPHON CeTbio 3aka3unka

UNK Ucnosb3yeMbliM 06opyaoBaHueM.
Cb6ou B ceTu Baltneta, Bo3HukwMe He no BUHe 3aka3uyvka, ycTpaHsoTes 6ecnnaTHo.

Mcnonbsyemoe 3akasymkom O60pyﬂ,0BaHV|e [OIMKHO 6bITb B ncrnpaBHOM COCTOAHUN C YCTAHOBMEHHbIM KOPPEKTHbIM NPOrpamMmmMmHbIM
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obecneyeHnem. B npotmBHoM cnyyae Baltneta He HeceT oTBeTCTBEHHOCTM 3a nepebou, Bbi3BaHHbIE YCTaHOBKOW MPUIOXEHUIA,

HeobXoAMMbIX AN NOAKMHYEHMS.

40.5 CTAHOAPTHBIE 3ANPOCHLI HA OBCNYXXMBAHWE (RFC STANDARD)
NPEANONATAEMOE
CTAHOAPTHbIE PABOTbI / 3BAMEHA BPEMA NMPUMEYAHUE
BbIMNOJIHEHNA
PABOT
YpaneHue Bugeodarina m3 kawa 15 MUH.
HacTpotika gocTtyna K NpUnoXeHuo NpsSMoi TpaHCcnAaLmm 15 MuH.
40.6 OPYIME YCITOBUA
40.6.1 Baltneta He npoBepsieT N HE HECET OTBETCTBEHHOCTYU 3a NEranbHOCTb YCTAHOBIIEHHOMO 3aKa3yvkoM NporpamMmMHoro obecneyenus,
€ro COBMEeCTMMOCTb C NapameTpamu YCnyr u Apyrum nporpammHbiM obecneveHnem.
40.6.2 Ycnyra He cuuTaeTcst He paboTatowmii no BuHe Baltneta, n gocTynHocTb Ycnyru cHuxaeTcs, ecnu:
. nepebon B pabote Ycnyru Bbi3aBaHbl AENCTBUAMKU 3akasyvka wnum ero nporpaMmmHoro obecrneyeHusi, HecaHKLMOHUPOBaHHbLIM
BXOZOM B CUCTEMY Unu nNpegHamepeHHbIM B3riomom/aTakon (hacking);
. nepe6ou B 06CNyxnBaHnK, Bbi3BaHbl MAacCOBbIMI pacchlfikaMu peknambl Unu nHdopmMauum (cnam);
. NPOBOAMUTCS NNaHOBOE TeXHWYecKoe obCnyxuBaHue cuctembl, cbou Bbi3BaHbl hakTopamu, He 3aBucswmmu ot Baltneta, dopc-
MaOPHbIMY OBCTOATENBCTBAMMU.
41 NMPABUIA NPEOOCTABIIEHUA YCNYTU NOVATALKS

Novatalks — YHUKanbHasa nnachopma, KOTOpas No3BONAEeT HakannmBaTb U agMUHNCTPUPOBATb coobLeHmns, nony4yeHHble No KaHanam coumanbHbIX

ceten: B yatax WhatsApp, Facebook Messenger, Viber, Telegram, Instagram u Livechat. Bo3amoxHocTb aAns paboTHvKa o6cnyxuBaTth CO0BLLEHUS

no MpWHUMMNY OOHOro OkHa NGO aBTOMAaTUYECKM C MOMOLLbI YaT-60ToB. PelweHne paboTaeT kak obnayHas ycnyra u He TpebyeT CnoXHbIX

WMHCTaNNAUMOHHbLIX NpoLeccoB.

411

41.2

41.3

OTBETCTBEHHOCTb 3AKA34YMKA

41.1.1 [oBepeHHbIN npeacTaBuTenb 3akasyvka, MOANWCHLIBAS AOroBOp, YTO B [AE€Hb MNOAHUCAHWS 3akasa OH O3HaKOMMIICS C
obHapogoBaHHbIMKM Ha caviTe https:/novatalks.ai/en/ ycnoBusiMm npepoctaBnenus ycnyrn Novatalks u cormaceH ¢ 3TvMmn

yCNoBUSAMW.

OBBLEM YCNyr

41.2.1 Baltneta nuueHsum Novatalks, ykasaHHble B 3aka3e, 3aka3blBaeT OT MUMeHM 3aka3uuka, akTMBUPYET OT MMeHM 3aka3unka u nepegaet
MX [OBEPEHHOMY NpeacTaBuTento 3akasuuka.

41.2.2 Tpowussogutenb u aesenonep cuctembl Novatalks B pexkume cBobogHoro goctyna nybnukyeT Ha canTe NOCTOsIHHO OBHOBMsiEMble

BO3MOXHOCTM Ycnyrn. C HOBEWLLMM CMMCKOM BO3MOXHOCTEN NULIEH3WI MOXHO MO3HAKOMUTLCA Ha caiTe https://novatalks.ai/en/

. MpopykT Novatalks npepgoctaBnsieT BO3MOXHOCTb 3aka3aTb M MONb30BATLCA CeAyoWUMA MULEH3NAMU 1 DYHKLMOHaNnamu:
Nuuensun ans npegnpusitusi: Online Chat — ynpaBneHve HenocpeacTBEHHbIMU YaTamu B uHTepHeTe; Viber Public Account/Viber
Bot, Telegram Bot, Facebook Messenger, WhatsApp, Instagram Direct, Apple Messenger for Businnes, WeChat Account, Line
Account — ynpasneHue nepenuckon Ha ykasaHHbIx kaHanax; WhatsApp by Phone — ynpasneHue nepenuckamu npocpunsa WhatsApp,

NPVBSI3@HHOTO K KOHKPETHOMY HOMEPY.

. JIMueH3un ans areHToB — 3a KaxabiM paboTHWMKOM 3akasuuka, nonbaytowmmes nnatdopmon Novatalks, 3akpennseTcs nuueHans
Agent.

41.2.3 Tlpoussogutens u aesenonep cuctemol Novatalks 6yaeT npunarate KOMMepYecku 0ByCrnoBneHHbIe YCUNus, HanpaeneHHble Ha
obecneyeHne gocTynHocTn Yenyrn Ha 98,5% B TeueHue kaxagoro kaneHgapHoro mecsua (aHrn. Target Availability). Ucknrouenus
npu pacyeTe HeJOCTYMHOCTY NO NPUYMHE OBLLUMX CBA3AHHBIX C MHTEPHETOM Npobnem, AencTBMs 06CTOATENLCTB HENPEOAONUMOWA
cunbl MMBo MHbIX hakTopoB, KoTopbix HW Baltneta, Hu npoussoamTens n aesenonep cuctembl Novatalks o6ocHoBaHHO He
KOHTPONUPYIOT; MO NPUYMHE HEHaAEeXaLlUero NporpaMMHOro UK annapaTHoro o6opyaoBaHust 3akasuymka; no NpUYMHE MHTEerpaumm
CUCTEM TPETLUX CTOPOH UMK 3anfiaHMPOBaAHHOIO TEXHUYECKOTro 06CnyXmMBaHUst NpoaykTa B oTHowweHun npoaykta Novatalks.

OrPAHUYEHWA YCIYTU

41.3.1 [ononHuTensHO MOryT noanexaTtb onnaTe A4oNONHUTENbHbIE (YHKLMOHArbI M AONONHUTENbHbIE MHTErpaLmMmn Nocre CornacoBaHns
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¢ 3akasyumkom.
OPYIME YCITOBUA

41.4.1 K ycnyre apeHgbl nuueH3anni Novatalks npuvmMeHsieTcs npegycMmoOTpeHHoe npou3BoguTeneMm SLA, Bpems pearvpoBaHusi u

paspeLueHns nHuuaeHToB B paboyee Bpems ¢ 8:00 go 17:00.

41.4.2 Peructpauusi 3anpocoB OCyLLECTBNSETCS B BblAeNeHHOM Ans 3akasvunka kaHane nogaepxku Ha Viber nubo nytem peructpauum no

ykasaHHOMy B 3akase agpecy a/1. NouThl NnpoussoauTens cuctemol Novatalks.

NMPABWUITIA OKA3AHUA YCNYT APEHObI NT-OBOPYOLOBAHUA

Ycnyra apengpl WT-obopygoBaHus — 97O npefocTaBneHne KrnveHTy BO3MOXHOCTM BPEMEHHOrO UCMOMb30BaHUA yKa3aHHOro B 3akase

o6opynoBaHusi. KnneHT He npmobpeTaeT HUKaKkux npaB COOCTBEHHOCTU Ha 0OBEKT apeHab!.

421

42.2

42.3

42.4

43

431

OBbEM YCNYIM APEHALI OBOPYOOBAHNSA
42.1.1 Baltneta goctaBnseT npeaycMOTPEHHOE 3aka3oM 06opyaAoBaHME NO afapecy 1 B CPOKM, yKadaHHble B 3akase.

42.1.2 Ecnu obopygoBaHue apeHgyetcst B LIOl komnaHuu Baltneta, Baltneta otBeyaet 3a yctaHoBKy gaHHoro obopyagosaHus B LIO[,

oGopy.qosaane 3acTpaxoBaHO CTPaxOBOW KOMMaHWen OT BO3AENCTBUSA OTHA 1 BOAbI, @ TaKKe OT (DU3NYECKNX MOBPEXAEHUN.

42.1.3 B oOTHOWeHUM cpaBaemoro B apeHgy o6opynoBaHusi AEWCTBYIOT MNPUMEHSIEMble W3roTOBUTENEM MNpaBwuna rapaHTUAHOIO
obcnyxuBaHusa. B cnyyae Bbixoga obopynoBaHus us cTposi Baltneta BeicTynaet B ponu nocpegHuka mexay ABTOPU3OBaHHbIM
CEpPBUCHBIM LLIEHTPOM M3roToBUTENSI 060pYA0BaHNSA U 3aka3ynKoM Npu BbINOMHEHUN rapaHTUAHOIO 06CnyXXunBaHusi 06opyaoBaHUS.
Baltneta gocTtaBnsier obopyaoBaHue B CEpPBUCHbIA LEHTP U3rotoBUTENs M Hasag 3akasduky. B cnyyae nonomku 3anacHoe
obopyaoBaHve He NpefoCTaBNsSeTCsl, €CrM MHOE He NpedycMOTpeHo B 3akase.

OrPAHUYEHNA YCIYTU

42.2.1 B ycnyry He BKMOYeHbl KOHUIypaums caaBaeMoro B apeHay obopyoBaHWs 1 ycTaHOBKa NporpaMmmHoro obecneyeHus. Ycnyrm
KOHUIypaumm n yCTaHOBKM MOXHO 3akasaTb cornacHo PacueHkam Ha Bble3 B nomelleHust KnueHTta n gononHuTensHble paboTsbl,
yKa3aHHbIM B HacTosiwem [loroBope.

42.2.2 Baltneta He BbInonHsieT paboTbl N0 0BGHOBMNEHUIO NPOrpaMMHOro obecneyeHVss coaBaemoro B apeHay obopynoBaHus, ecnu He
3aKasaHbl COOTBETCTBYHOLLME YCNYrM MO ero 06CNYyXUBaHMIO.

OTBETCTBEHHOCTb 3AKA34YMKA

42.3.1 3akasuuk obsizyeTcsl ncnosfb3oBaTb apeHayemoe obopydoBaHWe MO HasHauvyeHuio, cobrniogaTb pekomeHZauum UsrotoButenew
obopynoBaHusa n Baltneta oTHocuTenbHO ero 6e3onacHon akcnnyaTauum, XpaHuTb apeHgoBaHHOe 0bopyaoBaHWe B TEXHUYECKMN
MCMPaBHOM COCTOSIHUM, HE COoBepLUaTh (U3NYECKUX UMM NMPOrPaMMHbIX AeACTBUIA, CNOCOBHbIX HapyLWnTe paboTy obopyaoBaHus.

42.3.2 3akasuuk He umeeT npasa nepefaBaTb, cAaBaTb B cybapeHdy unu otaaBaTbh AN UCMOSb30BaHWUSA B UHbIX Liensix obopynoBaHue
TPETbMM CTOpPOHaM.

42.3.3 3aka3unk He wumeeT npasa 6e3 nucbmeHHoro cornacus Baltneta nepemewats apeHpoBaHHoe o6opydoBaHuMe € MecTa,
pacnonoXeHHOro no ykasaHHoMy B 3akase agpecy.

42.3.4 3aka3uvk He UMeeT npaBa MEHsITb KOHUrypauuo apeHaoBaHHOro obopyaoBaHus, T. €. 406aBnsATb K HEMY OOMOMHUTENbHbIE
KOMMNEKTYIOLLME YacTu.

42.3.5 B cnyyae nonomku obopynoBaHusl, B OTHOLUEHWM KOTOPOW HE MPUMEHSIETCS rapaHTus M3rotoBuTens, 3akasyuk obs3yeTcs
BO3MECTUTb MPUYMHEHHBIV yLep6, onnaTne ero corfiacHo pPbIHOYHOW CTOMMOCTU 060opyaoBaHus. MapaHTua He NpUMEHsIeTCa nNpu
nopye obopyaoBaHusi B pe3ynbTaTe BHELUHEro/MexaHW4eckoro BO3OenCTBUS, HapylleHus npasun 6e3onacHow akcnnyatauuu,
CaMOBOJIbHOIO BbINOMHEHUS MOAUMULMPYIOLLMX UM PEMOHTHbBIX PaboT 1 T. M.

OPYIME YCIIOBUA

4241 Ecnu 3aka3 Ha apeHmy obopynoBaHWsi pacTOprHyT Mo uHWUuMaTtMBe KnveHTa [0 MCTeYeHus npesycMOTpeHHoro 3aka3om
MUWHUMAIBLHOrO Cpoka, 3akasyuk He no3aHee YeMm B TedeHne 30 kaneHaapHbIX AHEel ¢ MOMeHTa OTMeHbI 3akasa 06s3aH BbINnaTuTb
Baltneta Bcto ocTaBLUytoCs YacTb apeHAHON NnaThl, PaCCYUTaHHYIO NMOCPEACTBOM YMHOXEHWSA MECSAYHOW apeHOHON NnaThbl Ha YMCno
MecsLeB, OCTaBLUMXCA A0 UCTEYEHUS MUHUMAnbHOro nepvoaa nonb30BaHus YCyrown.

42.4.2 HeBO3MOXHOCTb MCMONb30BaHWUS 060pyAOBaHMSA KU3-3a HEUCNPABHOCTU UMW MO MHBLIM NpUYMHaM, HesaBucswmMMm oT Baltneta, He

cyuTaeTCs NMPUOCTAHOBKON YCIYrn U He 0CBOBOXJAeT OT BHECEHUS NnaTexeii No HacTosLEeMY JOroBopyY.
NPABUIA NPEAOCTABJIEHUA YCNYT SDM (SERVICE DELIVERY MANAGER)

OMNPEOENEHME YCNYT SDM (SERVICE DELIVERY MANAGER)
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43.3

44

441
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SDM (MeHepxep No MpefoCTaBnEeHMI0 YCryr) — 3TO BblAeNeHHbI cneuuanucT no ynpaeneHunto UT-ycnyramu, OTBETCTBEHHbIN 3a

KoopauHaumio npegoctasnexuns UT-ycnyr, ynpaBneHve KOMMyHuKkaumen mexagy KnueHnTtom, noctaswmkom(-amu) UT-ycnyr n TpeTbuMmn

CTOPOHAMM, KOHTPOSb KavectBa YCNyr U UX MOCTOSHHOE coBeplueHcTBoBaHWe. KoHkpeTHas ycnyra SDM, ucxoas n3 HMWXeonmcaHHoro

obbema, cormacyetcsi ¢ KnneHToM B MHAMBMAYyarnbHOM MOPSIAKE W peanu3yeTcsl Ha OCHOBaHWM yTBepxaeHHoro CTopoHamu nnaHa

[EeNCTBUNA.

OBBLEM YCNYrn

43.2.1 Ob6bem ycnyr SDM onpegensietca B COOTBETCTBUM C Bu3Hec-noTpebHocTaMK KnneHTa. Yenyra MoxeT oxBaTblBaTb TOMLKO Ycnyru,
npegocrasnsemble komnaHven Baltneta, n/vnu 6biTb paclumpeHa fo ynpasneHus otaenbHbiMu UT-ycnyramu TpeTbrux CTOPOH.

43.2.2 SDM moxeT ocyLLecTBNSATb kKoopauHauumio 1 ynpaeneHune UT- n TenekoMMyHUKaLMOHHbIMKU Yenyramu, ncnonb3yemMmbiMu KnmeHTtom,
BbICTYyMNas B KA4eCTBE OCHOBHOIO KOHTAKTHOrO N1La No TEXHUYECKMM BOMPOCaM, CBS3aHHbIM C Takumu Ycnyramu.

43.2.3 B pamkax ycnyrn SDM notpe6HocTu 6uaHeca KnueHta MoryT 6biTb Npeobpa3soBaHbl B TEXHOMOMMYECKUE N3MEHEHNS.

43.2.4 SDM otcnexvBaeT BbiNoNHEHUe ycroBuii SLA (cornaweHuii o6 ypoBHe ycnyr) U npeanpuHMMaeT AencTBust Anst obecrneyennst ux
cobnoaeHus.

43.2.5 SDM KoOpaVHMPYET peLueHue MHLMOEHTOB, Npobnem v U3MeHeHui, cBs3aHHbIX ¢ UT- 1 TenekoMMyHWUKaUMOHHbIMK Ycnyramu,
MeXAay pasnnyHbIMU NOCTaBLLMKaMK.

43.2.6 SDM oTBe4aeT 3a HENPEPbLIBHOCTbL CBOEW AeATENBHOCTM, TO €CTb NNLO, NpedocTasnsowee yenyry SDM, Beaet AOKyMeHTauumio no
BbIMOMHEHWIO ycryrn. dopmat AOKYMEHTaLMN U NPUHLMNLI PUKCaLMM AaHHBLIX COrnacosbiBaloTcs ¢ KNMEHTOM B MHAUBMAYaNbHOM
nopsgke.

43.2.7 SDM y4yacTByeT B CTpaTermyeckom nnaHvpoaHum B obnactu UT u TenekoMmyHUKaumii, a Takke B onpeaeneHnm HanpasneHus
peLLeHunin.

43.2.8 TlnaHvpoBaHMe MNPOEKTOB, CBA3aHHbIX C npegoctasneHnem KnuneHty UT- M TeNeKOMMYHUKaUMOHHBLIX YCMyr, U ynpasneHue
puckamu.

43.2.9 AHanus n cpaBHeHVe NpeanoXeHUh TpeTbux CTOpoH Nno UT- n TenekoMMyHUKauMOHHbIM Ycnyram, npegoctasneHne KnueHty
COOTBETCTBYIOLUMX PEKOMEHAaLNN.

43.2.10 SDM npepocTaBnsieT pekomeH4aumm no CoOBepLIEHCTBOBAHUIO, aBTOMaTM3auum unm ontummsauum UT- 1 TenekoMmyHUKaLUMOHHbIX
Ycnyr, ncnonbsyembix KnueHtom.

43.2.11 BbisiBNeHne puCKoB, CBSA3aHHbIX C NpedocTaBneHmemM YCnyr, 1 MOHUTOPUHE MEpP MO UX CHUXKEHMUIO.

43.2.12 MopgroToBka u nNpeacraBneHne KnueHTy neproamndecknx otyeToB. Nepuoanyeckme oTyeTbl NpegocTaBnstoTcs KnueHty He pexe
OfHOro pasa B KBapTan, OAHaKo, B 3aBUCUMOCTM OT noTpebHocTen KnueHta u no cornacosaHuio CTOPOH, OTYETbI MOryT
npeaocTaBnATLCA Yalle (HO B Nobom crnyyae He valle AByX pa3s B KaneHaapHbIA Mecsl).

OrPAHUYEHUA YCNYTU

43.3.1 SDM npoBoauT aHanus, NnpegocTaBnseT peKoOMeHAaLUMM U aHanUTUYeCcKMe BbiBOAbI, NpeAHa3HavyeHHble ans noaaepxkn Knuenrta
npwv NpUHATUM 060CHOBaHHBIX peLueHui B obnactn UT n/unu 6usHeca, 4encTBys B pOnn KOHCYNbTaHTa. MNpUHSATUE OKOHYaTENbHbIX
peLueHnii ABNSAETCS UCKMIYNTENBHON OTBETCTBEHHOCTLIO KnueHTa. B cnyvae, ecnu KnueHT nucbmeHHo ynonHomounsaet SDM
NPUHUMaTL peLleHns OT UMeHn KnueHnTa unu nepepsaéT CoOTBETCTBYOLME 0DA3AHHOCTU, AOMKHO ObITb 3aKNOYeHO OTAeNbHOe
NUCbMEHHOE cornalleHne, B KOTOPOM OMnpeaensioTcs npedenbl Takoro nonHomouus, genctsus SDM u cBA3aHHble C 3TUM
nocneacTeus.

43.3.2 Ycnyra SDM He BknovyaeT criegylolne TeXHUYEcKkMe AeWCTBUA: aAMUHUCTPUPOBaHWe, TeCTMpOBaHWe, MNporpamMMupoBaHuve,
KOHUrypupoBaHue, nposeaeHne obyyeHns.

43.3.3 Ycnyra SDM He BknuaeT crneaylolimMe KOMMNETEHUMWU: apXUTEKTOP CUCTEM, CMeuManucT Mo WHTerpauusim, WHXEHep wunu
KOHCYNbTAHT NO KOHKPETHBLIM CUCTEMAM.

43.3.4 Ycnyra SDM He BKMHOYaeT HENOCPEACTBEHHYID TEXHWYECKYH peanu3auuio, TO eCTb KOHKPETHble AEWCTBUS BbINOMHSATCS
COOTBETCTBYIOLLMMU TEXHUYECKMMU noapasaeneHsMm KnveHta unm TpeTbMMM CTOPOHaMU Ha OCHOBaHWM 3aka3oB Ha Ycnyru,

MHULMMpPOBaHHbIX KnueHtom nnu SDM.
NPABWUINA NPEOOCTABIIEHUA YCNYI PE3EPBHOIO KONMMPOBAHWUA U BOCCTAHOBIEHUA B NYBJIMMHOM OBJIAKE

OMPEOENEHWVE YCNYTU

PelueHue, BknovalolLiee co3faHve pe3epBHbIX KONuii AaHHbIX KnveHTa B ero yyeTHyto 3anuce B nybnuyHom obnake (AWS, Azure 1 T. n.),
a Takxe noaroToBKy M MOAAEPXKKY MHPACTPYKTYpbl, HEOGXOANMOW ANS aBapuMMHOro BOCCTaHOBIEHWS, B 3TOW y4eTHOW 3anucu. Ycnyra
npefocTaBnsieT BO3MOXHOCTb BOCCTAHOBUTb CUMCTEMbl M BPEMEHHO MPOAOIKUTL AesiTenbHOCTb B obnayHoii cpede B criydae c6os unu

aBapwu.
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OBBEM YCNYTU

44.2.1 Baltneta BbINONHAET NepBOHaYarnbHy YCTAHOBKY YCIyrn B y4eTHOM 3anmcu nyGrnmyHoro obnaka KnveHTa, BKNoYas yCTaHOBKY W
HaCTPOWKy Heo6X0aMMbIX BUPTYyarnbHbIX MaLUMH, NOAFOTOBKY M 3amyck npouecca pe3epBHOro KONMpoBaHWS AaHHbIX Ha 06nayHyo
nnatgopmy.

44.2.2 Baltneta paspabaTbiBaeT nfaH aBapUHOTO BOCCTAHOBIEHWUS U3 PE3EPBHbIX KON B NybnuyHoi obrnayHow nnatdopme u

oGHoBnNsIeT ero nocne nposeaeHns TectTupoBaHUA BOCCTAHOBIIEHUA.

44.2.3 Baltneta otBeyaeT 3a MOHUTOPUHI PaboTbl MHGPACTPYKTYPLI B MyGNMYHON o6nayHoi nnatdopme M BbINOSIHEHNE PE3EPBHOTO

KOMMPOBaHMS.
44.2.4 KonupoBaHWe AaHHbIX B 06nayHyo MHPaCTPYKTYpy OCYLLECTBISIETCS COMMAcHO nnaHy, CornacoBaHHOMY ¢ KnveHToMm.

44.2.5 TecTmpoBaHue aBapuHOrO BOCCTaHOBMEHUs B Ny6nuyHoM obnake npoBoasaTcs ABa pasa B rod. KnveHT JomkeH yBeaoMUTb O
npoBefeHNN TeCTUPOBaHUst 3a 3 paboumnx AHsA. B xofe TecTMpoBaHUs BUPTyarbHble MaLLVHbI BOCCTaHaBIIMBAIOTCS U3 Pe3ePBHbIX

KOMUIA, OLeHMBAIOTCS X PaboTOCNOCOBHOCTL M AOCTYNMHOCTb.
44.2.6 Baltneta npegocraBnsieT pekomeHgaLmum no ob6navyHon MHAPaCTPyKType 1 ee oNTUMM3aumu.
OrPAHNYEHUA YCNYTU

44.3.1 KnueHT HeceT OTBETCTBEHHOCTb 3a NOAAEPXKKY CBOEW y4ETHOW 3anuncuy B obnake, BKIoYas 4OCTYN K MHPpacTpyKType, ynpasrneHue

nonb3oBaTensMun 1 onnaTty obnayHbIx pecypcos (auckosoe npoctpaHcTeo, RAM, vCPU u apyrue ncnonb3yemble pecypebl).
44.3.2 Baltneta He HeceT OTBETCTBEHHOCTM 3a cbon B paboTe obnayHon nnatdopmbl UK Opyrve HapyLleHus, Bbi3BaHHbIE TPETbUMU
CTOPOHaMU, OAHAKO NPefOCTaBMSAET KOHCYNbTaLMN U peKOMEeHAALMM MO UX YyCTPaHEHMIO.

NMPABUINA NPEAOCTABIIEHUA YCNYIU SOCaaS

OMPEOENEHWVE YCNYTW SOCaaS

SOCaaS — ato ycnyra, npegHasHadeHHas ansi obecnedeHns IT-6e30nMacHOCTM KOMMaHWM U yrpaBneHus puckamu. Ycnyra BKrovaeT
NOCTOSIHHBIA MOHUTOPWHI | T-MHPaCTPYKTYpbl B pEXUME pearnbHOro BPEMEHW, BbISBIIEHWE W aHanu3 Mofo3pUTErnbHON akTUBHOCTY,
onepaTMBHOE pearnpoBaHve Ha WHUMAEHTbl 6e3onacHoCcTW, onpedeneHue ys3BMMOCTEN WM NpedoCcTaBreHue pekoMeHZauuin no ux
ycTpaHeHuto. SOCaaS Takke BKMHOYaeT WUCMONb30oBaHWE pelleHuin ANns ynpasneHus uHgopmaumen n cobbitusmu 6GesonacHocT,

reHepauuio OT4ETOB N NPOAKTUBHOE BHEAPEeHWE npaBun 6e3onacHocTu ¢ Lenbio 3aWnTbl AaHHbIX U I T-cuctem KomnaHum ot yrpos.

LleHTp onepauun 6esonacHocTv (SOC) npenocTaBnsieT LeHTpanM3oBaHHOe pelleHne, obbeanHsiiolwee onbiT CneuuanmcToB, TEXHONormm
N aHanuMTU4eckne AaHHble, YToObl opraHmMsauum Mornu GbicTpee n adekTMBHEE afanTMpOBaThCA K MeHsLelcs cpede yrpo3. SOC
ob6beamnHAeT Bce HeobxoanMble pecypcbl ANst NOAAEPXKAHWS U NOBbILLEHUST YPOBHS knbepbesonacHoctn. CotpyaHmkm SOC ncnonb3ayoT
BblGpaHHbIE TEXHOMOMMMW, YTOObI KaK MOXHO paHbLUe BbISIBUTb MOTEHUManbHble MHUMAEHTHI 6€30MacHOCTV M OnepaTUBHO MPeanpUHSTb

Mepbl pearnpoBaHnsa AN nx 6eICTPoro n ahHEeKTUBHOMO YCTPaHEHUS.
OBBLEM YCNYIn
45.2.1 Q3ran nogrotoBku ycnyrn SOCaaS
. AHanus IT-MHdPacTPyKTypbl KNNeHTa
. MpaeHtudpmkaums IT-koMnoHeHToB
. OueHka cuibHbIX 1 cnabblx cTopoH 6e3onacHoCTK
. Onpepenexne obbema moHuTopuHra SOC
. MoaroToBka oT4eTa O rOTOBHOCTY:
o OT4eT CnyXuT OCHOBOW ANst AanbHEWLMX OeVCTBUIA 1 BHeapeHus yenyrm SOC
45.2.2 3tan BHegpeHus TexHonorun ycnyrn SOCaaS
. MoproToska koHdUrypaumu B gata-ueHTpe Baltneta.
. YcTaHoBKa NporpamMmMHoro obecrneyeHmnst Ha KOHEYHbIE YCTPOCTBA KMEHTa (KOMMNbOTEPbI, CEPBEPbI).
. YcTaHoBKa ceHcopa B ceTeBOW UHppaCcTpyKType KnmeHTa.
. Peanusauus nHterpaumin ¢ SOC-cuctemamu.
. TecTUpoBaHME CUCTEMbI:
o [MpoBoaUTCA NONHOE TeCTMPOBAaHWE YCTaHOBKM, LieNb — NPOBEpPUTb PaboTOCNOCOBHOCTL TEXHOMOMUIA 1 CTabnnbHOCTb
NOTOKOB aHHbIX.
o YpocToBepsieTCsi, YTO BCE KOMMOHEHTbl paboTaloT 3hdekTMBHO, a cpeda, npegHasHavyeHHas Anst KIWeHTa,

COOTBETCTBYET TpebOBaHUSAM yCryriu.
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baltjV'a

45.2.3 TpuHumnel paboTbl cneunanunctoB SOC npu MOHUTOPUHIE UHAPPACTPYKTYPbI KNNEHTa

MOCTOSIHHLII MOHUTOPUWHT U pearupoBaHue
OB6HapyxeHue v aHanus yrpos
Ockanaumsa 1 ynpasneHue UHLMOEeHTaMu:

e} Mpn OGHapy)KeHVIVI VHUMAEHTa MHPOPMMPYETCSA Ha3HaAYeHHbIN KNMMEHTOM OTBETCTBEHHbIV COTPYAHUK B COOTBETCTBUM C

yCTaHOBMEHHbIMU cornaLleHnsiMmn ob ypoBHe obcnyxusanust (SLA).
o WHumpeHT ackanupyeTcs COOTBETCTBYIOLLMM CreLmanucTam ¢ Lenbto ero achekTUBHOTO YCTPaHEeHUS.
MocTosAHHas KOMMYHVKaLWS C KITMEHTOM:

o MpepocTtaBnsioTcs perynspHble oT4eThl 0 AestenbHocTn SOC: cocTosHne MHPPACTPYKTYpbl, OOHapYXEHHbIE Yrpo3bl 1

NPUHATBIE MEPbI 6e30MacHOCTU.

o  OcyllecTBnsieTca COTPYAHUYECTBO C KIMEHTOM [Ansi obecneyeHusi COOTBETCTBUSI MH(PACTPYKTypbl TpeGoBaHUAM

6e3onacHocTy.
MpuMeHEHNe 1 coBepLLEHCTBOBaHME NpaBun 6e3onacHoCcTn
KoHdbuaeHumManbHOCTb U LENOCTHOCTb AaHHbIX:

o  O6ecneunBaeTtcsa obpaboTtka >xxypHanos (logs) u ApyrMx OaHHbIX KNMEeHTa B COOTBETCTBUM C TpeboBaHWAMM CTPOrom

KOH(pMOEHLUMANBHOCTM U 3aLUTbl AaHHbIX.

o Cneumanuctel SOC cobntogatoT NoMNoXeHUs cornalleHnini 0 KOHUOEHUMANbHOCTW, NOAMUCAHHbBIX MEXAY KMMEHTOM U

NOCTaBLLUMKOM YyCryr
PerynsipHble TpeHMpoBKK No 6e30NacHOCTH U TECTUPOBaHWe

[okymMeHT1poBaHWE MHUMOEHTOB U NOCTOSIHHOE COBEPLUEHCTBOBaHVE NPaBuri 0OHapYyXeHus.

45.3 OrPAHNYEHUA YCITYTU SOCaaS
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OrpanquHaﬂ OTBETCTBEHHOCTb 3a BHYTPEHHUE CUCTEMbI KNnueHTa:

o Ycnyra SOCaaS oxsaTbiBaeT TOMbKO MOHUTOPWHT WH(DPACTPYKTYPbl KIMEHTA W BbISBIEHUE WHLMOEHTOB, HO He

BKIO4AET HACTPOWIKY UNW yNpaBrneHne BHYTPEHHNMU CUCTEMaMW.
o 3a obHoBneHus1, ucnpaenexus (patches) n nsmeHeHus kKOHUrypaLum oTBe4YaeT cam KnneHT unu ero IT-otaen.
O6bem MOHUTOpPWMHra:

o MOHI/ITOpVIHr SOC OrpaHn4yeH TONbKO TeMun cuctemamu wu yCTpOVICTBaMI/I, KOTOpbIe ObInM BKIOMEHBI B CMMCOK

HabnogeHNs1 U CKOH(UIYPUPOBaHbI MPU BHEAPEHWUW YCIYTU.

e} HoBble ycTpoMcTBa M CUCTEMbI OOMKHbI ObITb AOMKHBIM OOpa3om AobaBneHbl M HacTpOeHbl OO0 BKIOYEHUS B

MOHWUTOPUHT.
OrpaHuyeHusi o cUcTeMam TPETBUX CTOPOH:
o  SOCaaS He MOXET HanpsIMy0 YNPaBIsTh UK OTCIIEXUBATL CUCTEMbI U CETU, KOHTPOSIMPYEMbIE TPETHUMMN CTOPOHAMM.
o  YnpasneHue MHUMAEHTaMU, CBA3AHHBIMU C TaKUMM CUCTEMAaMW, OrPaHNYEHO M3-3a HU3KOMO YPOBHS J4OCTyNa.
o B TaKux cryqasx MOHUTOPUHT MHGPACTPYKTYPbI OCYLLECTBISIETCA HA OFPaHUYEHHOM YPOBHE.
OrpaHuyeHusi o pearvpoBaHUio Ha yrposbl:

o Cneumanuctel SOC ocyllecTBNsOT HabnogeHwe, aHanua M HadanbHOe pearpoBaHWe Ha Yrposbl, OAHAKO

OTBETCTBEHHOCTb 3a OKOHYaTeNbHOE peLleHrne NPobrnembl NEXUT Ha KNneHTe unu ero noctasLymke I T-ycnyr.
o B oTaenbHbIX cryqasx MoxeT notpeboBaTbcs yyactue IT-nepcoHana KnmMeHTa nnm CTOPOHHUX CNeumanvcToB.
OrpaHuyeHunst obecneyeHusi 6esonacHocTu:

o Ycnyra SOCaaS MoXeT BbISABNATL U NpeaynpexaaTb 0 60MbLUNMHCTBE U3BECTHBIX YrPO3, HO HE MOXET rapaHTUpoBaTb

MOMHON 3aLLMTbl OT HOBbIX, HEM3BECTHbIX WM CIIOXHbBIX Yrpo3 (Yrpo3 HyIeBoro AHs).
OrpaHuyeHnst KOHUAEHLUMaNbHOCTU U MPUBATHOCTU:

o MocTtaBwmk SOCaaS cobntogaeT cTporue ctaHgapThl KOHOUAEHUMANBHOCTU M 3aLLMTbI AAHHBIX, OOHAKO KINEHT OIMKEH

o6ecneyunTb, YTOObI €ro COTPYAHMKM U NapTHEPLI TakKe crnefoBanv 3TuM TpeboBaHusM.
o KnueHT HeceT OTBETCTBEHHOCTb 3@ BHYTPEHHIOK 3aLUUTY AaHHbIX U 0GyYEHNE COTPYLAHMKOB.
OrpaHuyeHusi, CBA3aHHblE C M3MEHEHUSAMU UHAPPACTPYKTYPbI:

o  Iobble M3MeHeHUsI B MH(PACTPYKType KnueHTa (Hanpumep, AoGaBrieHUMe HOBbLIX YCTPOWCTB, OGHOBMEHWE CEeTEBOW

apXUTEKTYpbl) AOMKHbI BbITb cornacoBaHbl ¢ noctasLukom SOC.
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o  HecBoeBpeMeHHOE MHHOPMUPOBAHWUE MOXET CHU3UTL 3PPEKTUBHOCTb YCIYTY UMM MOBLICUTL PUCK MHLMAEHTOB.

454  [PYIVE YCNOBUA

baltya

45.4.1 Bce (yHKUMOHamNbHbIE BO3MOXHOCTW peanuayoTcsi B COOTBETCTBUM C NOXENAHUAMW KIUEeHTa.

4542 Ecnv Ha obopydoBaHMM KIMEHTA WCMNOMb3yeTcsl MNporpaMmHoe obecneyeHue,

KOTOpoe Gonble He noaaepxuesaetca

npoussoauTenemM (MM Cpok NOAAEPXKMU UCTEK), Baltneta He HECET OTBETCTBEHHOCTM 3a YCTPaHEHWE WHLMAEHTOB, CBS3aHHbIX C

3TUM NporpaMmMHbIM obecneveHnem.

45.4.3 KoHcynbTauuu, NOAroTOBKa AOKYMEHTOB, reHepaums oT4ETOB unu apyras paborta, cBa3aHHas C ayautamu, opraHvW3oBaHHbIMU

TPETbMMMN CTOPOHaMM, BbIMOMHAETCS TOMNBbKO N0 NpeaBapuTenbHOM 4OrOBOPEHHOCTU 1 No Tapudam Ha JononHutensHble paGOTbI,

yKa3aHHbIM B HacTosiwem [loroBope.

45.4.4 Tlpn yBenuueHun konuyectsa obcnyxvBaemoro obopyaoBaH1si CTOMMOCTb YCyr NMPOMOPLMOHaribHO yBENUYMBaAETCS COrnacHo

YCNOBUSIM, yKa3aHHbIM B HacTosiem [loroBope mnu B 3akase Ha Ycnyru.

45.4.5 3anpocbl Ha U3MEHEHVs U MpefoCTaBMeHWe WMHGOPMAaLMU MOTYyT PerMcTpupoBaTb TOSBKO YMONHOMOYEHHbIE NMpPeacTaBUTENu

KNeHTa, yKas3aHHble B 3aKase.

455  3AMPOChI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

CTAHOAPTHbBIE PABOTbI / 3SAMEHA

NPEONONATAEMOE BPEMA
BbIMONHEHUA PABOT

NMPUMEYAHUE

[obaBneHne ycTpoicTea B NaHeNb

MOHUTOPUHra

30 MuH.

COOTBETCTBUM C pacLeHKamMn Ha

[OMONHUTENbHbIE PaboThbl.
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